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Abstract

The grmath aof Iné=met of Things (IoT) took cenler stages universallly doe their capahility to adwance the coarse of human lives.
Consequent mpon this, severz] challenges weps thrown up such &= seoanty of bege dala stored and iremsmitted throagh network
communication channels. o] inssoarity is partly dee o centrafization erchiteciure, low computational strength, resource-
corstrained devices, variation in standerds and proincals of communication. From this Sysematic Litsmatune Beview (SLE])
the RS srticies reviewsd showed thal privecy snd sscurity salutions are still being proposed or & concepiual levels, though s
number of resesrchers fovared the insgration of Blockchain tschnology, cryplographic and hashing schemes into 1aT. The
Blackehsin technology in loT sysiems. remains an opsn eres of inlerest for top ressarchers especially in smlving frameworks
1o il inbo the ceniredized anchilediure, functionality, and scalability demands of coneentional loT systems. In this eride, we
investigate spoanty and privacy concens of [T from the lens of curment trends, pedinent challenges, sscurity methodologies,
spplications, and gaps for fstare reszarch directions, Most specifically, there is prospect of wtiliing oryptogmphic and hashing
schemes offered by Blockchain ischnology in loT. Then, high performance and scalable cryplographic schemes (ihat is, those
in/the class of lightweight appreach) are: aggesed io ded with privacy and s=curity of data in Blockchein-based IoT sysiem.
Moz importantly, this study provides basis for evolving seoare and decentralized applications and sysiems in severs] domains
such == smer femming.
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1 Intreduction

Infernzt of Things (ko) i the pionzering iechnalogy which
incorporetes billions of Intemet-enshled sensors, displays,
camenas, Smar phones, and weanbie devices for the par-
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stwzhan alfa sooeankpe sy A posz of commesnicalion using the Internst backbone |1, 2]
Johe Eoin Alhesas Reszarchers consider the [oT & be the fulare of the Inlemes
Jealesssn @ ulminaa adu ag, prapect hecaus: @@ vesis end-users, machines, and every-
lzyemi Mikall Olaaiyi day things having the capahility to serse, inierconned, and
mikell olaskyi @ luinien i ng relate with the ostside world. The advancements of [T we
Morn CHalare maolivated by the need 1o offer hamans mare onenisnce,
lerefica s M naa adn a5 connectivity, real-time data, snd sefety (o improve the gual-
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ity af lifie by means of wide renge of applications in Indestriz
IeT, zmant homes, Intemet of Farming, heahh, smart city, snd
Eranspariation |3, 4].

Uz huge legecy of IoT is in the mpedt of remote com-
munication of diverse media, which ar: mostly refermed (o 2=
universal movemenl.. This offers possibilities of connecting
peoples, things, processes, and data with the goal of enhanc-
ing intemetwarking fordifferent benefits [ 5]. loT wre systems
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