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ABSTRACT


Cyber security threats are a major issue in the world today, this is why understanding the propagation of cyber-attacks is a very fundamental requirement for the establishment of strategies to control and absolutely reduce the damage of major cyber security threats on the cyber space. In this  work, we explored the application of mathematical modeling to analyze and mitigate cyber security threats. As cyber attacks are becoming increasingly sophisticated, the need for robust and quantifiable methods to detect, prevent, and respond to these threats is more critical than ever. Mathematical modeling provides a structured and systematic approach to understanding the dynamics of cyber security threats, enabling organizations to develop more effective defense mechanisms. A proof of this is the findings from this study that shows that cyber security threats can significantly decrease the effectiveness of cyber networks. Both fields tend to totally rely on mathematical techniques to represent and simulate systems, identify vulnerabilities, and strategically formulate effective countermeasures.
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INTRODUCTION

In recent times, studies have given evidence to the fact that there has been a noticeable increase in the frequency and the coordination of cyber attack Strategies. Globally, sectors like Governments, Businesses, Organizations and Individuals are potential targets of most cyber security threats. These threats, which are strategically coordinated, includes malware, ransomware, and distributed denial of service (DDoS) attacks among others. The motives behind most cyber attacks ranges from financial gains to political grievances, controversial grudges and conspiracy theories. One of the earliest documented cyber attacks was the Morris Worm (1988). This was a malicious software that infected thousands of computers connected in those days to the early internet. This malware was created by Robert Tappan Morris, and it exploited vulnerabilities in UNIX systems, causing significant damages and it highlighted the need for cybersecurity countermeasures to protect against such threats. In 2003, the SQL Slammer worm, which targeted Microsoft SQL Server databases, affected such by utilizing the potential weaknesses of the database while buffering to gain unauthorized access or execute malicious code that will speedily be distributed to all compartments of the database. It was confirmed that within minutes of the release of the SQL Slammer worm, it infected millions of computers worldwide, disrupting internet traffic and thus, it highlighted the importance of patch management and vulnerability mitigation strategies against cybersecurity threats on databases. In 2016, The Mirai Botnet plagued the technological world by exploiting insecure Internet of Things (IoT) gadgets, such as cameras and routers, to launch distributed denial-of-service (DDoS) attacks on internet infrastructure and services. This cyber-attack was productively facilitated by harnessing the collective power of compromised IoT gadgets. The botnet disrupted internet access for millions of users, and thus it increased the need for improved security on IoT gadgets and its resilience against large-scale botnet attacks. The invention of newer technologies and the evolution of computerized gadgets are part of the major factors that contributes to the high impact of cyber attacks. A significant advancement in the world of technology comes with a remarkable improvement in the implementation of cyber security Threats. An implication of this is that newer and efficient strategies have also been developed in the field of cybersecurity, so as to identify, analyze and mitigate cyber security threats and vulnerabilities generally. In conclusion, mathematical modelling of cyber security threats and mitigation strategies are basically built on a rich history of cyber incidents, technological advancements, and research efforts from related disciplines aimed at safeguarding digital assets and critical cyber security infrastructures from all evolving cyber threats. By employing mathematical modelling techniques, researchers can enhance the general understanding of cyber security risks, improve decision-making in cyber security operations, and develop innovative solutions to mitigate the impact of cyber attacks on society. 
Muharrem Tuncay, GENÇOĞLU (2020) from the Firat University Technical Sciences Vocational School in Turkey, built up a cyber security defense system (Mathematical) Model based on the detection of malicious objects behaviors. He built the model conveniently by using differential equations and probability distribution functions.
Denis Kolev (2021), conducted a research that led to the development of a probabilistic mathematical model for assessing security risks in cyber security network systems. He  present an innovative framework for evaluating cyber security threats-prone systems. The framework comprised of mathematical algorithms and various groups of modelling equations. Denis Kolev’s study further gave insights into how there was great need for quantitative and comprehensive security assessments of cyber security threats-prone systems. The existence of multiple possible threats, along with the varying information and specification of systems extracted from different sources has increased the complexity of manual assessments and evaluations of cyber security network systems.
Andrei Sandor, Gabriela Tont, and Eduard Simion (2022) from the University of Oradea, Romania, collaborated to put together a theoretical study in 2022. This study was conducted to provide improvements in the identification of cyber security threats by mathematically modelling cyber-attack vectors. The study showed that cyber security, which is a very complex domain comprises of both the technical aspects and the social aspects, of which the social aspects are usually a potential opening for cyber-attacks on network systems. Thus, this is one of the reasons for the development of cyber security threats mitigation strategies. In order to develop a mathematical model that can help organizations to evaluate the risks of attacks-prone systems, the identification of the cyber security threats vectors is the initial step to take. However, during the process of creating a mathematical model for this reason, the following factors and more are to be considered. 

• Web-Links and Attachments.

​​​​​• Personal Information of individuals or clients. 

• Impersonation strategies of cyber attackers. 

• Connection of unknown devices (gadgets) to known networks. 

• Connection of known devices (gadgets) to unknown networks. 

Gowri Sathasivam (2023), an assistant professor at SNS College of Technology, Coimbatore, India, gave a theoretical explanation that showed how crucial it was for cybersecurity career enthusiasts to acquire the knowledge of mathematical modelling so as to understand cybersecurity threats. From Gowri’s explanation, gaining such knowledge by students is necessary as such knowledge may be useful in assessing cybersecurity systems vulnerabilities under various circumstances, anticipating the extent of attacked systems damage and the estimation of potential costs.
The proposed model was then simulated in assessing and evaluating different cybersecurity threats on systems, which in turn gave insights on the formulation of mitigation strategies for the respective cyber threats.
Cyber security threats are a major issue in the world today, this is the reason why understanding the propagation of cyber-attacks deployment has become a very fundamental requirement for the establishment of strategies to control and absolutely reduce the damage of these attacks on the cyber space. The fields of mathematical modeling of biological diseases and cybersecurity threats share common similarities in their approach to understanding, analyzing, and mitigating dangers. Both fields totally rely on mathematical techniques to represent and simulate systems, identify vulnerabilities, assess risks, and design effective countermeasures. The mathematical study of cybersecurity threats gets its inspiration from the mathematical study of biological viruses and it can be absolutely understood in two ways. 

• By studying the tools used to develop antivirus programs, which are programs capable of detecting threats and preventing the increase of malware damages on the cyber space. In addition, the propagation of cybersecurity threats in the cyberspace can be mitigated by the action of antivirus and quarantines proposed by the antivirus software when detecting some unexpected behavior. 

• By studying the classical model of biological virus propagation. This is the most efficient method, from which the possibility of infection and the orientation to develop countermeasures can be deduced. An example of a biological virus study model is shown
Cybersecurity threats emerged as programs and wares capable of deteriorating the functionality and overall performance of computer systems, databases and cyber networks systems. Initially, the damages of cybersecurity threats were mild as well as its proliferation capabilities. However, with the increasing access to communication networks, the development and evolution of technologies and the fact that most services/gadgets are an essential part of the daily lives of people, cybersecurity threats have now become a global concern.
It is therefore necessary to develop strategies to curb cybersecurity threats in general. These strategies which are mostly implemented as countermeasures against cyber-attacks are the cybersecurity threats Mitigation Strategies. A mitigation strategy in this case is an approach aimed at reducing or eliminating the severe impact of potential risks and challenges on cybersecurity systems. It includes employing proactive measures to minimize negative outcomes and further enhance the resilience and defense mechanisms of cybersecurity network systems
Assumptions of the model

· Systems can enter the network at a constant rate (e.g new users or devices)

· Recovered systems may lose immunity or re-enter the susceptible class 

· Exposed system becomes infectious while some may be patch or removed before infection

· Infected system recover and are decommissioned or permanently damaged

· Natural system degradation or retirement affects all compartments 

           MATERIALS AND METHODS 
 Cyber security threats can be likened to medical illnesses because both share similar characteristics. A regular mathematical model for studying and analyzing disease spread is the SIR Model. The SEIR Model will be used in this work. The definitions of each compartment of the SEIR Model are as follows;  St which denotes the Susceptible Class. This is a component of the proposed model that represents the number of cyber systems that are potential targets for any cyber-attack at a given time, t. Et  which denotes the Exposed Class, is a component of the model that represents the number of systems that are in contact with a cyber-attack but no damage is recorded and other systems that are interconnected to these class of systems are not affected by the cyber-attacks. It which denotes the Infected Class. This is a component of the proposed model that represents the number of cyber systems that are currently under a specific cyber security threat attack at given time, t. Rt which denotes the Recovery Class. This component represents the number of cyber systems that have been treated and rectified from all cyber-attacks as well as its respective damages.
A schematic diagram of the mathematical model is displayed in Figure 1 
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The parameters/rates are as follows.
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: represents the new gadgets that are integrated into the existing cyber systems.
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: represents the lifespan of the cyber systems or the rate at which the systems lose their overall functionality due to the number of times they have been used.

β: represents the rate at which susceptible cyber systems become exposed to cybersecurity attacks.
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: represents the rate at which exposed cyber systems are completely destroyed or shut down due to cyber-attacks.
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: represents the rate at which exposed cyber systems are affected by the cyber-attacks they are exposed to.
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: represents the rate at which affected cyber systems are completely damaged as a result of the cyber-attacks.

η: represents the rate at which restored cyber systems become susceptible to cyber-attacks. 

γ: represents the rate at which cyber systems under cyber-attacks are rectified.

Assumptions of the model 

· There is no permanent immunity against softwares been attacked
· Initially (at t = 0), there are no loss of cyber systems.

· Cyber systems that have been sufficiently rectified and implemented with necessary preventive software cannot be affected by cyber-attacks. Therefore, there is no loss or death in the recovered component.
· Only protected softwares are secured
The Susceptible Component, St of the model is generated as a result of the already existing cyber systems that are targets for cyber-attacks at a given period of time, t. A second important factor that facilitates the generation of the model’s susceptible component is the influx of newly incorporated cyber systems that may be technically combined with the existing ones to boost their overall performance and functionality. These newly integrated systems are often brought together at a rate, [image: image11.png]


. This rate totally depends on the processing power that is required of the systems. When cyber systems in the susceptible class are exposed to cybersecurity threats, such systems will be incorporated into the infected component of the model at a rate, β. A cyber system’s absolute loss of its general functionality can be considered as death in this case though; cyber systems could crash or become unusable when they have outlived their lifespan or due to prolonged usage. Gadgets that are integrated into cyber systems could also get stolen or misplaced, and this usually leads to a decrease in performance. Any deaths or reductions in performance of cyber systems in the susceptible component that isn’t facilitated by any cyber security threats are duly represented by [image: image13.png]


in the model.

Cyber systems found in the Exposed Component, Et of the model are generated as a result of the susceptible systems that are in contact with a particular cybersecurity threat. Systems in this component are composed of attacked systems that were initially susceptible to cybersecurity threats. These systems are not a threat to the ones connected to them. However, at very critical situations, such systems may become completely affected by threats at a rate, [image: image15.png]


. Also, such systems could absolutely become unusable as a result of their exposure to the cyber-attacks. This is demonstrated in the model as [image: image17.png]


. 

Cyber systems found in the Infected Component, It of the model are generated as a result of the exposed systems that have been totally engulfed by a particular cybersecurity threat. Systems in this component are composed of infected systems or already attacked ones that were initially susceptible to cybersecurity threats. Naturally, an effect of any cybersecurity threat on a system will always be a disruption in the performance of such systems. Systems in the infected component are very likely to become severely damaged. This is duly represented in the model as [image: image19.png]


.

The cyber systems located in the Recovery Component of the model, Rt are cyber systems that were initially affected by cybersecurity threats but have been restored completely by effective mitigation strategies. Cyber systems in this component could relocate back to the susceptible component, St at a rate [image: image21.png]


 if such systems are not implemented properly with preventive countermeasures. However, since cyber systems that have been restored completely from all attacks are free from infections, such systems could still lose their overall functionality as a result of the damages caused by the cyber-attacks. 

The Mathematical Modelling Equations that will explain the dynamics of Cyber security Threats, effects as well as their respective mitigation techniques as stated in the explanation above are given below.
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Virus (Cyber-Attack) Free Equilibrium (DFE)

The VFE of the system of equations (1) – (4) refers to a state of a cyber-system in which such system(s) is not under any cyber security threat or attack at a given period of time, denoted as ES. Thus, the VFE is defined as,
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From equation (1),
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The DFE, ES is obtained as, 


[image: image36.wmf]÷

÷

ø

ö

ç

ç

è

æ

L

=

0

,

0

,

0

,

s

S

E

m











  (7)


Endemic Equilibrium Points (EEP)

The EEP of equations (1) – (4) refers to the state where cyber systems are/can’t be totally restored from any particular cybersecurity threats or the cyber systems are well under attacks. 

Given that the conditions stated in equations (5) are satisfied, 

Then, 
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From equation (11),
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From equation (3.10),
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From equation (9),
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Substituting equation (13) into equation (14),
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Equations (12), (13), and (15) shows that variables (
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) are strictly positive since I(t) > 0 and I(t) = 0 at the VFE. Therefore, the EEP exists. The uniqueness of the VFE and the EEP can be ascertained through the Basic Reproduction Number.


Basic Reproduction Number (R0) 

The Basic Reproduction Number is a parameter that provides the number of secondary cases that one affected cyber system will produce in a susceptible population of studied cyber systems during the period such systems are affected by attacks. The Basic Reproduction Number is the largest eigenvalue of the matrix FV-1. Such that,
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  since E(t), I(t) are considered to be the infected compartments, while
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The Reproduction number (R0) is the leading eigenvalue of the matrix FV-1. This is reasonably straightforward to calculate since FV-1 is a 2 x 2 matrix.

Therefore, 
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If the Jacobian Matrix above is evaluated at the VFE, such that,
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To find the eigenvalues of matrix JE, we solve for the determinant of 
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Solving for the determinant matrix  will give the following eigenvalues.      
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The eigenvalues  of the Jacobian Matrix at the VFE are strictly negative. This follows that the VFE 
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of the model (1) is Asymptotically Stable.
RESULTS AND DISCUSSION

To simulate the model, 1000 interconnected devices were considered such that all devices were susceptible at [image: image68.png]


 with the exception of three devices: one infectious, another exposed and the last one, recovered from a cybersecurity threat. Moreover, the time is measured in months and the simulation period comprises of fifty months after the first infected device has been discovered. 
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Figure 1: The graph of [image: image71.png]S(t),E(t).I(t),R(t)



 displaying the dynamics of High Cybersecurity Threats against High Mitigation Strategies. [image: image73.png](B = 0.0595,

0.026)




 Conclusion 

This work explored the application of mathematical modeling to analyze and mitigate cyber security threats. As cyber attacks are becoming increasingly sophisticated, the need for robust and quantifiable methods to detect, prevent, and respond to these threats is more critical than ever. Cybersecurity threats are not static as they evolve continuously due to technological advancements, attacker adaptation, and the introduction of new vulnerabilities. Models that incorporate dynamic variables, such as evolving attack vectors and real-time threat intelligence, are more effective in mitigating long-term risks.
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