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Abstract

Electronic voting (e-voting) systems are gaining increasing attention as a means to modernize electoral processes, enhance
transparency, and boost voters’ participation. In recent years, significant developments have occurred in the study of
e-voting and blockchain technology systems, hence reshaping many electoral systems globally. For example, real-world
implementations of blockchain-based e-voting have been explored in various countries, such as Estonia and Switzerland,
which demonstrates the potential of blockchain to enhance the security and transparency of elections. Thus, in this paper,
we present a survey of the latest trends in the development of e-voting systems, focusing on the integration of blockchain
technology as a promising solution to address various concerns in e-voting, including security, transparency, auditability,
and voting integrity. This survey is important because existing survey articles do not cover the latest advancements in
blockchain technology for e-voting, particularly as it relates to architecture, global trends, and current concerns in the
developmental process. Thus, we address this gap by providing an encompassing overview of architectures, developments,
concerns, and solutions in e-voting systems based on the use of blockchain technology. Specifically, a concise summary of
the information necessary for implementing blockchain-based e-voting solutions is provided. Furthermore, we discuss
recent advances in blockchain systems, which aim to enhance scalability and performance in large-scale voting scenarios.
We also highlight the fact that the implementation of blockchain-based e-voting systems faces challenges, including
cybersecurity risks, resource intensity, and the need for robust infrastructure, which must be addressed to ensure the
scalability and reliability of these systems. This survey also points to the ongoing development in the field, highlighting
future research directions such as improving the efficiency of blockchain algorithms and integrating advanced crypto-
graphic techniques to further enhance security and trust in e-voting systems. Hence, by analyzing the current state of
e-voting systems and blockchain technology, insights have been provided into the opportunities and challenges in the field
with opportunities for future research and development efforts aimed at creating more secure, transparent, and inclusive
electoral processes.

Keywords Architectures - Blockchain - Decentralize - E-Voting - Electronic - I-Voting - Survey - Voting

1 Introduction

Electronic voting (e-voting) is a modern approach to the
traditional paper-based voting system, leveraging digital
technologies to facilitate the casting and counting of votes
in elections [1]. As societies embrace technological
advancements, e-voting systems are a potential solution to
streamline the electoral process, improve accessibility, and

Extended author information available on the last page of the article

enhance the overall efficiency and accuracy of elections
[2]. The concept of e-voting encompasses a wide range of
technologies and methodologies, each with its own set of
advantages, challenges, and considerations. From internet-
based voting platforms accessible from personal devices to
specialized e-voting machines deployed at polling stations,
the landscape of e-voting is diverse and continuously
evolving [3]. Despite these benefits, the adoption of
e-voting systems raises various technical, legal, and soci-
etal considerations. Concerns surrounding cybersecurity
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vulnerabilities, privacy protection, accessibility for
marginalized populations, and the digital divide necessitate
careful planning and implementation of e-voting
initiatives.

In advancing e-voting systems, the incorporation of
blockchain technology is being explored as a transforma-
tive solution to the limitations of existing e-voting systems.
Blockchain is known for its decentralized, immutable, and
transparent nature, and it offers a paradigm shift in how
electoral processes can be conducted securely and reliably.
By harnessing the unique properties of blockchain tech-
nology, e-voting systems can then stand to overcome
longstanding challenges and instill greater confidence in
democratic elections. The integration of blockchain tech-
nology in e-voting thus represents a significant step for-
ward in democratizing electoral processes. By leveraging
decentralization, immutability, and transparency, block-
chain-based e-voting systems hold the potential to revolu-
tionize how elections are conducted, ensuring fairness,
integrity, and inclusivity for all participants [4].

In this regard, the rapidly and ever growing body of
knowledge in blockchain technology and e-voting systems
necessitates the need for trending, comprehensive, and
systematic evaluation of the state-of-the-art developments
in this domain. However, there is a limited availability of a
thorough synthesis in survey literature regarding major
architectural frameworks that integrate blockchain tech-
nologies. Consequently, in this article, we present a com-
prehensive survey of e-voting systems, focusing on key
aspects such as architectural frameworks, advancements in
blockchain technology, performance constraints, and
strategies to address emerging concerns. In particular, this
survey emphasizes the technological innovations that
blockchain introduces to e-voting systems, including
advanced cryptographic techniques, decentralized ledger
architectures, and improved consensus mechanisms. These
innovations are critical in addressing the inherent chal-
lenges of security, scalability, and transparency in e-voting,
which offers new pathways to enhance the reliability and
trustworthiness of electoral processes. By exploring the
evolving landscape of e-voting, this survey aims to provide
insights into the current state-of-the-art, as well as future
directions for research and development in this critical
domain. In light of this, the contributions of the present
survey can be summarized as follows:

1. We present a survey of e-voting systems, focusing on
key aspects such as architectural frameworks, advance-
ments in blockchain technology, performance con-
straints, and strategies to address emerging concerns.
This includes an in-depth analysis of how blockchain’s
decentralized and immutable properties can be
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leveraged to create more secure and transparent voting
systems.

2. We explore the integration of blockchain technology in

e-voting systems, analyzing recent developments, and
innovations in leveraging distributed ledger technology
to enhance security, transparency, and verifiability.
Particularly, we discuss how recent advancements in
cryptographic methods, such as homomorphic encryp-
tion and zero-knowledge proofs, are being used in
conjunction with blockchain to ensure end-to-end vote
integrity and auditability.

3. We highlight performance constraints inherent in

e-voting systems, including scalability, efficiency,
and usability considerations. As e-voting platforms
strive to accommodate growing populations and
increasingly complex election processes, optimizing
performance becomes paramount to maintaining the
integrity and efficiency of the electoral process.
Additionally, this survey identifies innovative block-
chain-based solutions that address these constraints,
which ensures that e-voting systems can scale effec-
tively while maintaining security and user
accessibility.

An outline of the rest of this article is given as follows:
Sect. 2 provides a discussion of related survey articles as a
means of distinguishing the present article from existing
survey articles. Section 3 describes the methodology used
in designing and conducting this survey work, Sect. 4 gives
a broad overview of e-voting process and systems, while
Sect. 4.3 focuses on traditional architectures. In Sect. 5, we
discuss blockchain-based e-voting systems while Sect. 6
dives into research endeavours in blockchain for e-voting.
Section 7 highlights the technical challenges and concerns
and Sect. 8 lists future research directions, while the con-
clusion is presented in Sect. 9.

2 Related survey articles

There are many survey articles on e-voting systems that
cover various aspects of the system. However, the goal of
this section is to highlight the gap covered in our survey.
Furthermore, we have documented additional survey ref-
erences in Table 1 for readers interested in exploring other
facets of e-voting systems.

Specifically, Table 1 presents a summary of related
survey works focusing on various aspects of e-voting sys-
tems and their integration with blockchain technology. For
example, the survey in [4] concentrates on e-voting sys-
tems with emphasis on blockchain, and offering structured
solutions aimed at enhancing security, transparency, pri-
vacy, and scalability. In another survey [5], the authors
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Table 1 Related survey papers

References Year

Main focus

Specific details

[4] 2023
[5] 2023
[6, 7] 2022
[8-10] 2022
[11] 2022

[12, 13] 2020

[9, 14, 15] 2022

[16] 2022
[17] 2021
[18] 2021

[19-21] 2020

[22] 2021
[23] 2023
[24] 2023

e-voting systems with emphasis on
blockchain

e-voting systems with cryptography
techniques

Decentralization of authority in
electoral processes

Secured e-voting framework that uses
blockchain technology

Review of literature in blockchain
technology between 2011 to 2020

Application of blockchain technology
on e-voting

Systematic review of literature in
blockchain technology on e-voting

State-of-the-art review of blockchain-
based e-voting system

Review of implementations in
distributed ledger voting technology

Comparative analysis of various
blockchain techniques

Application of blockchain technology
on e-voting

Review of blockchain-based voting
systems and classification

Review of some decentralized e-voting
systems

Review on Blockchain-based e-voting
systems

e Structured solutions for blockchain-based e-voting systems with specific
interest in security, transparency, privacy, and scalability

e Trends in blockchain technologies in e-voting system integrated with IoT,

e E-voting systems in an IoT environment and sensor network

e Development of Ethereum framework which primarily uses Solidity as a
language

e Roadmap for blockchain technologies developing in e-Voting

e Emphasis on potential benefits and concerns in e-voting systems

o Introduction of e-voting framework

e Comparative study of different e-voting systems

e Blockchain technology were studies that include smart contracts, Zcash
platform, blockchain programmed from scratch, and blockchain depending on
digital signature

e Features and limitations of Blockchain

e Emphasis on challenges of e-voting systems

e Implementation of voter systems architecture

e A systematic study that summarizes the current research in e-voting, with
blockchain technology

e Background information on current e-voting systems, the blockchain concept
and its applications are introduced

e Gaps and solutions to current e-voting systems, potentials of the blockchain
concept to improve e-voting

e A systematic review of e-voting system

e Introduction to TrustVote system

o Gaps and solutions to current e-voting systems

e Review of e-voting systems based on blockchain technology

e Identification of countries that have implemented e-voting technology

e Address the challenges associated with traditional voting systems

o Comparative review of e-voting systems based on blockchain technology

e Survey of e-voting systems across the globe

o Developments in blockchain-based e-voting systems

e Comparison of several blockchain-based e-voting schemes

e Comprehensive review of blockchain-based voting systems

o Classification based on a number of features

o Identification of limitations and research opportunities

e Proposed an e-stamping technique in digital voting system

e Proposed an Android application for E-voting system using Blockchain and
Cloud Server

e Properties of a robust e-voting system

e Emphasis on some cryptography techniques such as zero-knowledge proofs,
zk-SNARKS, ring signatures, blind signatures, homomorphic encryption, mix-
networks, secret sharing scheme, and elliptic curve

e Comprehensive review of some blockchain-based e-voting systems with their
strengths and weaknesses

explored e-voting systems incorporating cryptography  processes was discussed, further proposing the develop-
techniques, highlighting trends in blockchain technologies =~ ment of an Ethereum framework primarily utilizing the
integrated with IoT and their application in sensor net-  Solidity programming language. Additionally, they
works. In [6], the decentralization of authority in electoral
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provided a roadmap for the development of blockchain
technologies in e-voting.

In [7], the focus was on secured e-voting frameworks
leveraging blockchain technology. The authors emphasized
the benefits and concerns associated with e-voting systems,
and also introduced an e-voting framework, while con-
ducting a comparative study of different e-voting systems.
Similarly, the authors in [11] conducted a comprehensive
review of blockchain technology between 2011 and 2020.
Their review encompassed studies on smart contracts, the
Zcash platform, blockchain programmed from scratch, and
blockchain relying on digital signatures. They also dis-
cussed the features and limitations of blockchain
technology.

Although the survey works mentioned in Table 1 are
worthwhile, nevertheless, for effective planning, develop-
ment, and implementation of e-voting systems, several
foundational aspects require thorough examination
beforehand. From an engineering perspective, this involves
determining the most suitable architecture, ensuring effi-
cient integration with e-voting applications and services,
and addressing scalability concerns. There challenges
constitute a noticeable absence in most survey articles, thus
highlighting a gap that warrants attention for the contem-
porary reader or researcher interested in exploring the
subject matter. Consequently, the specific topics explored
in this article were formulated based on critical inquiries
discussed in the methodology adopted for this survey.

Additionally, Table 2 reveals the limited presence, if
any, of broad survey papers on contemporary e-voting

Table 2 Gaps in related surveys

References Year BB CT D SF CA RM AD CB BE
[12, 13] 2020 »» X X » X X X X X
[19-21] 2020 »» X X X » X X X X
[17] 2021 »» X X X X X X X X
[18] 2021 »» X X X » X X X X
[22] 2021 »» X X X » X X X X
[6, 7] 2022 » X » X X X X X X
[8-10] 2022 »» X X v » X X X X
[11] 2022 »» X X X X X X X X
[9,14,15] 2022 »» X X X » » X X X
[16] 2022 »» X X X X » X X X
[4] 2023 »» X X » X X X X X
[5] 2023 » »» X X X X X X X
[23] 2023 »» X » X X X X X X
[24] 2023 » »» X X X » X X X
Current 2024 1 X VP, W, P,

BB blockchain-based, CT cryptography techniques, D decentralization
techniques; SF security focus, CA comparative analysis, RM review
methodology, AD architecture described, CB country-based, BE
blockchain evolution
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design architectures, as far as the authors are aware. The
legend in Table 2 implies that the relevant item was cov-
ered in the survey paper. Each label is described as follows:
BB = Blockchain-based means approaches, systems, or
methodologies that are built on or utilize blockchain
technology were discussed. CT = Cryptography Tech-
niques: the survey covered the use of cryptographic
methods and protocols to secure data and communications.
D = Decentralization techniques: The techniques that dis-
tribute control and decision-making away from a central
authority, promoting a decentralized network or system
were covered. SF = Security Focus: the survey emphasized
aspects related to the protection of data, systems, and
networks from unauthorized access, attacks, or vulnera-
bilities. CA = Comparative Analysis: the authors compared
and contrasted different methods, systems, or technologies
to evaluate their relative strengths, weaknesses, and per-
formance. RM = Review Methodology: authors described
the systematic approach used to review and analyze
existing literature, studies, or technologies. AD = Archi-
tecture described: Indicates that the structural design or
framework of a system, technology, or process was
explained or detailed. CB = Country-based: authors dis-
cussed studies, data, or analysis that are specific to or based
on individual countries or regions. BE = Blockchain Evo-
lution: the survey discussed the development, advance-
ments, and historical progression of blockchain technology
over time. We highlight the gaps in the survey literature in
Table 2 showing the relevance the current survey article.
Thus, following the findings of Table 2, the primary
objective of this article is to provide a more robust review
of trends and advancements in e-voting system focusing on
blockchain integration from an architectural perspective.

3 Survey methodology

This section describes the methodology used in this survey
based on the approach reported in [25, 26]. The steps of the
methodology are presented in Fig. 1. Firstly, we observed
that the development and deployment of e-voting systems
is of increasing importance in many democratic govern-
ments globally. Therefore, in order to conduct a survey in
this regard, we constructed research questions using care-
fully selected e-voting related keywords. This was then
followed by an appropriate article search and selection
approach, evaluation, and synthesis of the materials dis-
covered, and reporting of our survey article. The evaluation
followed the Preferred Reporting Items for Systematic
Review and Meta-Analysis (PRISMA) guidelines, which
guarantee a rigorous and transparent methodology for the
synthesis of available research data. The PRISMA protocol
is a reporting guideline designed to aid researchers in the
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Identification of
literature suney
questions

Implementation of
article search and
selection strategy

Fig. 1 Survey methodology [25]

preparation and documentation of systematic review and
meta-analysis protocols [27]. The details of the adopted
approach are presented in the subsequent subsections.

3.1 Literature survey questions

In order to understand e-voting systems, it is essential to
grasp the concept of its components. To achieve this, we
conducted a search of the scholarly literature to identify
existing survey studies on e-voting systems and their
constituent components. The results of our search are
detailed in this section. Although many survey articles
exist, we found minimal synthesized information on three
critical components, namely the suitable architectures for
e-voting system deployment, the latest advancements in
blockchain-based e-voting, and security solutions for
e-voting systems. These gaps thus prompted our further
exploration of the subject matter leading to the following
research questions:

1. What are the most feasible architectures for establish-
ing e-voting systems, including their advantages and
disadvantages?

2. How are these architectures implemented for block-
chain-based e-voting systems?

3. What are the fundamental components and current
improvements in blockchain technology necessary for
the effective implementation of e-voting systems?

4. What are typical threats, goals, and solutions associ-
ated with the successful implementation of e-voting
systems?

5. What are the research challenges and possible future
prospects for the development/enhancement of archi-
tectures and security concerns in e-voting systems?

After developing these questions, we conducted a second
literature search to determine whether these questions had
been appropriately answered and synthesized in other
related survey publications. Upon finding that these ques-
tions were either sparsely covered or not addressed, we
proceeded to the article search and selection phase.

3.2 Search and selection strategy
Our article selection criteria centered on research works

dealing with architectures, e-voting, blockchain, and
security in e-voting systems. The following is an

Article
development and
presentation of
information

Assessment and
synthesis of
retrieved
documents

explanation of the approach used to determine the selected
papers:

1. We searched for articles using the Scopus, ACM
Digital Library, IEEE Xplore, SpringerLink, and
Google Scholar databases. We considered the Scopus
database for its high-quality indexing and computer
science-related information. Similarly, IEEE Xplore,
which focuses mostly on computer science, engineer-
ing, and electronics, received similar consideration.
Due to their magnitude and potential to locate relevant
papers, we also analyzed the ACM, MDPI, and
Springer databases. Following our exploration of these
databases, we performed a final double-check using the
Google Scholar database to minimize the chance of
missing articles.

2. Next, we identified terms that define our area of

interest, namely “architectures”, “e-voting”, “i-vot-
ing”, “blockchain”, and “security”. These keywords
were derived from a preliminary literature search to
locate survey publications that had previously
addressed the same issues. In addition, we generated
a list of search strings that combine the operators
“AND” and “OR” with keywords and the term “e-
voting”.

3. These keywords and phrases were used to search

databases mentioned above such as Scopus and Google
Scholar, among others considered.

4. The search yielded more than 22,000 results, which

were then narrowed down based on the time span
covered within the previous two decades. Furthermore,
these results were refined based on the following key
categories: “architectures”, “e-voting”, and “block-
chain”. These keywords were used to manually reduce
the number of articles to 250. The excluded articles
were those that did not directly contribute to our area
of interest. While 250 articles were carefully consid-
ered during the survey process, only 165 of these were
ultimately cited after thorough evaluation for their
direct relevance to the focus of this paper.

5. Furthermore, survey papers located within this list

were filtered and evaluated to determine the uniqueness
of our present article; our findings have been discussed
in the related literature survey in Sect. 2. After
obtaining the initial documents based on search
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process, we then evaluated their quality and began the
reading and synthesis of the acquired articles.

3.3 Assessment and synthesis of information

To assess the quality of the retrieved documents, we
established specific inclusion and exclusion criteria to
refine our methodology. These specifications are outlined
as follows:

3.3.1 Inclusion criteria

1. All articles must have been published in academic
journals or conference proceedings.

2. Relevant survey articles must be highly specific and
directly related to the components of e-voting systems.

3. The discovered articles aligned with the provided
keywords must have discussed these keywords exten-
sively rather than simply mentioning them.

3.3.2 Exclusion criteria

1. Articles without full text were excluded.

2. Articles that only mentioned the keywords without
substantial discussion were ignored.

3. Preprints, reports, lecture notes, and proposals were
discarded from consideration since they provided little
accessible details void of the peer review process.

After applying these inclusion and exclusion criteria to
filter the identified articles, we further assessed their quality
by:

1. Generating a set of questions and answers to evaluate
the contextual information of each article.

2. Determining whether the article discusses the questions
raised in Sect. 3.1. If yes, the article was considered for
further analysis. If not, we assessed whether the
discussion was comprehensive enough to warrant
further study.

3. We employed the same assessment questions for each
keyword to ensure the relevance of the retrieved
articles for further synthesis.

With the goal of constructing a traditional literature review

article, we meticulously examined each of the articles. We

then synthesized the information within each article in
relation to the research questions and provided an overview
of the contextual information gathered.

@ Springer

3.4 Article development and presentation
of information

After gathering and synthesizing pertinent contextual
information around each keyword and research question,
we proceeded to refine and improve the structure of our
article. To achieve this, the following strategy was adopted:

1. Following the popular PRISMA framework, we con-
structed the outline for our manuscript. Given our
objective to present a traditional literature survey
article, the body of the manuscript was divided into six
main sections based on the title and keywords. This
approach helped clarify the scope of our article.
However, in the absence of separate results and
discussion sections, we incorporated summaries for
each section, along with a conclusion addressing
research challenges and future directions within the
body of work.

2. The synthesized information was organized into clus-
ters based on how each article related to the research
questions. Subsequently, each section was expanded to
include an analysis of the advantages and disadvan-
tages of different e-voting-related methods.

3. The final draft of our manuscript underwent revision to
ensure alignment with the overarching purpose, which
was to provide a comprehensive overview of e-voting,
architectures, and security to facilitate the development
of viable e-voting systems.

Consequently, the process of structuring and refining the
article while maintaining coherence and readability was
ensured so that we present a comprehensive overview of
e-voting systems and related components.

4 Overview of the e-voting process, system
components, and architectures

4.1 Overview of the e-voting process and system
components

Generally, a typical e-voting process consists of key stages
including registration, authentication and authorization,
vote casting, vote counting, and vote verification [28-30].
Figure 2 depicts this process showing the electronic devi-
ces for voting and registration, a registration agent, a voting
manager, an encrypted database, and an electronic election
bulletin board. The process is briefly discussed as follows:

4.1.1 Voter registration

The process begins with the voter interacting with a reg-
istration agent. The registration agent is responsible for



Cluster Computing (2025) 28:132 Page 7 of 39 132
Fig. 2 Typical e-voting process Encrypted
Registration Agent Database

Electoral Authority
< ) 4
«—> >
(17 ]
%

Election

voter Bulletin

Board

> 1A

2/
Electronic Devices

verifying the identity of the voter and ensuring they are
eligible to participate in the election. Once the voter’s
identity is verified, the voter is registered in the encrypted
database. This database securely stores the information
necessary to authenticate the voter during the voting
process.

4.1.2 Casting of vote

The registered voter proceeds to use an electronic device to
cast their vote. This device could be a voting machine
located at a polling station or a personal device used for
internet-based voting. The voter’s choices are encrypted to
ensure the confidentiality and integrity of their vote. This
encryption prevents unauthorized parties from viewing or
altering the vote.

4.1.3 Vote verification and counting

The voting manager is responsible for managing the col-
lection and initial processing of the votes. This role
includes ensuring that all votes are properly encrypted and
posted to the bulletin board. The voting manager decrypts
and verifies the voter’s authenticity using biometric data,
RFID, etc. The voting manager then retrieves the ballot for
eligible candidates and after authentication, voters can use
the voting console to cast their votes. The voting manager
further stores votes in the encrypted database and elec-
tronic bulletin board, providing a voting receipt to each
voter. On the other hand, the electoral authority oversees
the entire election process. This authority has access to the
tools and methods required to decrypt the votes for

Voting Manager

A
iR

Observers

counting while maintaining voter anonymity. The encryp-
ted vote is then sent to the election bulletin board. This
bulletin board acts as a public ledger where all encrypted
votes are posted. The bulletin board ensures transparency
and allows voters and observers to verify that votes have
been recorded correctly. Observers can monitor the elec-
tion bulletin board to ensure the election process is con-
ducted fairly and transparently. The electronic bulletin
board, consisting of vote repositories and a counting unit,
also stores encrypted ballots. Consequently, the election
representatives and observers provide their private keys
post-election and then the counting unit, armed with these
keys, begins counting votes and sends results to the elec-
tion bulletin board.

4.1.4 Announcement of results

Once the votes have been verified and counted, the results
are announced. This process involves decrypting the votes
in a manner that ensures individual voter choices remain
confidential.

Throughout the entire process, the system incorporates
various security measures to protect against fraud and
tampering. Encryption ensures that votes cannot be altered
once cast, and the public nature of the election bulletin
board allows for independent verification of the process.
The presence of observers adds an additional layer of
oversight, ensuring that the election is conducted in a fair
and transparent manner. Thus, the e-voting process
described is a traditional one involving secure voter reg-
istration, encrypted vote casting, public posting of
encrypted votes, monitored vote verification and counting,

@ Springer
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and secure announcement of results, all overseen by an
electoral authority and observed by independent parties to
ensure transparency and integrity. In the next section, we
will discuss the architectures that ensure that such security
measures can be realized.

4.2 Key components of an e-voting system

Understanding the key components of an e-voting system is
crucial for effectively realizing the voting process because
it ensures the system’s integrity, security, and transparency.
By comprehensively grasping each element from voter
registration and authentication to vote casting, encryption,
and final tallying, stakeholders can design, implement, and
manage a system that upholds fair democratic principles.
Knowledge of these components helps in identifying
potential vulnerabilities, ensuring robust security measures,
and facilitating a transparent process that voters can trust.
Additionally, understanding these components aids in
compliance with legal standards, enhancing accessibility,
and improving overall efficiency, thus fostering a reliable
and inclusive electoral process. We mention some of these
key components of an e-voting system as follows:

e Voter interface: This component provides the interface
through which voters interact with the e-voting system.
It can include various options such as web-based
portals, mobile applications, or dedicated voting machi-
nes located at polling stations [30]. The voter interface
should be intuitive, accessible, and user-friendly to
ensure widespread adoption and participation.

e Authentication and authorization: Before casting their
votes, voters need to be authenticated to verify their
eligibility and authorization to participate in the elec-
tion. Authentication mechanisms often involve the use
of unique identifiers such as voter IDs, biometric data,
or cryptographic keys to ensure the integrity and
security of the voting process [31].

e Ballot generation and presentation: The e-voting system
generates digital ballots based on the specific election
and candidates or issues to vote on. These ballots are
presented to voters through the voter interface, allowing
them to make their selections securely and privately
[32]. The presentation of the ballot should be clear and
understandable to prevent confusion or errors in voting.

e Vote casting and encryption: Once voters have made
their selections, the e-voting system securely records
and encrypts their votes to maintain confidentiality and
integrity. Encryption techniques are employed to pre-
vent tampering or interception of votes during trans-
mission and storage. Additionally, cryptographic
protocols may be used to ensure that each voter’s

@ Springer

identity remains anonymous while still allowing them
to verify that their vote was accurately recorded.

e Vote storage and aggregation: The encrypted votes are
stored securely in a central database or distributed
ledger, depending on the architecture of the e-voting
system. These votes are aggregated and tallied to
determine the overall outcome of the election. Strong
security measures, such as access controls and audit
trails, should be implemented to protect the integrity of
the vote storage and aggregation process [33].

e Auditing and verification interface: E-voting systems
typically incorporate mechanisms for auditing and
verifying the integrity of the voting process. Indepen-
dent third parties, election officials, and even voters
themselves may have access to tools or protocols to
verify that votes were cast and counted correctly [34].
Auditing procedures help detect and mitigate any
potential vulnerabilities or discrepancies in the system.

e Resilience and redundancy: To ensure the reliability
and availability of the e-voting system, redundancy and
resilience measures are often implemented. This may
include backup servers, redundant data storage, failover
mechanisms, and contingency plans for handling tech-
nical failures or cyberattacks during the -election
process [35]. The above components are listed picto-
rially in Fig. 3.

4.3 Architectures of e-voting systems

An e-voting architecture refers to the structure and inter-
connection of the key components of an e-voting system
used to facilitate the secured casting and counting of votes
in elections. For the success of any e-voting system, the
necessity of an architecture is crucial because it aims to

Authentication
& Authorization

Ballot
Generation &

resentation”
Voter Interface

I

Electronic )
Voting Vote casting
System and encryption
Resilence
Redundanc
Vote storage
and
Auditing & aggregation
Verification
Interface

Fig. 3 Key components of an e-voting system
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provide a secure, efficient, and accessible means for citi-
zens to participate in democratic processes [36]. Conse-
quently, the study of e-voting architectures is important and
their structure can vary depending on the specific compo-
nents, implementation, and technological advancements
thereof. Furthermore, understanding the different funda-
mental architectures of e-voting systems is crucial to assess
their strengths and weaknesses. Therefore, in this section,
we discuss the different architectures of e-voting systems,
focusing on their advantages and disadvantages and their
comparative analysis. Generally, e-voting architectures can
be categorized into two broad types; the centralized and the
distributed architectures discussed as follows:

4.3.1 Centralized architecture

The structure of the centralized e-voting architecture con-
sists of a central server, which coordinates and manages the
multifaceted dimensions of the electoral process as shown
in Fig. 4. This architecture necessitates voters’ engagement
through designated terminals or voting machines, fostering
a controlled environment conducive to critical functions
such as voter registration, ballot casting, and result
aggregation.

The centralized e-voting architecture is designed to
manage the entire e-voting process from a central author-
ity, ensuring efficiency, security, and transparency. It
consists of a central server, managed by the Electoral
Authority, which is the core component of the system. The
authority oversees the entire voting process, from voter
registration to the final tallying of votes. It ensures the
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Fig. 4 Centralized architecture

integrity and security of the election. The central server is
responsible for handling the registration of voters. Essen-
tially, the identities of the voters are verified and securely
stored in the encrypted centralized database, which ensures
that only eligible voters can participate in the election.

The architecture also consists of the voting devices used
by voters to cast their votes. They can be specialized
e-voting machines located at polling stations or personal
devices such as computers or smartphones for internet-
based voting. These voting devices are connected to the
central server to receive voter authentication and submit
encrypted votes. The central database then securely stores
all the encrypted votes cast by the voters. The encryption
used ensures that the votes remain confidential and tamper-
proof until they are decrypted for counting. The database
also ensures that votes cannot be altered or accessed by
unauthorized parties. One approach to achieving this is by
using blockchain technology, which will be discussed in
more detail.

The centralized architecture incorporates some level of
security to protect against fraud and tampering, including
using encryption and secure databases, which allows for
verification of the voting process by observers and the
public. However, it has its advantages and disadvantages
highlighted as follows:

Advantages of centralized architecture:

1. A single authority manages the entire process, thus
reducing the complexity and potential for errors
associated with decentralized systems.

2. It simplifies the coordination and administration of the
voting process.

3. They can be more easily monitored and secured as
there are fewer points of vulnerability compared to
distributed architecture.

4. Easier to scale up for larger elections without the need
for significant additional infrastructure.

5. Centralized databases reduce the risk of data inconsis-
tencies and can improve data integrity by providing
centralized logging mechanisms, and unified data
management and repository systems.

Disadvantages of centralized architecture:

1. A single point of failure is created, which can be
compromised and the election process could be
disrupted.

2. It can be an attractive target for cyber-attacks due to
the concentration of critical data at a centralized
location.

3. Concerns about transparency and fairness of the
process can arise if the central authority is not fully
trusted by the public.
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4. Large-scale centralized systems can require significant
resources, especially during peak voting periods.

5. Performance bottlenecks can arise under high voter
turnout if the central infrastructure is not adequately
robust.

4.3.2 Decentralized architecture

In the decentralized e-voting architecture, the management
and operation of the voting process are distributed across
multiple nodes rather than relying on a single central
authority. This architecture leverages blockchain technol-
ogy or other distributed ledger systems to ensure trans-
parency, security, and trustworthiness in the electoral
process as shown in Fig. 5. Each node (i.e., electronic
device, bulletin board, database) in the decentralized net-
work maintains a copy of the voting ledger, allowing for a
highly resilient and tamper-resistant system. Decentraliza-
tion mitigates the risks associated with a single point of
failure and enhances the robustness of the voting system
against cyber-attacks and technical failures. In the decen-
tralized e-voting architecture, the main components include
voter registration nodes, voting nodes, a distributed ledger,
and verification nodes. Voter Registration Nodes are
responsible for validating the identity of voters and
ensuring they meet eligibility criteria. Once validated,
voter information is securely recorded on the distributed

Fig. 5 Decentralized
architecture

T

Observers

Voters

@ Springer

ledger. Voting Nodes are used by voters to cast their votes.
These nodes can be personal devices such as computers or
smartphones, or specialized voting terminals located at
polling stations. Votes are encrypted and recorded on the
distributed ledger in real-time, ensuring immediate and
verifiable logging of each vote.

The security of a decentralized e-voting system is lar-
gely derived from its distributed nature. With multiple
nodes participating in the network, the system is highly
resistant to tampering and fraud. Blockchain technology
ensures that once a vote is recorded, it cannot be altered
without the consensus of the network, making the voting
process immutable and transparent. Each transaction (vote)
is cryptographically secured, and its integrity is continu-
ously validated by consensus mechanisms such as Proof of
Work (PoW) or Proof of Stake (PoS). This consensus
ensures that all nodes in the network agree on the state of
the ledger, preventing any single entity from unilaterally
altering the results.

One of the significant advantages of decentralized
e-voting architectures is the transparency it offers. The
distributed ledger is publicly accessible, allowing any
stakeholder, including voters, election observers, and
auditors, to verify the authenticity and accuracy of the
recorded votes. This transparency builds trust in the elec-
toral process, as stakeholders can independently verify that
votes have been counted correctly and that the election is
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conducted fairly. Furthermore, decentralized systems
empower voters by providing them with direct evidence of
their participation and the inclusion of their votes,
enhancing confidence in the democratic process. This
approach to e-voting fosters a more open, accountable, and
resilient electoral system. However, it has its advantages
and disadvantages highlighted as follows:
Advantages of decentralized architecture:

1. The decentralized nature of the architecture makes it
highly resistant to tampering and fraud since consensus
of multiple nodes is needed to alter data.

2. The distributed ledger is publicly accessible, thus
allowing voters, observers, and auditors to verify the
authenticity and accuracy of the recorded votes.

3. Being decentralized, there is no single point of failure,
thus ensuring that the failure of one or a few nodes
does not compromise the entire voting process.

4. The architecture is resilient to attack as attacking a
single node or small group will not disrupt the entire
system.

5. Enhances voters’ confidence since records can be
verified, which makes it highly transparent.

Disadvantages of decentralized architecture:

1. It is highly technical and complex to implement, which
can make it challenging to deploy and coordinate.

2. It can face scalability issues since high voter turnout
can lead to performance bottlenecks, slowing down the
voting and counting process.

3. Consensus mechanisms like PoW can be resource-
intensive, thus requiring significant computational
power and energy.

4. The implementation process will entail regulatory and
legal challenges since it crosses multiple jurisdictions,
thus introducing inconsistencies and complicated reg-
ulations required in the smart contract development
process. We summarize by presenting a comparison of
both architectures in Table 3.

5 Blockchain-based e-voting systems

Being a popular and widely deployed distributed ledger
system, in this section, we synthesize the literature
regarding the use of blockchain technology in e-voting
systems. Firstly, we provide a background to blockchain as
technology, and then we discuss its basic working princi-
ples as well as the different types of blockchain-based
architectures. Thereafter, we present reasons to decide
between blockchain and non-blockchain voting architec-
tures. Focus is then placed on the research efforts and

evolution in blockchain systems for e-voting, and case
studies of its use globally.

5.1 Blockchain technology

The concept of blockchain technology is well documented
in the literature, however, in this section, we provide a brief
overview of blockchain, discussing what is blockchain,
why we need blockchain and we proceed to provide some
basic blockchain characteristics that make the technology
useful for e-voting systems. Nevertheless, for further in-
depth discussions of blockchain technology, readers can
access the following foundational materials in [37-39] and
references therein.

5.1.1 Overview of blockchain

Blockchain technology is a decentralized and distributed
digital ledger system that records transactions across a
network of computers in such a way that the recorded
transactions cannot be altered retroactively, making it
highly secure and transparent [40]. By being decentralized,
this means that the control and storage of data are dis-
tributed across multiple nodes in a network, rather than
being managed by a single central authority, which leads to
greater security, transparency, and resistance to manipula-
tion. In blockchain, a transaction is referred to as block,
and it is linked to the previous one through cryptographic
hashes, which creates an immutable chain of records. This
approach thus eliminates the need for a central authority,
because consensus mechanisms like Proof of Work (PoW)
or Proof of Stake (PoS) can be used to validate and confirm
transactions across the network [37]. Furthermore, the
decentralized nature of blockchain enhances security by
reducing the risk of single points of failure and it ensures
transparency as all participants can verify the transactions.
These characteristics make blockchain suitable for appli-
cations requiring high levels of trust and security, such as
in financial services, supply chain management, and nota-
bly, in securing e-voting systems where the integrity, pri-
vacy, and transparency of votes are critical. Many recent
studies have highlighted the potential of blockchain to
revolutionize traditional systems by providing a secure and
verifiable method for recording and auditing transactions or
votes, which then helps to enhance trust in the processes it
supports [37—40].

Blockchain technology is essential in many modern
systems because it addresses key challenges related to
security, transparency, and trust in digital transactions.
Most traditional systems often rely on centralized author-
ities, which makes them vulnerable to single points of
failure and potential corruption. Thus, the decentralized
nature of blockchain technology eliminates this
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Table 3 Comparison of centralized and decentralized e-voting architectures

Feature Centralized Decentralized
Control Managed by a single central authority Distributed control among multiple nodes
Data Centralized database Distributed ledger (e.g., blockchain)
Management
Security Centralized security protocols; vulnerable to single point of Enhanced security; resistant to tampering and fraud due to
failure consensus mechanisms
Transparency Managed by the central authority; transparency depends on High transparency; publicly accessible ledger allows for

Fault Tolerance

the authority

Vulnerable to single point of failure

Scalability Easier to scale for larger elections but may face performance
issues under high load

Complexity Simpler to implement and manage

Maintenance Easier to maintain and upgrade

User Generally more user-friendly; less dependent on individual

Accessibility

technical capability

independent verification
High fault tolerance; no single point of failure

Scalability can be challenging; performance bottlenecks
possible, especially with consensus mechanisms

Technically complex; requires advanced knowledge of
blockchain and distributed systems

Maintenance and upgrades are challenging due to the need for
coordination among multiple nodes

Can be less accessible; requires users to have access to and
understanding of the necessary technology

Trust Trust depends on the central authority

Regulatory
Compliance

Easier to comply with existing laws and regulations

High trust due to transparency and independent verification

May face legal and regulatory challenges; existing
frameworks may need to be updated

vulnerability by distributing control across multiple nodes,
ensuring that no single entity can alter the transaction
records without consensus from the network, thereby sig-
nificantly enhancing security [40]. Additionally, block-
chain provides an immutable ledger where all transactions
are transparently recorded and cannot be altered retroac-
tively, thus fostering trust among participants since all can
independently verify the integrity of the records [38]. This
transparency is valuable in applications like supply chain
management, where stakeholders need to trace the prove-
nance and authenticity of goods, or in financial services,
where ensuring the integrity of transactions is paramount
[39]. Furthermore, blockchain prevents fraud and double-
spending, which refers to the fraudulent act of using the
same digital currency or token more than once, effectively
creating a duplicate transaction that illegitimately increases
the amount of currency in circulation. This ensures that all
transactions are legitimate and agreed upon by the majority
of the network, which is crucial in systems like electronic
voting where the integrity and security of votes must be
guaranteed [37]. Consequently, blockchain technologies
have found widespread patronage in many application
areas, for example, they have been considered in the
development of currencies for central banks [41], in the
development of different cryptocurrencies [41], finding
hidden patterns in covert communication systems [42], and
interestingly for self-tallying e-voting systems with public
traceability [43]. Additionally, blockchain has been utilized
to improve the commute experience for private car users
through blockchain-enabled multitask learning [44],
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orchestrate service function chains across multiple domains
[45], and enable dynamic network function provisioning
for industrial applications [46]. These examples illustrate
the diverse and innovative applications of blockchain
technology across various fields, further underscoring its
potential to revolutionize modern systems.

5.1.2 Key characteristics of blockchain

The core characteristics of blockchain technology that
makes it suitable for enhancing the security, transparency,
and trustworthiness of e-voting systems are as follows:

e Decentralization: Unlike traditional systems that rely on
a central authority, blockchain operates on a decentral-
ized network of nodes. Each node maintains a copy of
the ledger, ensuring that no single entity has control
over the entire network. This decentralization is crucial
in preventing fraud and ensuring that the e-voting
process remains tamper-resistant.

e Immutability: Once a transaction (or in the case of
e-voting, a vote) is recorded on the blockchain, it
cannot be altered or deleted. This immutability guar-
antees the integrity of votes, as each vote is securely
recorded and cannot be changed once cast.

e Transparency: Blockchain provides a transparent sys-
tem where all participants can view the recorded
transactions. In e-voting systems, this transparency
allows voters, candidates, and observers to verify that
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votes have been recorded and counted correctly,
enhancing trust in the electoral process.

e Security: Blockchain uses advanced cryptographic
techniques to secure transactions. Each block in the
blockchain contains a cryptographic hash of the previ-
ous block, a timestamp, and transaction data. This
structure makes it extremely difficult for malicious
actors to alter the recorded data, as doing so would
require changing every subsequent block in the chain.

e Consensus mechanisms: Blockchain relies on consensus
mechanisms, such as Proof of Work (PoW) or Proof of
Stake (PoS), to validate and confirm transactions. In the
context of e-voting, these mechanisms ensure that votes
are accurately recorded only after they are validated by
a majority of the network nodes, preventing double
voting and other fraudulent activities.

5.1.3 Application in e-voting systems

The application of blockchain in e-voting systems is driven
by its ability to provide a secure, transparent, and decen-
tralized platform for electoral processes. By leveraging
blockchain, e-voting systems can address many of the
challenges faced by traditional voting systems, including:

e Voter authentication and registration: Blockchain can
be used to create a tamper-proof voter registry, ensuring
that only eligible voters can participate in the election.
Each voter’s identity is securely recorded on the
blockchain, preventing duplicate registrations and
unauthorized access.

e Secure vote casting: Votes are recorded on the
blockchain in an encrypted form, ensuring that voter
privacy is maintained. Once cast, a vote is securely
recorded on the blockchain and cannot be altered or
deleted, ensuring the integrity of the electoral process.

e Transparency and auditability: Blockchain allows for
real-time auditing of the voting process. Stakeholders
can monitor the blockchain to verify that all votes have
been accurately recorded and counted. This trans-
parency helps to build trust in the electoral process.

e Decentralized vote counting: Blockchain enables
decentralized vote counting, where votes are tallied
across multiple nodes in the network. This decentral-
ization reduces the risk of manipulation and ensures
that the results are accurate and reflect the will of the
voters.

In conclusion, blockchain technology offers a robust
framework for enhancing the security, transparency, and
efficiency of e-voting systems. By leveraging the key
characteristics of blockchain, e-voting systems can over-
come many of the limitations and challenges associated

with traditional voting methods, paving the way for more
secure and trustworthy elections.

5.2 Basic working principles

In terms of how blockchain works, first, it is essential to
note that it is made up of several basic components as
depicted in Fig. 6. These basic components are the nodes,
which are users or computers in the blockchain network,
and the transaction, which is a unit of records in the
blockchain network. Other important components are the
block, which is a collection of data that is used to complete
network transactions and distributed to all nodes. The
miners on the blockchain play a very important role in the
approval of transactions on the network. While a chain
refers to a sequence of blocks in a specific order and
consensus is a group of instructions that work together to
complete blockchain procedures [7].

The technology adopts a consensus protocol, which
serves as a fault tolerant mechanism and a means of
reaching agreement among all members of the blockchain
to achieve consensus [47, 48]. The consensus protocol is
used to ensure the integrity of the data recorded on the
blockchain. Examples of this technology include the Bit-
coin and other mining-based cryptocurrencies, which use
PoW on every node for verification purposes. Further
details on PoW and its functionality can be gleaned in [49].
However, the PoW process is slow and consumes extensive
electricity, which can be limiting in underdeveloped
regions or causing heavy billing cost to users [50]. On the
other hand, there is the Ethereum-based alternative, which
works using the Proof-of-Stake (PoS), which is a more
energy-efficient consensus protocol compared to PoW. The
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Fig. 6 Different key blockchain components
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PoS works by randomly selecting a block and delegates to
it the authority to contribute to the blockchain. Lastly, there
is another approach termed the Proof-of-Authority (POA)
algorithm, which is employed for its ability to deliver fast
transactions through identity-based consensus mechanisms.

Using the blockchain architecture and its different
consensus protocols depends primarily on two types of
nodes, namely:

1. District node: This node represents each voting district,
equipped with a software agent autonomously inter-
acting with the “bootnode” and managing the smart
contract’s life cycle. The bootnode refers to a pre-
configured node that helps new nodes to discover and
connect to the network [51]. Then, after the ballot
smart contract has been created, district nodes can
interact with each of the corresponding ballot smart
contact. When the voter has cast his vote from his
smart contract, the vote data is being verified by all of
the corresponding district nodes and every vote they
agree upon are appended on the blockchain [52].

2. Bootnode: Specifically, the bootnode is hosted by
institutions with access permission. The bootnode
serves as a discovery and coordination service that
facilitates communication between district nodes. The
bootnode do not keep any state of the blockchain and
they are configured on an static IP so that the district
nodes can find their peers faster [52].

After establishing a secure and private blockchain, the next
step involves defining and deploying a smart contract that
represents the e-voting process. The smart contract design
encompasses three essential components: election roles, the
election process, and voting transactions. Each voter
interacts with a ballot smart contract specific to their dis-
trict, ensuring the privacy and security of individual votes
[50]. Furthermore, in the decentralized e-voting system,
zero-knowledge proof is utilized, which is a cryptographic
method ensuring information verification without revealing
underlying data. Zero-knowledge proofs provide a secure
means of communication between entities on the internet
without disclosing sensitive information. Generally, the
common implementation details include the use of smart
contracts written mostly in Solidity for Ethereum block-
chain, the integration of zero-knowledge proofs, and a
novel approach to voting with coins [53]. For additional
details, the authors in [53] have discussed the advantages
and challenges associated with zero-knowledge proofs and
smart contracts.

5.3 Key blockchain technologies for e-voting

The key blockchain technologies necessary in any e-voting
system are discussed in this section. They include:
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Consensus algorithm: This algorithm realizes the
process of bringing together members of a ledger to
agree on an entity. By member of a ledger, it refers to
the individual participants or nodes in the blockchain
network while an entity typically refers to a block or a
transaction that needs to be agreed upon by the
members. In centralized networks, a control unit can
determine the correct entities and broadcast them to the
entire network [54]. However, in distributed ledgers,
nodes must collaborate to reach an agreement without
relying on a centralized authority. Some nodes may
attempt to compromise the system by supporting a
consensus that benefits themselves rather than reflect-
ing the truth. Consensus-based blockchains eliminate
the need for third parties while ensuring that partici-
pants agree on true and legitimate events [55]. The
solution lies in protocols that operate based on
predefined guidelines for standardizing the consensus
mechanism. In a peer-to-peer network, the problem of
consensus can still arise even if all peers are trustwor-
thy. A common issue, known as a “fork,” occurs when
several blocks are added concurrently by different
miners due to delays in block propagation across the
network [32, 56]. A consensus rule called the “longest
chain” distinguishes legitimate blocks from fraudulent
ones. When a miner acknowledges the legitimacy of an
existing path, the path is extended, signaling consensus
on that particular path. This means that the longer a
path is, the more computation has been invested in
building it [32, 57].

Smart contract: A smart contract refers to a self-
executing contract embedded in blockchain-managed
computer code, facilitating communication and deci-
sion-making between parties [58]. It establishes a
framework for efficient control over tokenized assets
and access rights. Blockchain serves as an
immutable database, and smart contracts expand and
leverage its capabilities. Smart contracts self-verify
conditions through data interpretation, with each
network node ensuring the proper execution of indi-
vidual contracts, thus eliminating the need for central-
ized tracking [58-60]. The contracts automate legal
obligations, thus enabling the blockchain system to be
mapped into automated processes. Contract execution
can be triggered automatically, for instance, by an
expiration date [54]. Smart contracts can also con-
tribute to the evolution of smart governance [61].
Digital signature: A digital signature is a cryptographic
tool used in a trustless environment like blockchain. In
blockchain, each block is given a pair of keys: a private
key (known only to the owner) and a public key
(visible to everyone in the network). The private key
acts as a secure password, while the public key allows
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access to the signed transaction [32, 62]. The digital
signatures thus ensure that only the rightful owner of a
private key can authorize a transaction. This crypto-
graphic mechanism ensures that transactions are tam-
per-proof and verifiable by all network participants,
hence enabling trustless and decentralized operations.
Privacy-preserving techniques: These techniques
enable blockchains to process and verify transactions
without revealing sensitive information, ensuring that
transaction details remain confidential while maintain-
ing the integrity and transparency of the blockchain
[48]. Examples of these techniques include zero-
knowledge proofs, homomorphic encryption, and ring
signatures, which can be integrated into blockchain-
based e-voting systems. These techniques enable vote
verification without revealing the voter’s identity or
vote content [55]. A brief discuss of these techniques is
as follows:

a The Homomorphic model is a probabilistic encryp-
tion scheme allowing voters to encrypt and publish
their votes [63]. These encrypted votes are then
added up to form the final tally without revealing
individual votes. The model relies on algebraic
properties of encryption, where messages are
encrypted using mathematical operations. Election
authorities decrypt the final tally cooperatively
after the voting period ends, ensuring accuracy.
The model ensures accuracy, privacy, fairness,
robustness, and universal verifiability, though it
may require voters to run specific code for proof of
vote validity [32].

b  Blind signatures are used in online voting to ensure
voter vote secrecy. Similar to sealed envelopes,
voters encrypt their votes, blind them, and present
them to a validating authority for verification [64].
After validation, voters unblind the encrypted
votes, receiving validated votes that cannot be
linked to the original messages. These protocols
are simple, manageable, and computationally effi-
cient, supporting “write-in” ballots.

¢ Zero-knowledge proofs are cryptographic proto-
cols used to prove the validity of a secret to a
verifier [65]. In homomorphic voting, where
encrypted votes require proof without decryption,
zero-knowledge proofs play a vital role. However,
this may require voters to run special-purpose code
on their computers to generate proof of vote
validity [55].

Immutable record (blockchain): The immutability of
the blockchain ensures that once a vote is recorded, it
cannot be altered or deleted. This feature enhances the
integrity of the e-voting system, preventing fraud or

manipulation of the vote count. Researchers have
extensively studied the immutability aspect of block-
chain. For instance, [66] introduced a solution for
preventing double-spending without relying on trusted
third parties, using a blockchain-based timestamping
system and proof-of-work consensus to ensure
immutability. Also, authors in [67] introduced biomet-
ric modalities (such as fingerprint and facial recogni-
tion), which were used for voter authentication, while
the Hyperledger Fabric framework was used to ensure
secure, transparent, and tamper-evident voting records.

6. Tokenization: Tokenization involves representing the

right to vote as a digital token on the blockchain. This
ensures that only eligible voters possess the necessary
tokens to participate in the election. Tokenization can
also facilitate the transfer of voting rights in proxy
voting scenarios. This has been applied in several
research works, for example, the authors in [68]
developed an e-voting Decentralized Application
(DApp) on the Ethereum blockchain using smart
contracts. Here, each voter receives a digital wallet
containing a single token representing one vote. When
a user casts a vote, the corresponding token is
transferred to the candidate’s account, ensuring trans-
parency and security. The blockchain-based system
enhances vote visibility, real-time tracking, and
anonymity while preventing tampering.

7. Open source platforms: Open-source platforms and

frameworks tailored for e-voting on the blockchain
provide customizable solutions for election authorities.
These platforms often include built-in features such as
voter registration, ballot creation, and result tabulation.
Such open-source tools have been identified, for
example in [69], the authors proposed SecureBallot,
an open-source e-voting system that completely decou-
ples the voter identification and voting phases using
proven cryptographic technologies. It ensures privacy,
secrecy, anonymity, integrity, uniqueness, and authen-
ticity of votes while maintaining trust in the voting
process. Similarly, in [70], a decentralized e-voting
system using blockchain technology was proposed that
leverages Ethereum’s smart contracts, it guarantees
protection for voters’ identity, data transfer privacy,
and verifiability through an open and transparent
voting process.

5.4 Types of blockchain-based e-voting
architectures

In deploying blockchain technology for e-voting, there are

specific architectures that play a crucial role in determining
the effectiveness of such systems. In this regard, four
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primary blockchain architectures are noted, namely private,
public, consortium, and hybrid architectures. Understand-
ing these architectures is crucial for designing robust and
effective e-voting platforms that meet the needs of diverse
stakeholders while ensuring security, transparency, and
accessibility. Thus, we describe them as follows:

5.4.1 Private blockchain architecture

A private blockchain architecture is a distributed ledger
system where access is restricted to a specific group of
authorized participants, providing enhanced control, pri-
vacy, and security within a closed network [71]. The pri-
vate architecture depicted in Fig. 7 leverages Hyperledger
Fabric to create a secure, controlled, and efficient envi-
ronment for digital voting. The blockchain manager is the
core administrative component that oversees the entire
blockchain network within the Hyperledger Fabric. It is
responsible for managing network policies, participant
permissions, and overall blockchain operations. This cen-
tralization in a private blockchain environment typically
presents enhanced control and governance by a single
organization or a consortium.

The authorized nodes in Fig. 7 are the specific block-
chain nodes authorized by the central authority to partici-
pate in the network. In a private blockchain, such nodes are
usually known and trusted entities. These nodes might
perform various functions such as transaction validation,
consensus participation, and maintaining the ledger’s state.
The manager has the capabilities to configure or control
how these nodes operate within the network. The voting
logic in the voting system represents the application layer
where the rules and procedures for the voting process are
defined and executed. It includes the algorithms that handle
the logic of vote casting, validation, counting, and any
other related processes. This could also involve smart

encoded into self-executing contracts on the blockchain.
On the other hand, the voting database is the storage
component that maintains records of votes and possibly
voter identities, depending on the privacy design of the
system. Being part of a blockchain setup, the integrity and
immutability of the voting data are maintained, ensuring
that once a vote is recorded, it cannot be altered.

In terms of the workflow of Fig. 7, the data flow begins
at the blockchain manager, which distributes configurations
or permissions to the authorized nodes. Each node partic-
ipates in the network according to the stipulated configu-
rations. In this case, when a vote is cast, the transaction is
processed through the nodes where the voting logic is
applied to validate and record the vote into the Voting
database. Given the private nature of the blockchain, all
transactions would be validated by the authorized nodes to
ensure they meet the pre-defined rules before they are
immutably recorded. Generally, the private blockchain
setup aims to restrict network access to authorized entities
only, thus reducing exposure to malicious activities com-
pared to public blockchains.

5.4.2 Public blockchain architecture

Public blockchain architecture refers to a decentralized and
open ledger system where anyone can participate, validate
transactions, and contribute to the consensus process [72].
It ensures transparency, security, and immutability through
distributed consensus mechanisms, allowing for a trustless
and inclusive network. In Fig. 8, a public blockchain
architecture is presented designed for a voting system using
the Ethereum blockchain. The nodes are the individual
participants in the public blockchain network. Each node
maintains a copy of the entire blockchain and participates
in validating and propagating transactions across the net-
work. The voting smart contract based on Ethereum is a

contract implementations, where the voting logic is self-executing contract deployed on the Ethereum
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Fig. 8 Public blockchain architecture

blockchain. It contains the rules and logic for the voting
process, ensuring that votes are cast, recorded, and counted
in a transparent and tamper-proof manner. Finally, the web
interface serves as the user-facing part of the voting sys-
tem. It allows voters to interact with the blockchain
through a user-friendly interface, facilitating actions such
as casting votes and viewing results.

In using public blockchain architecture for e-voting, the
voting process begins with the deployment of the voting
smart contract on the Ethereum blockchain. This contract is
programmed with the necessary voting rules and proce-
dures. Voters then use the web interface to cast their votes.
The web interface interacts with the Ethereum blockchain
by sending transactions that invoke the methods defined in
the voting smart contract. Once a vote is cast via the web
interface, it is propagated to the nodes (e.g. Node A, Node
B, Node C, Node D in Fig. 8) in the public blockchain
network. Each node validates the transaction according to
the consensus protocol used by Ethereum (e.g., Proof of
Work). After validation, the transaction is added to a new
block, which is then appended to the blockchain. The
consensus mechanism ensures that all nodes agree on the
state of the blockchain. Once a block containing the voting
transaction is confirmed, it becomes immutable, ensuring
that the vote cannot be altered or deleted. Because the
blockchain is public, anyone can view the transactions and

verify the voting results. This transparency builds trust in
the voting process, as the data is available for public audit.

5.4.3 Consortium blockchain architecture

Consortium blockchain architecture is a type of blockchain
where the consensus process is controlled by a group of
pre-selected nodes, typically representing multiple organi-
zations [73]. Unlike public blockchains, access and per-
missions in a consortium blockchain are restricted to these
selected participants, ensuring both decentralization and
control within a trusted group [74]. A consortium block-
chain architecture is illustrated in Fig. 9 for a voting sys-
tem using the Quorum platform. From Fig. 9, the trusted
organizations are the participating entities in the consor-
tium blockchain. Each organization represents a member of
the consortium and has a role in the governance and
operation of the blockchain network. The decentralized
nodes are operated by the trusted organizations. They
participate in the consensus process, validate transactions,
and maintain a copy of the blockchain ledger. On the other
hand, the smart contract is deployed on the Quorum
blockchain. It contains the logic and rules for conducting
the voting process, ensuring that votes are casted, recorded,
and counted in a transparent and secure manner. Finally,
the consortium interface hosts the member access portal,
which is the user-facing component that allows members of
the consortium to interact with the blockchain. Through
this portal, members can access the voting system, cast
votes, and view results.

Essentially, the consortium blockchain ensures that all
participating organizations have visibility into the voting
process, enhancing transparency and trust. It maintains
security through restricted access and the use of smart
contracts, which enforce the rules and prevent tampering
with the voting data [75]. In terms of e-voting applications,
it leverages the Quorum platform to create a secure,
transparent, and collaborative voting system managed by
multiple trusted organizations. By combining the benefits
of decentralization with controlled access, it ensures that
the voting process is both reliable and trustworthy, while
allowing for efficient governance and decision-making
among the consortium members.

5.4.4 Hybrid blockchain architecture

Hybrid blockchain architecture combines elements of both
public and private blockchains, leveraging the strengths of
each to provide a more versatile and effective solution [76].
In a hybrid blockchain, certain data and processes are made
public and accessible to anyone, while other parts are
restricted to authorized participants only. This approach
allows for enhanced security, privacy, and control, while
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still maintaining transparency and decentralization where
needed. Figure 10 illustrates a hybrid blockchain archi-
tecture that can be leveraged for e-voting purposes. For
example, the web interface can represent the front-end
component that allows users to interact with the voting
system. Voters can cast their votes and view election-re-
lated information through this interface.

The voters interact with the web interface to cast their
votes. The web interface provides a user-friendly platform
for accessing the voting application. The application pro-
gramming interface (API) serves as the middleware that
handles communication between the web interface and the
blockchain nodes. It ensures secure and efficient data
transfer, routing requests from the web interface to the
appropriate nodes in the blockchain network. Depending
on the nature of the data, the API gateway directs the
transaction either to the public or private blockchain nodes.

The public blockchain, represented by public nodes
(Node 1, Node 2, Node 3) in Fig. 10, handles transactions
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that are meant to be transparent and publicly accessible,
such as general election information or public audit trails.
These nodes validate and record transactions on the public
ledger, ensuring that the data is immutable and transparent.
On the other hand, the private blockchain, represented by
private nodes (Node 1, Node 2, Node 3), handles sensitive
transactions that require privacy and restricted access, such
as individual vote details or voter authentication informa-
tion. These nodes validate and record transactions on the
private ledger, ensuring data security and restricted access.
The database component collects and integrates data from
both the public and private blockchain networks. It ensures
that all relevant information is stored securely and can be
accessed as needed for the voting process.

Essentially, the hybrid blockchain architecture combines
the transparency and trust of public blockchains with the
privacy and control of private blockchains. The architec-
ture ensures that sensitive voting data is securely handled
by private nodes, while public nodes provide transparency
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Table 4 Comparison of the different blockchain-based architectures

Architecture  Description Key features Advantages Limitations Example
Private e A centralized authority manages the e Centralized e Faster e Centralized e Hyperledger Fabric/Proof-
blockchain  blockchain network and governs the e Single transaction control of-authority or Practical-
voting process governing times o Potential single Byzantine-Fault-Tolerance
e Access restricted to authorized nodes authority o Increased point of failure (61, 80]
e Private privacy
e Controlled
Public e Open-source code e Decentralized e High security e Scalability e Bitcoin or Ethereum/
blockchain ¢ pypjicly accessible blockchain like e Open to public e 1ssues Proof-of-work or Proof-of-
Bitcoin or Ethereum o Transparent Transparency e Slow . stake [80-82]
e A decentralized network of nodes o Voter transaction
validates and records votes on a public anonymity times
blockchain, without a central authority
Consortium e A group of trusted organizations or e Hybrid e Balanced e Complex e Quorum/Practical-
blockchain  entities collaborate to manage and o Decentralized security and implementation  Byzantine-Fault-Tolerance
govern the blockchain network and o Member privacy o Limited [10, 59, 83]
voting process controlled o Faster scalability
e Decentralized nodes verify . transaction
. e Distributed .
transactions times
) . trust
e Access restricted to consortium
members
Hybrid e Combines public and private e Combination e Flexible e Complex e Hyperledger sawtooth/
blockchain  blockchain of o o Scalable implementation  Delegated Proof-of-stake
e Decentralized nodes verify permissionless o Potential [14, 84, 85]
transactions and security risk
permissioned

e Access restricted to authorized nodes

e Centralized

voter
registration

o Decentralized
vote recording

for less sensitive information. This approach leverages the
best of both worlds, providing a robust, secure, and trans-
parent voting system.

However, the integration of public and private block-
chains in a hybrid architecture introduces complexity in
terms of interoperability and synchronization between the
different layers. To address these challenges, hybrid
blockchain systems employ sophisticated consensus
mechanisms and cross-chain communication protocols to
ensure seamless data exchange and consistency across both
blockchain types [77]. Additionally, resilience to syn-
chronization issues is achieved through the use of side-
chains or relay chains, which act as intermediaries to
facilitate communication between public and private chains
while maintaining the integrity and security of the overall
system [78]. These measures are critical for maintaining
the efficiency and reliability of the voting process in hybrid
blockchain architectures, especially in large-scale deploy-
ments. Thus, by carefully managing these aspects, hybrid
blockchain systems are able to effectively balance the need

for security, privacy, and transparency, while maintaining
the overall efficiency and reliability of the e-voting pro-
cess. We have provided a summary of these architectures
via a comparison documented in Table 4.

5.5 Traditional e-voting vs. blockchain-based
architectures

Deciding between the choice of either a traditional or
blockchain-based architectures significantly impacts the
overall design, security, and transparency of the electoral
process. This remains a debate in the literature and hence
this section briefly highlights a comparative analysis of
these two architectural paradigms.

5.5.1 Traditional e-voting architectures
Generally, traditional e-voting systems typically rely on

centralized databases and client—server models. In this
approach, a central authority manages the entire election
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process, from voter registration to result tallying. The key
characteristics of traditional architectures include [79]:

1. Centralized control: One central entity, often an
Election Authority, oversees and controls the entire
election process.

2. Vulnerabilities: Centralized systems are susceptible to
single points of failure. Malicious actors could attack
the central server to manipulate votes or disrupt the
election process, making them vulnerable to hacking,
fraud, or manipulation.

3. Limited transparency: The lack of a transparent and
immutable ledger makes it challenging to verify the
authenticity of votes and ensure the integrity of the
electoral process.

4. Dependence on trust: Voters and stakeholders must
place implicit trust in the central authority, as the entire
process hinges on the integrity of a single entity.

5. Familiarity and accessibility: Traditional models are
often well-established and familiar to voters, making
them accessible and easily understandable.

The traditional architecture has weaknesses, and some
include:

1. Security concerns: Centralized control is marred with
challenges such as phishing attacks on sites, attack on
data centers, fraudulent increment of votes by inter-
cepting the votes [86]. All of this makes this system
less secure and more prone to hackers.

2. Limited transparency: The lack of a transparent and
immutable ledger hampers the ability to verify votes
independently.

5.5.2 Blockchain-based architectural model

On the other hand, the blockchain-based architectural
model is a decentralized model with the following
strengths [79]:

1. Decentralization: The decentralized nature of the
blockchain enhances security by distributing control
across nodes, reducing the risk of single points of
failure.

2. Transparency and immutability: The use of a tamper-
resistant ledger ensures transparent and
auditable records of the entire electoral process. Where
votes can be easily tracked, checked, and associated by
a wide range of sources while maintaining voter
privacy [86].

The weaknesses of the blockchain-based architectural
model include:

@ Springer

1. Learning curve: The adoption of blockchain technol-
ogy may pose a learning curve for stakeholders
unfamiliar with decentralized systems due to its
complexity of implementation.

2. Scalability challenges: While advancements are being

made, certain blockchain architectures may face scala-
bility challenges in handling large-scale elections. The
increased number of users on the network leads to
increased cost and time consumption for the transaction
[86]. We provide in Table 5 a summary of the comparison
between the architectural model of the traditional e-Vot-
ing system and blockchain-based e-Voting system

6 Trends in blockchain systems for e-voting

In terms of blockchain research for e-voting purposes, this
section provides a chronological overview of the key
developments shaping the evolution of blockchain in
e-voting and then focuses on research innovations in inte-
grating blockchain techology for e-voting purposes. We
conclude with an examination of different case studies of
blockchain implementation in different countries around
the world.

6.1 Evolution of blockchain in e-voting

The use of blockchain networks for voting has gained
increased attention following the 2016 US presidential
elections, during which e-voting systems were suspected to
have been compromised by foreign hackers [56]. Since
then, the evolution of blockchain technology in the context
of e-voting has experienced a transformative journey
marked by innovation and adaptation to address obvious
challenges in traditional voting systems. This is because
blockchain technology offers a solution to the trans-
parency, security, and confidentiality challenges faced by
e-voting systems. Its unique and secure architecture implies
that interference is fundamentally improbable when
implemented correctly, as blockchain networks are inher-
ently transparent, consensus-based, and decentralized
[82, 87]. We brifely highlight this evolution as follows:

1. In the pre-2010s era, blockchain technology began to
garner attention for its potential applications beyond
cryptocurrency.  Researchers and  technologists
explored its use in creating secure and transparent
e-voting systems [40, 88].

2. As the technology progressed, various challenges and

criticisms emerged beyond 2010 era such as scalability,
privacy concerns, and the lack of user-friendly inter-
faces hindered widespread adoption [89, 90].
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Table 5 Comparative analysis of architectural model

Criteria Traditional

Block chain

Data storage Centralized server

Transparency
and accountability verification

Privacy and

confidentiality compromised

Security Single point of failure
vulnerabilities

Scalability Highly scalable

Cost and Lower initial costs
complexity

Familiarity and More accessible and more familiar

accessibility

Limited transparency; voters rely on central entity for

Voter privacy can be compromised if central entity is

Distributed ledger

High transparency; voters can independently verify votes on
blockchain

Enhanced privacy through anonymization techniques

Tamper-resistant

Faces scalability issues in handling large-scale elections

Requires robust infrastructure and technical expertise

Not very familiar as it is an emerging technology

3. Despite these challenges, research and development
efforts persisted between 2010 and 2020s, focusing on
enhancing security and efficiency in blockchain-based
e-voting systems. This involved improving consensus
algorithms, implementing privacy-preserving tech-
niques, and enhancing smart contract functionalities
[91, 92].

4. Towards the late 2010s and into the 2020s, there were
instances of small-scale experiments and pilot projects
where blockchain technology was implemented in
e-voting scenarios [92].

5. Thereafter, discussions revolved around regulatory
frameworks and standards for blockchain-based e-vot-
ing, aiming to address concerns about security, legality,
and inclusion [14, 81].

6. Currently, both the public and private sectors have
shown an increased interest in blockchain solutions for
secure and transparent elections, recognizing the
potential of blockchain technology to address long-
standing issues in traditional voting systems [93].

6.2 Recent innovations towards improving
blockchain-integrated voting technologies

Blockchain-integrated voting systems blend traditional and
blockchain-based elements to enhance privacy and trans-
parency while complying with regulations. Permissioned
blockchains, such as private or semi-private networks,
control access, ensuring only authorized entities participate
in the consensus process [94]. To resist quantum computer
attacks, post-quantum cryptography is integrated into
blockchain-based e-voting systems, maintaining security.
User-friendly interfaces are essential for widespread
adoption. Cross-chain interoperability enables seamless

asset and information transfer, fostering a more connected
voting infrastructure. Blockchain facilitates immutable and
transparent voter registration, minimizing fraudulent reg-
istrations or tampering with voter rolls. Tamper-evident
audit trails ensure transparent and verifiable vote records,
safeguarding election integrity. However, successful
implementation requires considering legal, regulatory, and
social  factors, alongside ongoing research and
development.

Blockchain-based e-voting technology offers an open-
source, peer-to-peer, decentralized, and independently
verifiable system, fostering confidence among voters and
organizers [57, 95]. The immutability and security of
blockchain content make it advantageous for online voting
systems. By utilizing a public hash blockchain, govern-
ments can provide a straightforward and secure voting
environment. Citizens provide their ID number and user-
name to an external identity verifier, submit their distinct
ballots to the blockchain-powered ballot box, and audit
election results using open-access blockchain data after
voting.

While blockchain security is generally robust, Grover’s
algorithm and other approaches still pose limitations [96].
This is because preserving the chain’s integrity involves
replacing blocks using hash search parameters. Thus,
accelerating nonce generation can change hashes, jeopar-
dizing blockchain integrity. Efforts to enhance e-voting
include guaranteeing user identity, data availability, secu-
rity against DoS attacks over the public network, opti-
mizing speed, and reducing computational overhead.

Quantum cryptography explores quantum mechanics’
influence on cryptographic techniques [97]. The Quantum
Key Distribution (QKD) protocol generates a random bit
stream between parties to encrypt a secret message using a
one-time pad (OTP), secured by quantum principles [98].
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The Quantum No-cloning theorem asserts that individual
quantum particles’ signal cannot be cloned without intro-
ducing noticeable defects. QKD, despite limitations, is
rapidly evolving, with emerging concepts like “Quantum
Bitcoin” and quantum bit commitment protocols as digital
signature systems [99].

6.3 Global trends in blockchain-based e-voting
systems

This section explores notable trends of blockchain-inte-
grated e-voting systems globally, shedding light on suc-
cesses, challenges, and lessons learned. For example, in
Nigeria, the feasibility analysis for replacing traditional
voting systems with blockchain-based solutions has shown
promising results. According to [100], the implementation
of a Blockchain-Enhanced Voting (BEEV) System, com-
bined with a qualitative SWOT and PEST analysis, reveals
significant potential for promoting peace, stability, and
development. However, the early stage of blockchain
development in Nigeria presents security concerns, soft-
ware bugs, and a lack of legal frameworks as major
challenges.

In Turkey, [101] illustrated the enhanced security and
privacy assurance provided by blockchain technology in
voting systems. Key features include improved efficiency
in outcome announcements and trustworthy elections with
enhanced security measures. Continuous monitoring of
security threats and addressing physical threats to voting
machines remain challenges. The successful implementa-
tion of timely updates on election results demonstrated the
effectiveness of blockchain in improving the electoral
process. Future efforts should focus on real-world appli-
cation validation, exploring global adaptation considering
diverse legal frameworks, and further enhancing security
measures. Sierra Leone’s case study, as detailed in [102],
emphasizes the digitization and blockchain storage of
votes, transactional digital identities, and a proof of con-
cept for blockchain-based voting. The successful imple-
mentation of a fully verifiable online e-voting protocol
using blockchain and consistent election results highlight
the potential of this technology. However, policy and
political issues, public relations risks, and perceived
redundancy pose challenges. Addressing policy consider-
ations and managing public perception will be crucial for
future success and broader acceptance.

In the United States, the Voatz application, referenced in
[103], showcased the integration of blockchain
immutability, end-to-end encryption, and biometric
authentication in the voting process. Enhanced accessibility
and real-time verification are significant successes. How-
ever, security vulnerabilities and a lack of transparency are
critical challenges. Developing robust security measures
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and ensuring transparency and auditing are essential future
improvements to build trust and credibility in blockchain
voting applications.

The Moscow Active Citizen Program, as described in
[104], leverages blockchain-enabled voting on the Ether-
eum platform to increase convenience and government
trust. Positive outcomes and increased democratic partici-
pation are notable successes. Nonetheless, scalability con-
cerns for widespread usage remain a challenge. Future
improvements should focus on expanding usage and
addressing scalability issues to accommodate a larger voter
base effectively. In the United Arab Emirates, the authors
in [105] highlighted the adoption of blockchain in political
elections, peer-to-peer communication in voting systems,
and the use of a private blockchain platform. Enhanced
security features, including an immutable ledger, and the
successful implementation of a private blockchain voting
system are key successes. However, security and privacy
challenges of traditional voting systems and stakeholders’
concerns about blockchain application need to be addres-
sed. Future research and planning should focus on scala-
bility in the blockchain voting system and enhancing
isolation in blockchain developments to ensure determin-
istic transactions.

The European Union’s 2020 Electoral Process, dis-
cussed in [106], emphasizes the architecture of a national
e-voting system on blockchain technology, dealing with
COVID-19 pandemic challenges, and fine-tuning for scal-
ability. Key successes include the use of Hyperledger
Fabric for quick response and scalability, Estonia’s success
in internet voting, and the introduction of user tokens and
digital identity verification. Ensuring a balance between
anonymity and security, improving authentication mecha-
nisms, and exploring alternative methods to enhance voter
privacy are critical future improvements.

In Morocco, the authors in [107] described a blockchain-
based e-voting system using the Solana blockchain, a
multilayered system design, and remote voting options.
The system’s successes included mitigating fraud, offering
remote and on-site voting, reducing physical travel, and
providing transparent and immutable records. However,
initial skepticism towards blockchain adoption, infrastruc-
tural diversity, and diverse electoral needs present chal-
lenges. Future improvements should focus on architecture
refinement, addressing remote voting complexities, opti-
mizing consensus node rotation, and conducting educative
public campaigns to increase acceptance.

Finally, South Africa’s case study, as highlighted in
[36], showcases a blockchain e-voting architecture using
Hyperledger Fabric v2.0 and a zero-knowledge protocol for
voter authentication. The system has successfully pre-
vented security attacks, internal vote manipulation, and
promoted transparency. However, weaknesses in voter
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validation, security of architecture, and attacks on smart
contracts are significant challenges. Future improvements
should focus on voter validation, diversifying stakeholder
groups, improving standardization efforts, and conducting
public awareness campaigns to enhance the system’s
effectiveness.

These case studies summarized in Table 6 collectively
demonstrate the transformative potential of blockchain
technology in voting systems, while also highlighting the
importance of addressing security, scalability, and public
perception challenges to achieve widespread adoption and
success.

7 Challenges and concerns in e-voting
systems

In this section, we examine technical challenges in
implementing blockchain for e-voting purposes.

7.1 Challenges in implementing blockchain-
based technology

Implementing blockchain-based technology, including
applications in areas like e-voting, faces several challenges
[54]. While blockchain technology offers various benefits,
it is essential to be aware of and address these challenges
for successful deployment. Here are some common tech-
nical challenges associated with implementing blockchain-
based developments:

1. Scalability challenges: Scalability is a critical issue in
public blockchains, affecting performance and effi-
ciency in different applications [108]. The high adop-
tion of cryptocurrency further exacerbates scalability
issues in public blockchains [109]. For example,
Bitcoin with 13, 000 daily transactions, faces bulkiness
due to its inefficient proof-of-work (PoW) consensus
mechanism, leading to longer transaction latency and
over 10, 000 transactions awaiting verification [55].
Bitcoin’s transaction throughput is capped at 7 TPS, far
below the VISA’s standard of 400 TPS. On the other
hand, Ethereum’s limited block size results in longer
transaction latency, with block interval latency in
public blockchains reaching up to 10 minutes. As
transactions increase, storage capacity needs to scale
accordingly, with Bitcoin currently at 305.23 GB,
Ethereum at 667.110 GB, and LiteCoin at 28.45 GB
[32, 54]. The combination of low throughput, high
latency, storage demands, and energy consumption
degrades the performance of public blockchain decen-
tralized applications, making them unsuitable for large-
scale implementation in time-critical or real-time

applications like e-voting. However, in the context of
e-voting, practical solutions can be considered to
address scalability, such as the implementation of
Layer 2 solutions such as state channels and sidechains
[110, 111]. These techniques allow off-chain transac-
tions while still leveraging the security of the main
blockchain, thereby improving transaction throughput
and reducing latency. Additionally, sharding, which
involves dividing the blockchain into smaller, man-
ageable segments, can also be explored to enhance
scalability in e-voting systems without compromising
security [112, 113].

Interoperability: Interoperability refers to the seamless
communication and information sharing among differ-
ent blockchain networks. In blockchain-based devel-
opments, achieving interoperability presents challenges
due to the existence of multiple platforms with varied
protocols and standards. This challenge becomes
pertinent when integrating systems or facilitating data
transfer across disparate blockchains [59]. However,
there are proposals for token-based access approaches,
privilege-based mechanisms, and data-driven strate-
gies. These methods aim to ensure secure interoper-
ability across diverse systems and infrastructures.
Nevertheless, they have struggled to support end-to-
end interoperability for supply chain systems with
differing policies, governance structures, and opera-
tional procedures. There are various solutions that have
been proposed in other application areas to address
interoperability challenges, which may be leveraged in
e-voting systems. For instance, a blockchain-based
privacy-preserving payment mechanism was suggested
for vehicle-to-grid (V2G) networks, enabling data
sharing while safeguarding sensitive user information.
However, this solution falls short in detecting threats
arising from stakeholders’ business processes. Another
approach involves a tokens-based mechanism called
MOSChain Identity (MID), designed to track product
names and quantities, yet it lacks comprehensive end-
to-end interoperability among departments. Specifi-
cally for e-voting systems, interoperability is crucial
when integrating multiple voting platforms or ensuring
cross-chain communication between public and private
blockchains. One practical solution is the use of cross-
chain bridges, which facilitate communication and data
transfer between different blockchain networks
[114, 115]. Furthermore, the implementation of stan-
dardized protocols, such as the Inter-Blockchain
Communication (IBC) protocol [116], which can
enhance interoperability, by allowing different block-
chain systems to work together seamlessly in a unified
e-voting process.
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Table 6 Summary of global trends in blockchain-based integrated systems

Key features

Challenges

Success

Future improvements

References Country
[100] Nigeria
[101] Turkey
[102] Sierra
Leone
[103] Voatz (US)
[104] Moscow
(Active
Citizen
Program)
[105] United
Arab
Emirates

e Feasibility analysis
for replacing
traditional voting
systems

e Qualitative SWOT
and PEST analysis

o Blockchain-
Enhanced Voting
(BEEV) System
Analysis
e Need for
government
investment and
private partnerships

e Enhanced security
through blockchain

e Privacy assurance
for individual
voters
e Improved
efficiency in
outcome
announcements

e Digitization and
blockchain storage of
votes

o Transactional
digital identities
e Proof of concept

e Blockchain
immutability

e End-to-end
encryption

e Biometric
authentication

e Blockchain enabled
voting (BEV) on
Ethereum

e Increased
convenience and
government trust

e Adoption of
blockchain in
political elections

o Peer-to-peer
communication in
voting system
e Private blockchain

platform for voting
system

e Early stage of
blockchain development
in Nigeria
e Security concerns,
software bugs, legal
frameworks

e Continuous
monitoring of security
threats
o Addressing physical
threats to voting
machines

e Policy and political
issues
e Public relations risks
e Perceived redundancy

e Security
vulnerabilities

e Lack of transparency

e Scalability concerns
for widespread usage

e Security and privacy
challenges of traditional
paper voting systems
o Stakeholders’
concerns about
blockchain application

e Early adoption in banking and
financial sectors

e Potential for peace, stability,
and development

o Trustworthy Elections with
Enhanced Security Measures

e Timely update on the results
to improve the electoral
process

e Successful implementation of
a fully verifiable online e-voting
protocol using blockchain

e Consistent results

e Enhanced accessibility
e Real-time verification

e Positive outcomes

e Increased democratic
participation

e Enhanced security features,
including an immutable ledger

e Implementation of a private
blockchain voting system
o Implementation with the
receptiveness of stakeholders

e Investment in resources and
collaboration with fintech

e Gradual adoption, mixed
approach with existing
systems

e Real-World Application for
Validation and
Improvement

e Exploring Global
Adaptation Considering
Diverse Legal Frameworks

e Address policy
considerations

e Manage public perception

e Develop robust security

e Ensure transparency and
auditing

e Expand usage
e Address scalability

e Further research and
planning for scalability in
the blockchain voting
system

e Enhance isolation in
blockchain developments to
ensure deterministic
transactions
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Table 6 (continued)

References Country Key features Challenges Success Future improvements
[106] European e E-clection system e Ensuring balance e Hyperledger fabric for e Explore more remote voting
Union over blockchain between anonymity quick response and possibilities, improve
(2020 technology and security scalability digitalization globally
Electoral e Dealing with COVID- e Authentication and e Recognition of the need e Improve authentication
Process) 19 pandemic authorization for digitalization, mechanisms, explore
challenges system, digital Estonia’s success in alternative methods, and try to
o Architecture of the identity linkage internet voting enhance voter privacy
national e-voting e Overseeing ballot e Use of private keys and e Explore endorsement policy,
system on blockchain ingestion, potential certificates for digital optimize database technology,
e Fine Tuning and single point of identity and refine transaction
Scalability failure e Introduction of user processing
tokens, revoke tokens,
and delegation
[107] Morocco o Blockchain-based o Initial skepticism e Mitigated fraud e Architecture refinement
e‘f’l(_)[{ng SSysltem towardg blockchain e Remote and on-site e Remote voting complexities
utilizing Solana adoption ; . .
bloclfchain Inf P . voting e Alternate blockchain solutions
e Infrastructura " : ..
. L e Mitigated physical travel o Optimize consensus node
e Multilayered system diversity - .
design Di lectoral e Demonstrated feasibility rotation to prevent
e Diverse electora . . izati
o User-friendly interfaces centralization
e DPLT layer for data needs Add . litical fact
verification and o Resistance (o e Reduced cost . ress socio-political factors
validation technology e Transparent and e Educative public campaigns
. Remotc? voting e Low technology 1mmuta.ble rec((l)rfis, faste; . Invetstlgateh.ad:/an}fe.d
options accessibility processing, apb].mcrease cryptographic techniques
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[36] South Africa e Blockchain e-voting e Weaknesses in e Prevented security e Voter validation improvement
architecture voter valic.iation and attack§, inte.mal vote e More diversified stakeholder
e Application Service security of manipulation, and group
architecture promoted transparency

Layer, Blockchain
Layer, IEC Data
Storage Layer
e Hyperledger Fabric
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protocol for voter
authentication

e Attacks on smart
contracts

e Lack of
standardization

o Hyperledger Fabric
ensured security
e Zero-knowledge protocol
provided privacy
protection

o Improve standardization efforts
e Public awareness campaigns

Privacy concerns: While blockchain provides trans-
parency and immutability, maintaining privacy can be
challenging. In e-voting, ensuring the secrecy of
individual votes while maintaining transparency in
the overall process is crucial. Techniques like zero-
knowledge proofs and homomorphic encryption
address privacy concerns, but effective implementation
can be complex [55]. Academic research in e-voting
focuses on ensuring privacy in shared data exchanges
through blockchain technology. This involves integrat-
ing IoT-based solutions like RFID, NFC, and QR codes
with products to create Smart Tags (ST), which track
products throughout their supply chain lifecycle. The

solution, based on distributed ledger technology
(DLT), offers decentralized, privacy-preserving, and
verifiable management of Smart Tags. Also, Ethereum
blockchain facilitates stakeholder interaction during
product exchange, allowing stakeholders and con-
sumers to verify product authenticity during voting
without revealing their identity. However, this solution
assumes that ST generators and other stakeholders
provide authentic data, which may not always be the
case [59]. To address privacy concerns in e-voting,
advanced cryptographic techniques like homomorphic
encryption, which allows computations on encrypted
data without decrypting it, can be employed. This
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ensures that votes remain confidential while still being
verifiable. Zero-knowledge proofs can also be used to
confirm the validity of a vote without revealing any
details about the vote itself, preserving voter anonym-
ity while ensuring election integrity. These methods,
though complex, are feasible for enhancing privacy in
real-world e-voting implementations.

Security threats: Blockchain technology, notably Bit-
coin, is renowned for its distributed nature and security
features. However, the increasing value of cryptocur-
rencies has made them susceptible to attacks, partic-
ularly identity theft. The security of the Bitcoin
network relies on a combination of public and private
keys, which are stored in various types of wallets.
While hardware and paper wallets are considered more
secure, they do not fully prevent private key theft as
may be highly required in voting applications.
Ethereum, another cryptographic currency, offers solu-
tions such as password protection for private keys,
mitigating the risk of data being stolen if the key is
compromised. Two-factor security involves sharing
private keys between two devices, ensuring successful
transaction execution. Eclipse attacks, proposed by
Heilman, Kendler, Zohar, and Goldberg in 2025 [117],
exploit multiple IP addresses to monopolize connec-
tions through a victim node. These attacks can target
consensus systems during, thus facilitating double-
spending, or enabling selfish mining. Countermeasures
to mitigate these attacks include disabling incoming
connections and selectively choosing outgoing con-
nections, such as miners, to be included in a whitelist.
The most notable threats are 51% attacks and double
spending attacks, which can have severe consequences
such as altering transaction data, manipulating mining,
or halting the blockchain network for transaction
verification. Measures to prevent these attacks include
disabling incoming connections and carefully selecting
outgoing connections for inclusion in the whitelist
[49, 60, 118]. In e-voting systems, ensuring security
against such threats is paramount. Multi-signature
schemes, where multiple keys are required to authorize
a transaction, can add an additional layer of security,
making it harder for attackers to compromise the
system [119]. Additionally, decentralized oracles can
be employed to verify off-chain data, ensuring that
external information used in the voting process is
accurate and has not been tampered with [120]. These
solutions can be practically implemented to enhance
the security and resilience of blockchain-based e-vot-
ing systems.

Energy consumption: Proof-of-Work (PoW) serves as a
primary consensus mechanism in public blockchains
like Bitcoin, but its high energy consumption has
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raised environmental concerns, which becomes a
challenge in voting scenarios. In response, the
blockchain community has explored alternative con-
sensus mechanisms, such as Proof-of-Stake (PoS). PoS
selects validators to create new blocks based on their
cryptocurrency holdings and willingness to “stake” as
collateral, thereby reducing the energy footprint asso-
ciated with blockchain operations. This energy effi-
ciency helps lessen the environmental impact of
blockchain networks by eliminating the need for
miners to perform intensive computations. Addition-
ally, PoS introduces a more democratic and inclusive
approach to block creation, distributing decision-mak-
ing power more evenly. However, critics argue that
reliance on stake may lead to an oligarchic system,
where the wealthy gain disproportionate influence.
Despite these challenges, ongoing research and devel-
opment aim to address concerns and enhance the
robustness of PoS as a viable alternative to PoW [54].
The exploration of alternative consensus mechanisms,
like PoS, represents a significant step towards mitigat-
ing the environmental impact of blockchain technol-
ogy. In the specific context of e-voting, transitioning
from PoW to PoS can reduce the environmental
footprint of blockchain-based voting systems, making
them more sustainable. Additionally, exploring hybrid
consensus mechanisms, which combine PoS with other
energy-efficient techniques, could offer a practical
solution for large-scale e-voting deployments that
require both security and scalability.

Smart contract security: Smart contracts are self-
executing programs on the blockchain, and vulnerabil-
ities in these contracts can lead to security breaches.
Ensuring the security of smart contracts for the voting
authority itself is crucial, as any flaws in the code could
be exploited, potentially compromising the integrity of
the entire blockchain system. In this regard, the role of
transparent observers becomes highly significant. For
e-voting, smart contracts must be rigorously audited
and tested before deployment to ensure they function
as intended. Formal verification, a mathematical
approach to checking the correctness of smart con-
tracts, can be used to prove that a contract behaves as
expected under all possible conditions [121]. This
practice helps to prevent vulnerabilities that could be
exploited during an election, ensuring that the voting
process remains secure and trustworthy.

Costs and resources: The development and mainte-
nance of blockchain-based systems present a signifi-
cant challenge due to their resource-intensive nature.
The costs associated with hardware, software, and
ongoing maintenance must be carefully weighed,
impacting the financial considerations of implementing
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blockchain solutions for e-voting purposes. The need
for robust infrastructure, often involving specialized
hardware configurations and powerful computing
resources, adds to the investment required. Further-
more, the demand for skilled developers and block-
chain experts can contribute substantially to overall
expenses, as their expertise is crucial for the successful
design, implementation, and ongoing optimization of
blockchain systems. Navigating these financial consid-
erations is paramount for organizations looking to
leverage blockchain technology effectively while
managing resources judiciously. To address these
costs, organizations may explore the use of block-
chain-as-a-service (BaaS) platforms, which provide the
necessary infrastructure and maintenance support,
reducing the need for in-house resources [122]. Addi-
tionally, consortium blockchains, where multiple orga-
nizations share the costs and governance of a
blockchain network, can also be a cost-effective
approach for implementing e-voting systems.

Legacy system integration:Integrating blockchain into
existing systems poses a unique set of challenges,
particularly when dealing with legacy infrastructure.
The compatibility of blockchain technology with
traditional databases and systems demands meticulous
planning and execution to ensure seamless integration
without disrupting existing operations. Legacy systems
often lack inherent features that facilitate straightfor-
ward integration with blockchain, necessitating careful
consideration of data migration, system interoperabil-
ity, and potential workflow adjustments. Successful
integration requires a strategic approach, focusing on
preserving data integrity, minimizing downtime, and
maximizing the benefits of blockchain technology
without compromising the functionality of established
systems [123]. As organizations strive to modernize
their operations, careful navigation of legacy system
integration complexities becomes imperative for the
successful adoption of blockchain solutions [124]. In
the context of e-voting, middleware solutions that
bridge the gap between blockchain systems and legacy
infrastructure can be developed to ensure smooth
integration. These solutions can handle data translation
and interoperability between old and new systems,
allowing organizations to adopt blockchain technology
without completely overhauling their existing infras-
tructure [125]. Additionally, adopting a phased inte-
gration approach, where blockchain components are
gradually introduced and tested alongside legacy
systems, can help mitigate risks and ensure a successful
transition [126].

7.2 Concerns with e-voting systems

There are significant social, legal and educative concerns
that must be addressed in deploying blockchain technology
for e-voting. This section highlights key areas of concern
surrounding e-voting systems and discusses their implica-
tions for electoral integrity and building public trust.

1.

Transparency and auditability: Transparency and
auditability are crucial for the credibility of electoral
processes, especially in e-voting systems. Ensuring
accurate vote recording and counting independently is
vital for public trust and democratic integrity. E-voting
systems often lack end-to-end verifiability, raising
concerns about the reliability of results compared to
traditional paper-based systems. In Pennsylvania, they
mostly use DRE systems without paper trails, hamper-
ing error detection. The 2014 crash of DRE machines
in Virginia revealed vulnerabilities, alarming officials.
Proprietary software and hardware in e-voting systems
make independent audits difficult due to restricted
access [127]. Although mechanisms like voter-verifi-
able paper audit trails (VVPATS), risk-limiting audits
(RLAs), and zero-knowledge proofs enhance trans-
parency, they face implementation challenges. Con-
cerns about VVPAT reliability arose in India. RLAs
depend on reliable paper trails, which may not always
be available [21]. Real-world cases, like Estonia’s
i-voting system, highlight transparency issues. Verifi-
ability is essential for the correctness and integrity of
the elections. The widespread use of e-voting systems
emphasizes the urgency of addressing transparency and
auditability concerns [128].

Voter authentication and identity verification: Proper
voter authentication and identity verification are crit-
ical for electoral integrity, especially in e-voting
systems with their inherent vulnerabilities. These
mechanisms ensure only eligible voters participate,
reducing fraud and unauthorized access. E-voting
systems employ various authentication methods like
voter ID cards, biometrics, and knowledge-based
authentication. Yet, each method has its challenges
and vulnerabilities [129]. Identity theft or imperson-
ation is a significant risk in e-voting systems, espe-
cially in remote or online voting setups. Compromised
biometric data poses long-term security risks. Imple-
mentation of authentication systems is crucial. Poorly
designed protocols can lead to failures, as seen in
elections in Namibia and Nigeria in 2014 and 2015
[130]. Centralized voter databases introduce single
points of failure, vulnerable to cyber attacks. Concerns
about system integrity were evident in the 2016 US
election, with accusations of Russian interference
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[131]. Ensuring proper authentication is vital for
electoral credibility, particularly in e-voting systems
with complex security requirements. A comprehensive
approach balancing security, usability, and accessibil-
ity is necessary, leveraging advanced technologies and
best practices. Continued research, testing, and collab-
oration among experts, policymakers, and stakeholders
are essential to mitigate risks and build confidence in
the electoral process.

Legal and ethical implications: The adoption of
e-voting systems raises crucial legal and ethical
considerations, impacting the integrity, fairness, and
democratic principles of elections. These implications
encompass data privacy, accessibility, transparency,
and potential biases or discrimination. Legally, e-vot-
ing systems must comply with national and interna-
tional laws, ensuring adherence to election regulations,
data protection, and citizen rights [132]. Non-compli-
ance risks legal challenges, undermining election
legitimacy and disenfranchising voters. Protecting the
privacy of the voter and the confidentiality of personal
data is paramount. In this regard, the authors in [133]
explored the development of a secure blockchain-based
e-voting system that prioritizes confidentiality and
voter anonymity. They proposed a novel framework
that integrates cryptographic techniques and decentral-
ized ledger technology to ensure the integrity and
privacy of the voting process. Their findings suggest
that the proposed solution effectively addresses com-
mon security vulnerabilities in e-voting systems,
providing a robust mechanism for confidential and
anonymous elections. Following their work, it is
important that e-voting systems handle sensitive infor-
mation, requiring robust security measures and com-
pliance with data protection laws to prevent
unauthorized access or misuse, safeguarding against
voter suppression or coercion [134]. Equal access and
non-discrimination for all eligible voters are impera-
tive, aligning with civil rights and the right to vote.
Transparency and auditability, essential for free and
fair elections, carry legal and ethical weight. Opaque
systems may breach transparency laws and face legal
challenges. The use of proprietary software raises
ethical concerns about vendor lock-in and lack of
accountability [134]. Advocates call for open-source
software to ensure scrutiny and integrity. Accessibility
issues in India highlight concerns about marginalized
communities’ rights. Addressing these implications
necessitates collaboration among experts, policymak-
ers, and civil society. Clear legal frameworks, robust
security measures, and ethical adherence are vital for
e-voting legitimacy, failure of which risks undermining
democracy and eroding public trust.
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Social acceptance and trust: E-voting systems aim to
increase voter turnout and streamline the electoral
process, however, their success depends on widespread
social acceptance and public trust. Without trust in
their integrity and security, adoption may face obsta-
cles, threatening electoral legitimacy and democratic
principles. Social acceptance and trust hinge on factors
like transparency, ease of use, and perceived reliability.
Complexity and opacity in e-voting systems can breed
suspicion, especially among non-experts and the
elderly. Accessibility issues may further alienate
segments of the population, exacerbating societal
divides [130]. Concerns about integrity and security,
fueled by incidents like alleged hacking and foreign
interference, deepen public skepticism. Addressing
these concerns requires transparency, education, and
inclusive engagement. Independent auditing, clear
communication, and voter education campaigns can
build confidence. Estonia’s successful internet voting is
attributed to its emphasis on digital literacy. Prioritiz-
ing transparency and accessibility is essential for
e-voting’s acceptance and long-term sustainability.
Failure to do so risks perpetuating skepticism and
undermining electoral legitimacy [57].

Potential misuse of blockchain technology: Blockchain
technology is lauded as a potential solution for
enhancing transparency, security, and auditability in
e-voting systems. However, its implementation poses
risks and potential misuse scenarios, requiring careful
consideration to safeguard the integrity of the electoral
process. One concern is the risk of immutable errors or
bugs in blockchain systems. While designed to prevent
tampering, the immutability of blockchain can pose
challenges if errors are introduced, potentially under-
mining the accuracy of election results. Another
concern involves manipulation of the consensus mech-
anism, critical for agreement among participants.
Attack vectors like Sybil attacks or collusion could
compromise the integrity of the voting process,
enabling manipulation or censorship. Integration of
blockchain may introduce new vulnerabilities, expos-
ing entry points for malicious actors. Inadequate
security measures could nullify transparency and
auditability benefits. Blockchain’s complexity may
unintentionally exclude certain voters, undermining
inclusivity. In the 2018 West Virginia midterm elec-
tions, a blockchain-based voting app faced criticism
over security vulnerabilities, prompting investigation
[103]. Addressing blockchain misuse requires rigorous
security audits, testing, and multidisciplinary expertise.
Robust contingency plans and ongoing collaboration
are essential to harness blockchain benefits while
minimizing risks.
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6. Scalability: Blockchain technology is effective for
small-scale applications, but challenges arise when it is
applied to large-scale elections. As the number of users
increases, transaction processing becomes slower and
more costly, exacerbated by the growing number of
nodes in the blockchain network. Scalability is already
a significant concern in elections, and integrating
e-voting further complicates the issue [135, 136].
One potential solution to enhance blockchain scalabil-
ity is sharding, a technique that involves partitioning
data horizontally into smaller parts, or shards. This
allows for parallel processing of transactions, increas-
ing concurrency and throughput. Several techniques in
the literature address blockchain scalability issues.
These include Segregated Witness (Segwit), which
separates transaction signatures from transaction data
to increase block size efficiency, sharding, as previ-
ously mentioned, and adjustments to consensus proto-
cols to improve transaction throughput [137-139].
While blockchain offers promise for secure and
transparent elections, scalability issues must be
addressed for its effective implementation in large-
scale voting scenarios. Techniques such as sharding
and protocol adjustments are being explored to over-
come these challenges and ensure the integrity and
efficiency of e-voting systems [140, 141].

7. Security: Security emerges as a paramount concern in
the dynamic landscape of blockchain technology
implementation. While blockchain brings forth a
revolutionary paradigm with its decentralized and
tamper-resistant characteristics, the pursuit of a secure
and robust system demands a nuanced understanding of
the specific considerations and challenges within this
ecosystem. Blockchain’s appeal lies in its ability to
enhance data integrity, reduce the risk of fraud, and
establish transparent and accountable transactions.
However, the intricate nature of security in blockchain
involves navigating various complexities to fortify the
overall resilience of the system. In this context, it
becomes imperative to delve into key security consid-
erations, recognizing both the inherent strengths and
potential vulnerabilities, to craft and implement
blockchain solutions that not only capitalize on the
technology’s benefits but also stand resilient against
evolving threats and risks [142]. Some key security
considerations in the context of blockchain include the
various consensus mechanism.

Blockchains are vulnerable to 51% attacks when a
group or entity controls over 50% of the network’s
mining power [143]. To prevent or mitigate these
attacks, security measures are crucial. The consensus
mechanism, which approves and verifies transactions,
is characterized as proof-based or voting-based. Proof-

based is commonly used in public or permissionless
blockchains, but it has high energy consumption and
requires specialized hardware. Proof-of-stake (PoS) is
another proof-based mechanism, faster but vulnerable
to risks like Agency issues. Ethereum gradually
implements PoS reduced energy consumption and
better scalability. Voting-based consensus models are
typically used in private blockchains, such as PBFT
[144].

8 Future directions and emerging trends

As e-voting systems evolve rapidly, blockchain technology
are also expected to undergo significant changes, driven by
advances in various fields such as artificial intelligence,
IoT, consensus protocols, cryptography, distributed sys-
tems, and user experience design. These developments
offer potential solutions to existing challenges and we
discuss them in this section.

8.1 Cryptography

Advanced cryptographic techniques such as homomorphic
encryption and zero-knowledge proofs aim to ensure end-
to-end verifiability, guaranteeing accurate vote recording
while maintaining secrecy [145]. These methods also bol-
ster the security and auditability of tallying processes,
reducing the risk of manipulation. Integrating blockchain
with advanced cryptography may address concerns
regarding auditability, privacy, and tampering. In [145], the
authors advocate for the integration of crypto-blockchain
technology into electronic voting systems. Their paper
emphasizes secure authentication using unimodal finger-
print biometrics, blockchain transparency, and privacy-
preserving techniques to enhance the integrity and trust-
worthiness of e-voting systems. Furthermore, in [15], the
authors advocate for the use of cryptography in e-voting
systems. They describe various e-voting approaches,
including mix-net-based e-voting, homomorphic e-voting,
blind signature-based e-voting, blockchain-based e-voting,
post-quantum e-voting, and hybrid e-voting. Further
exploration of these cryptographic primitives will be nec-
essary in ensuring security, privacy, and integrity within
e-voting systems.

8.2 Al, machine learning, and deep learning
Artificial Intelligence (Al) is a field that encompasses a
broad range of computational techniques aimed at creating

systems capable of performing tasks that typically require
human intelligence. Within AI, machine learning is a
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subset that involves training algorithms on data to make
predictions or decisions without explicit programming
[146]. Deep learning is therefore a further subset of
machine learning, in which neural networks with many
layers are used to model complex patterns in data [146].
These distinctions are crucial in understanding their
application in blockchain-based e-voting systems.

Specifically, Al and machine learning hold promise for
enhancing the security, accessibility, and efficiency of
e-voting platforms. These systems can improve voter ver-
ification and authentication, detect and prevent fraud, and
ensure inclusivity. For instance, machine learning algo-
rithms analyze voter data to detect anomalies and flag
suspicious registrations for review, significantly reducing
the risk of fraudulent voting [147-153]. Additionally, Al
can identify users with disabilities and provide tailored
voting options, ensuring that the voting process is inclusive
and accessible.

Deep learning, which is distinguished by its use of
artificial neural networks, excels at processing and inter-
preting complex, unstructured data. This makes it particu-
larly effective for applications like biometric voter
verification, where neural networks analyze intricate pat-
terns in biometric data such as facial features, voice pat-
terns, and iris scans to ensure highly accurate and reliable
voter authentication [4, 154]. Furthermore, deep learning’s
advanced pattern recognition capabilities are invaluable for
fraud detection and voting behavior analysis. By analyzing
large volumes of voting data, deep learning algorithms can
identify suspicious patterns or irregularities indicative of
fraudulent activities, such as vote tampering or ballot
stuffing [155].

In the age of social media and online information, deep
learning can also help combat misinformation and fake
news that may influence voter behavior by analyzing text,
images, and videos for patterns associated with false
information [156]. Additionally, deep learning can enhance
the accessibility and user experience of e-voting platforms
by analyzing user behavior to suggest personalized inter-
faces, ensuring an inclusive voting experience for all eli-
gible voters, including those with disabilities.

While deep learning shares similarities with traditional
machine learning in its ability to learn from data and make
predictions, its capacity to process and extract insights
from complex, unstructured data sets it apart, making it
particularly effective for tasks like biometric authentica-
tion, fraud detection, and misinformation analysis [68].

8.3 Internet of Things (loT)
The Internet of Things (IoT) refers to a network of inter-

connected devices wherein data is shared to facilitate
timely decision-making. Integrating IoT devices and
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distributed ledger technologies with blockchain-based
e-voting systems can significantly transform the voting
process by enhancing accessibility, security, and trans-
parency [157]. For example, IoT devices can serve as
secure voting terminals, which will allow for voting from
various smart devices like smartphones, tablets, and
wearables, potentially increasing voter turnout and inclu-
sivity [158]. These devices can also integrate secure bio-
metric authentication methods, such as fingerprint or facial
recognition, to verify voter identity and prevent fraud,
while tamper-proof mechanisms and encrypted communi-
cation channels ensure data integrity and confidentiality
[159].

Other potential areas including the integration of dis-
tributed ledger technologies (DLTs) with blockchain-based
e-voting systems, which can enable cross-chain interoper-
ability for simplifying voting across multiple jurisdictions
or organizations and reducing administrative complexities
[160]. Moreover, blockchain’s ability to provide a trans-
parent and immutable record of votes allows for enhanced
auditability and accountability, ensuring that the electoral
process is resistant to tampering and fraud. Future research
should explore the potential of integrating blockchain with
emerging IoT technologies, such as edge computing, to
further enhance the efficiency and security of e-voting
systems [161]. There should also be further developments
in the integration of blockchain, Al, and IoT systems to
create highly robust decentralized voting systems, where
secure [oT devices can record votes on an
immutable blockchain ledger, with Al algorithms analyz-
ing voting data to improve security and efficiency
[162, 163]. In particular, the integration of blockchain with
Al-driven IoT devices can provide real-time analysis and
fraud detection during elections, further bolstering the
integrity of the voting process [164]. Additionally, block-
chain-based smart contracts can be used to automate
actions based on voting results, such as declaring winners
or initiating recounts, thereby reducing manual intervention
and enhancing transparency and hence more research will
be required in this regard. By exploring these lines of
research works, e-voting systems can be made more
accessible, secure, and transparent, which will foster
stronger public trust and democratic participation.

8.4 Integration with emerging consensus
mechanism

The integration of novel consensus mechanisms with
blockchain-based e-voting systems shows promise in
addressing challenges faced by traditional models like
proof-of-work (PoW) and proof-of-stake (PoS). Scaling
blockchain networks to handle high transaction volumes
requires more sophisticated solutions than simply adjusting
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block size or hash complexity. The proof-of-history (PoH)
mechanism, utilized by the Solana network, offers an
innovative approach to these issues [165]. PoH provides a
verifiable timestamping system, ensuring transparency and
integrity in the voting process. It enables high transaction
throughput crucial for large-scale elections while con-
suming significantly less energy compared to PoW, thus
promoting sustainability [166]. Despite its potential bene-
fits, PoH is still in its early stages, requiring further
research and real-world testing to fully understand its
capabilities and limitations [61, 107].

9 Conclusion

This survey has provided an overview of e-voting, covering
various systems, architectures, advancements in blockchain
technology, performance constraints, concerns, and
potential solutions. We have synthesized the integration of
blockchain technology as a promising solution to enhance
the security, transparency, and integrity of e-voting sys-
tems, alongside related literature emphasizing the rele-
vance of blockchain for e-voting purposes. We provided
insights into the current state of e-voting systems and
blockchain technology, touching on future research and
development efforts focused on creating more secure,
transparent, and inclusive electoral processes. Our survey
encompasses the major components of e-voting systems,
along with architectures, and case studies of blockchain-
based e-voting systems. We also discussed technical con-
straints, including scalability issues and concerns related to
voter privacy and accessibility, and propose emerging
solutions such as parallelization techniques and consensus
mechanism improvements. By highlighting both opportu-
nities and challenges inherent in e-voting and blockchain
technology, our survey serves as a foundation for future
research and development endeavors. Collaboration among
researchers, policymakers, and stakeholders is essential to
balance innovation with robust security measures and
uphold the fundamental principles of democratic elections.
With further research, e-voting systems can leverage
blockchain technology to fortify the foundations of modern
democracies.
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