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Abstract. The rapid growth of Internet of Things (IoT) deployments in 5G Enhanced 

Machine-Type Communication (eMTC) networks has significantly increased the net-

work attack surface. A major challenge for Network Anomaly Detection Systems 

(NADS) in this environment is severe class imbalance, where dominant benign traffic 

obscures rare but high-impact attacks, leading to poor minority-class detection. This 

paper presents Conf-Gate XGBoost-RF, a two-stage hybrid anomaly detection archi-

tecture designed to address this limitation without compromising real-time perfor-

mance. The framework employs a high-speed XGBoost classifier for initial screening 

and a confidence-gated mechanism that selectively routes low-confidence predictions 

to a specialist Random Forest trained on synthetically balanced data. Evaluation on the 

large-scale CICIoT2023 dataset shows that the proposed model achieves 99.32% accu-

racy and a Macro F1-score of 0.80, substantially outperforming single-stage baselines. 

Notably, recall for critical low-volume attacks, such as Command Injection, improves 

by over 34%. With an average inference latency of 0.87 ms, the proposed approach 

remains compatible with the stringent low-latency requirements of 5G eMTC control 

signaling, demonstrating a practical balance between computational efficiency and 

rare-attack sensitivity. 

Keywords: 5G eMTC, Network Anomaly Detection, Class Imbalance, Hybrid 

Learning, IoT Security. 

1 Introduction 

The rapid expansion of the Internet of Things (IoT) has reshaped modern infrastructure 

by interconnecting billions of devices across domains such as smart cities and industrial 

automation [1, 2]. This connectivity is strengthened by 5G networks, which provide 

high data rates, ultra-low latency, and massive device support [3]. Within this ecosys-

tem, Enhanced Machine-Type Communication (eMTC, LTE Cat-M1) serves as a key 

Low-Power Wide-Area technology introduced in 3GPP Release 13 to support low-

complexity IoT devices over existing LTE infrastructure [4]. Compared with NB-IoT, 

https://orcid.org/0000-0001-5242-3820
https://orcid.org/0000-0003-0707-4152
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eMTC offers higher data rates of up to 1 Mbps, lower latency in the range of 10 to 15 

ms, mobility support, and extended coverage, making it suitable for large-scale IoT 

deployments. 

Despite these advantages, the convergence of 5G and eMTC introduces significant 

security challenges. Device heterogeneity and the resource-constrained nature of eMTC 

nodes limit the adoption of strong security mechanisms, leaving many devices vulner-

able to compromise [5]. Empirical studies indicate that exposed IoT devices can be 

discovered and exploited within minutes, enabling attacks such as distributed denial-

of-service amplification, data exfiltration, and unauthorized access [5]. At 5G scale, the 

massive number of connected devices amplifies the impact of such compromises. 

Network Anomaly Detection Systems (NADS) are therefore essential for securing 

5G-enabled eMTC environments. However, their deployment is complicated by severe 

class imbalance in real-world traffic, where benign behavior and common attacks dom-

inate, while sophisticated and high-impact intrusions occur infrequently. Conventional 

machine learning models, including ensemble approaches that aggregate predictions 

from all classifiers simultaneously, tend to favor majority classes. As a result, they 

achieve high overall accuracy but exhibit poor sensitivity to rare yet critical threats. 

To address this limitation, this work proposes Conf-Gate, a confidence-gated hybrid 

anomaly detection architecture that combines the computational efficiency of XGBoost 

with the robustness of Random Forests. Unlike traditional ensemble methods, Conf-

Gate adopts a sequential gating mechanism. Incoming traffic is first processed by a 

high-speed XGBoost classifier, and predictions with high confidence are accepted di-

rectly. Samples associated with low confidence are selectively routed to a specialist 

Random Forest trained on balanced data, enabling more discriminative analysis of rare 

and ambiguous attack patterns. 

To clarify the operational workflow of the proposed approach, Figure 1 illustrates 

the Confidence-Gated (Conf-Gate) hybrid architecture, highlighting the routing of sam-

ples between the global and specialist classifiers based on prediction confidence. 

 
Figure 1: Confidence-Gated (Conf-Gate) Hybrid Model Architecture 

Flowchart 

As shown in Figure 1, the two-stage design balances detection sensitivity and com-

putational efficiency by reserving intensive analysis for only uncertain samples. The 
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main contributions of this work are threefold: (i) the definition of a hierarchical taxon-

omy for 5G IoT attacks to enhance interpretability; (ii) the introduction of a confidence-

gated hybrid detection framework that jointly optimizes inference speed and rare-class 

sensitivity; and (iii) comprehensive validation on the CICIoT2023 dataset, demonstrat-

ing improved minority attack detection over standalone classifiers and oversampling-

based methods while maintaining sub-millisecond latency compatible with eMTC re-

quirements. 

2 Related Work 

The Network Anomaly Detection Systems (NADS) for IoT have progressively shifted 

from signature-based techniques to Machine Learning (ML) and Deep Learning (DL) 

approaches capable of detecting zero-day attacks. Recent studies have examined these 

methods within 5G environments, where scalability and latency constraints are more 

pronounced. Chikezie et al. [6] highlighted the scalability challenges specific to 5G 

eMTC networks, showing that conventional security appliances struggle to cope with 

the massive connection density of modern IoT deployments. Similarly, Reis [7] pro-

posed an AI-driven anomaly detection framework for 5G-enabled smart cities and 

demonstrated that ML models can accurately classify common attack vectors. , Fares 

et al. [8] introduced a hybrid Swin Transformer and LSTM architecture to capture tem-

poral traffic dependencies. Although effective, such deep architectures incur high com-

putational cost and latency, limiting their suitability for resource-constrained eMTC 

scenarios. 

A fundamental challenge in IoT anomaly detection is severe class imbalance, where 

malicious traffic represents only a small fraction of observed data. The CICIoT2023 

dataset released by Neto et al. [9] exposes this imbalance, as real-world IoT traffic is 

overwhelmingly benign. Chikezie et al. [3] further showed that in high-volume 5G en-

vironments, standard classifiers often report high accuracy while failing to detect rare 

but high-impact attacks. To address this, data-level augmentation techniques such as 

the Synthetic Minority Over-sampling Technique (SMOTE) have been widely adopted. 

However, oversampling can introduce noise and overfitting, and repeated resampling 

increases computational overhead. Generative Adversarial Networks (GANs) have also 

been explored for synthesizing attack traffic, but they require substantial training time 

and exhibit instability in convergence, which hinders lightweight deployment [10]. 

Ensemble and hybrid learning methods attempt to improve robustness by combining 

multiple classifiers. Conventional approaches such as voting or stacking ensembles ag-

gregate predictions from all base learners for every input sample [11]. While this im-

proves accuracy, it increases inference latency proportionally to ensemble size, which 

conflicts with the strict real-time requirements of 5G eMTC control signaling. In con-

trast, the approach proposed in this work introduces a confidence-gated hybrid archi-

tecture that conditionally invokes a specialist classifier only for low-confidence predic-

tions. By decoupling computational cost from model complexity, this strategy enables 

effective rare-class detection while preserving the low-latency throughput required in 

large-scale IoT deployments. 
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3 Methodology 

3.1 Preprocessing Pipeline 

Given the severe class imbalance and large scale of IoT traffic data, a compact and 

computationally efficient preprocessing pipeline was designed. The CIC-IoT2023 da-

taset, comprising traffic from 105 IoT devices and 33 attack classes, was adopted as the 

benchmark. The pipeline supports binary, multi-class, and unsupervised learning para-

digms. 

The dataset, originally distributed across N CSV files, was consolidated into a single 

composite dataset as defined in Equation 1: 

                                                     𝒟combined = ⋃ 𝒟𝑖

𝑁

𝑖=1

                                                            (1) 

To reduce memory overhead for the (∼ 12.8 GB) dataset, numerical features were 

downcast to the smallest lossless data types, as formalized in Equation 2: 

                 Minimize ∑ Memory (x𝑖)

n

i=1

  subject to  x𝑖
original

= x𝑖
downcast                    (2) 

Although the dataset contains no missing values, zero-imputation was retained for 

generalizability. Non-informative fields (timestamps, flow identifiers) were removed, 

and features exhibiting multicollinearity (𝜌 > 0.90) were eliminated. The full deter-

ministic preprocessing workflow is summarized in Algorithm 1. 

Algorithm 1: Deterministic Pre-processing  

Input: Raw CSV path p, memory cap M, random seed s 
Output: {𝐗𝐭𝐫𝐚𝐢𝐧,  𝐲𝐭𝐫𝐚𝐢𝐧,  𝐗𝐯𝐚𝐥, 𝐲𝐯𝐚𝐥,  𝐗𝐭𝐞𝐬𝐭,  𝒚𝐭𝐞𝐬𝐭}, scalers, encoders 
1: assert SchemaConsistency(𝒑)  

2: 𝒅𝒇 ← pd.read_csv (p, nrows = [
𝑴

𝟐.𝟓 𝒌𝑩
]) 

3: 𝒅𝒇 ← DownCast (𝒅𝒇)             
4: 𝒅𝒇 ← ImputeNaN (𝒅𝒇, 𝟎) 
5: 𝒅𝒇 ← DropDuplicates (𝒅𝒇) 
6: 𝐗, 𝐲 ← Encode (𝒅𝒇)                 
7: 𝐗 ← RemoveCorrelated (𝐗, 𝟎. 𝟗𝟓) 
8: (𝐗𝐭𝐫𝐚𝐢𝐧,  𝐲𝐭𝐫𝐚𝐢𝐧), (𝐗𝐯𝐚𝐥, 𝐲𝐯𝐚𝐥), (𝐗𝐭𝐞𝐬𝐭,  𝒚𝐭𝐞𝐬𝐭) ← StratifiedSplit 

(𝐗, 𝐲, 𝐬) 
9: Persist (𝐗𝐭𝐫𝐚𝐢𝐧, 𝐲𝐭𝐫𝐚𝐢𝐧, 𝐗𝐯𝐚𝐥, 𝐲𝐯𝐚𝐥, 𝐗𝐭𝐞𝐬𝐭,  𝒚𝐭𝐞𝐬𝐭, scalers) 

After preprocessing, dimensionality reduction was applied to avoid unnecessary 

computation in resource-constrained 5G-eMTC environments. The final 35 retained 

features used for training are listed in Table 1. 

3.2 Feature Importance and Class Taxonomy 

To justify feature selection, a Random-Forest-based importance analysis was con-

ducted using Gini impurity reduction. As shown in Figure 2, FIN_flag_number 
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(0.2095) and ICMP (0.1334) emerged as the most discriminative features, consistent 

with their roles in DoS flooding and reconnaissance attacks. Conversely, protocol-spe-

cific indicators such as Telnet exhibited negligible importance and were excluded to 

reduce dimensionality. 

This outcome aligns with domain knowledge: FIN flags reflect abnormal connection 

termination behavior, while ICMP traffic is strongly associated with scanning and prob-

ing activities. 

3.3 Label Transformation and Resampling 

The dataset exhibits extreme imbalance, with high-volume attacks (e.g., Mirai) dom-

inating rare but critical threats such as SqlInjection. To mitigate this, SMOTE was ap-

plied exclusively to the training set, ensuring unbiased validation and testing. 

SMOTE generates synthetic minority samples by interpolating between a minority 

instance x𝑖 and its nearest neighbor xNN, as defined in Equation 3: 

                                        xnew = x𝑖 + λ(xNN − x𝑖), λ ∼ U(0,1)                                 (3) 

This strategy enables the model to learn robust decision boundaries for rare classes 

without duplicating samples. The re-sampling procedure is summarized in Algorithm 

2. 

Algorithm 2: Re-sampling Procedure  

Input: Original training set {𝐗𝐭𝐫𝐚𝐢𝐧, 𝐲𝐭𝐫𝐚𝐢𝐧}, sampling ratio 𝜽, neigh-
bor count 𝒌  

Output: Balanced training set {𝐗𝐭𝐫𝐚𝐢𝐧⋆ , 𝐲𝐭𝐫𝐚𝐢𝐧⋆} 
1:  (𝐗𝐬𝐮𝐛, 𝐲𝐬𝐮𝐛) ← StratifiedSample (𝐗𝐭𝐫𝐚𝐢𝐧, 𝐲𝐭𝐫𝐚𝐢𝐧, 𝜽)  

2: eligible ← { 𝒄 ∣∣ 𝐂𝐨𝐮𝐧𝐭(𝐲𝐬𝐮𝐛, 𝒄) > 𝒌 } 
3: if |𝐞𝐥𝐢𝐠𝐢𝐛𝐥𝐞|  ≥ 𝟐 then 
4:  (𝐗𝐭𝐫𝐚𝐢𝐧⋆ , 𝐲𝐭𝐫𝐚𝐢𝐧⋆) ← SMOTE (𝐗𝐬𝐮𝐛, 𝐲𝐬𝐮𝐛, 𝒌)    

5: else 
6:  (𝐗𝐭𝐫𝐚𝐢𝐧⋆ , 𝐲𝐭𝐫𝐚𝐢𝐧⋆) ← (𝐗𝐬𝐮𝐛, 𝐲𝐬𝐮𝐛)  // fallback 
7: Persist (𝐗𝐭𝐫𝐚𝐢𝐧⋆ , 𝐲𝐭𝐫𝐚𝐢𝐧⋆ , 𝐗𝐯𝐚𝐥, 𝐲𝐯𝐚𝐥, 𝐗𝐭𝐞𝐬𝐭,  𝒚𝐭𝐞𝐬𝐭) 

All numerical features were then standardized using Z-score normalization (Equa-

tion 4) to facilitate stable convergence: 

                                                                          𝑥𝑖
𝑠𝑐𝑎𝑙𝑒𝑑 =

𝑥𝑖 − 𝜇𝑖

𝜎𝑖

                                           (4) 

3.4 Conf-Gate Hybrid Architecture 

The proposed Conf-Gate model adopts a two-stage cascade following a fast-

path/slow-path design. As illustrated in Figure 1, inference is governed by the gating 

function in Equation 5: 

              𝑓Conf−Gate(x) = {
𝑓spec (𝑥𝑓prim(𝑥)) ,     if  𝑦̂

1
= 𝑘 ∈ ℒ ∧ 𝑝max < 𝜃,

𝑓prim(𝑥),                      otherwise,                             
                (5) 

Here, ℒ denotes the low-volume class set and (\theta) is the confidence threshold. 

This mechanism ensures that computationally expensive specialist inference is invoked 

only for uncertain predictions involving rare attacks. 

Stage-1: Global XGBoost Learner 
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The primary classifier (𝑓prim) is an XGBoost model optimized for high-throughput 

inference. It minimizes the regularized cross-entropy loss in Equation 6: 

                                      ℒXGB = CrossEntropyLoss(y, 𝑓XGB(x)) + Ω(model)               (6) 

Hyperparameters (𝑛_𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑜𝑟𝑠 = 300, max _𝑑𝑒𝑝𝑡ℎ = 6) were selected via 5-

fold cross-validation. 

Stage-2: Specialist Random Forest 

The specialist classifier  (𝑓spec) is a Random Forest trained solely on SMOTE-

balanced low-volume classes. Random Forest was preferred over neural alternatives 

due to its robustness on small tabular datasets, resistance to overfitting, and predictable 

inference latency. 

Inference Workflow 

The latency-aware inference logic is summarized in Algorithm 3. 

Algorithm 3: Conf-Gate Inference 

Input: A data sample 𝐱, the trained global model 𝒇𝐩𝐫𝐢𝐦, the trained 

specialist model 𝒇𝐬𝐩𝐞𝐜, the set of low-volume classes 𝓛, and the con-

fidence threshold 𝜽.  
Output: A predicted class label for the sample 𝐱. 

1: 𝐲̂𝟏, 𝐩𝐦𝐚𝐱 ← 𝐩𝐫𝐞𝐝𝐢𝐜𝐭
𝐩𝐫𝐨𝐛𝐚(𝒇𝐩𝐫𝐢𝐦(𝐱))

  

2: if  𝐲̂𝟏 ∈ 𝓛 𝐚𝐧𝐝 𝒑𝐦𝐚𝐱 < 𝜽 then  

3:   𝒛 ← 𝒇𝐬𝐩𝐞𝐜(𝝓(𝒙))  

4:   return 𝒛  
5: else  
6:   return 𝐲̂𝟏 

3.5 Evaluation Metrics 

To ensure reliable assessment under imbalance, metrics beyond accuracy were em-

ployed. 

Matthews Correlation Coefficient (MCC) provides a balanced measure for multi-

class imbalanced problems and is defined in Equation (7): 

                                            MCC =
c ∑ ∑ ∑ ϵ𝑘𝑙𝑚𝑚𝑙𝑘 − ∑ ∑ 𝛼𝑘𝛽𝑙𝑙𝑘

√(𝑐2 − ∑ α𝑘
2

𝑘 ) (𝑐2 − ∑ 𝛽𝑙
2

𝑙 )
                                    (7) 

Geometric Mean (G-Mean) evaluates the balance between sensitivity and specificity: 

                       G − Mean = √Sensitivity ×  Specificity  = √Recall × TNR               (8) 

Cohen’s Kappa ((\kappa)) corrects observed agreement for chance effects and is com-

puted as: 

                                                                   𝜅 =
𝑃o − 𝑃e

1 − 𝑃e

                                                             (9) 
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4 Experiments and Results 

This section evaluates the proposed Conf-Gate XGBoost-RF model against multiple 

baselines under severe class imbalance. The analysis proceeds from baseline perfor-

mance to rare-class behavior, threshold sensitivity, ablation studies, comparison with 

state-of-the-art methods, and operational viability under simulated real-time traffic. 

4.1 Baseline Model Performance 

To establish a competitive reference, six baseline models were evaluated, including 

single classifiers (XGBoost and Random Forest) and cascade variants incorporating 

oversampling and generative augmentation. Table 2 summarizes their overall accuracy, 

weighted F1-score, computational cost, and model size, providing insight into both de-

tection performance and operational overhead. 

Table 2: Comparative Performance of Baseline Models on the Test Set. 

Model Accu-
racy 

F1-Score 
(Weighted

) 

MCC Train-
ing 

Time 
(s) 

Inference 
Time 

(ms/sam-
ple) 

Mode
l Size 
(MB) 

B1: XGB-
GAN 

0.993
3 

0.9931 0.992
6 

1887.6
6 

0.0003 27.04 

B2: XGB-
CTGAN 

0.993
3 

0.9931 0.992
6 

3197.9
4 

0.0004 27.04 

B3: XGB-
RF-
SMOTE 

0.993
3 

0.9932 0.992
6 

4279.7
8 

0.0004 27.86 

 

As shown in Table 2, all baseline models achieve high global performance, with 

accuracy exceeding 99 percent and weighted F1-scores near 0.993. However, such ag-

gregate metrics are dominated by majority classes and can mask deficiencies in detect-

ing rare but critical attacks. To expose this limitation, minority-class behavior was ex-

amined directly. Figure 3 illustrates the recall achieved by baseline models on selected 

low-volume, high-impact attack categories, which are particularly relevant for opera-

tional security. 
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Figure 3: Recall Performance of Baseline Models on Critical Minority Classes. 

4.2 Performance of the Proposed Conf-Gate Model 

The overall effectiveness of the proposed Conf-Gate model is summarized in Table 

3, which compares it with a strong single-model baseline and the state-of-the-art MTL-

WAgate framework. 

Table 3: Overall Performance Comparison. 

Model Accu-
racy 

Precision 
(Weighted) 

Recall 
(Weighted) 

F1-Score 
(Weighted) 

MCC 

MTL-
WAgate 
[12] 

0.9827 0.9885 0.9802 0.9843 - 

Conf-
Gate Hy-
brid  

0.9932 0.9930 0.9932 0.9931 0.9925 

As shown in Table 4, Conf-Gate achieves 99.32% accuracy and a weighted F1-score 

of 0.9931. More importantly, its Macro F1-score of 0.80 substantially exceeds that of 

the baselines, indicating a more balanced performance across majority and minority 

classes. 

4.3 Rare-Class Sensitivity and Failure Analysis 

To examine minority-class behavior in detail, Figure 4 presents confusion matri-

ces for two challenging low-volume attacks, SqlInjection and CommandInjection. 

These classes are known to exhibit high false-negative rates in high-speed network traf-

fic. 

 
                         (a) SqlInjection                             (b) CommandInjection 

Figure 4: Confusion Matrices for Selected Rare Classes 
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As shown in Figure 4, standard oversampling-based XGBoost models frequently 

misclassify these attacks as benign due to class dominance. In contrast, Conf-Gate re-

routes low-confidence samples to a Random Forest specialist, reducing false negatives 

for CommandInjection by over 30%. A similar pattern is observed for SqlInjection, 

where strong diagonal concentration indicates reliable detection despite extremely low 

prevalence. These improvements are operationally significant because such attacks di-

rectly threaten confidentiality and integrity in 5G core networks. 

4.4 Threshold Sensitivity Analysis 

A key parameter of the Conf-Gate architecture is the confidence threshold θ, which 

governs sample routing. Figure 5 illustrates the relationship between Macro F1-score 

and inference latency as θ varies from 0.50 to 0.95. 

 
Figure 5: Threshold Sensitivity Analysis. 

As shown in Figure 5, low threshold values route too few samples to the specialist, 

reducing rare-class recall, while very high threshold values cause unnecessary specialist 

invocation and increased latency. The selected value θ = 0.75 represents an optimal 

balance between sensitivity and throughput. 

4.5 Ablation Study 

To isolate the contribution of the confidence-gating mechanism, the proposed model 

was compared with an ungated variant that reprocesses all low-volume predictions. Ta-

ble 4 reports recall for selected minority classes with and without the gate. 

Table 4: Ablation Study on Key Minority Class Recall. 

Attack Class Recall (With-
out Gate) 

Recall (With 
Conf-Gate) 

Improve-
ment 

CommandInjection 0.29 0.39 +34.5% 
Dictiona-
ryBruteForce 

0.47 0.37 -21.3% 

SqlInjection 0.36 0.34 -5.6% 
Uploading_Attack 0.19 0.25 +31.6% 
XSS 0.35 0.45 +28.6% 

The results show substantial gains for CommandInjection (34.5%), Uploading_At-

tack (31.6%), and XSS (28.6%). These improvements confirm that selectively routing 
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only uncertain samples, approximately 6.8% of the test data, is more effective than 

uniform reprocessing. 

4.6 Comparison with State-of-the-Art and Operational Viability 

The Conf-Gate model was benchmarked against the MTL-WAgate framework. Fig-

ure 6 compares per-class recall, while Figure 7 contrasts precision, ensuring that im-

proved sensitivity does not increase false alarms. 

 
Figure 6: Per-Class Recall Score Comparison against MTL-WAgate [12]. 

 
Figure 7: Per-Class Precision Score Comparison against MTL-WAgate [12]. 

As shown in Figures 6 and 7, Conf-Gate achieves substantially higher recall for high-

stakes attacks such as CommandInjection, with a recall of 0.94 compared to 0.14, while 

maintaining superior precision. 

Finally, to evaluate deployment feasibility, a continuous traffic stream of 100,000 

samples with bursty attacks was simulated. The observed average end-to-end latency 

was 0.87 ms per sample. This remains within the sub-millisecond tolerance required 

for 5G eMTC control signaling. These results confirm that confidence gating decouples 

model complexity from average latency, enabling robust anomaly detection without 

introducing network bottlenecks. 

5 Conclusion and Future Work 

This study addressed the challenge of severe class imbalance in Network Anomaly 

Detection Systems for 5G-enabled eMTC IoT networks. Although 5G eMTC enables 

massive connectivity and efficient industrial automation, it also creates a large attack 
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surface where low-volume but high-impact attacks are easily obscured by dominant 

benign traffic. 

To mitigate this problem, we proposed Conf-Gate XGBoost-RF, a confidence-gated 

hybrid detection architecture that departs from traditional static ensemble designs. By 

introducing a confidence-based gating mechanism 𝐺(𝑥), the framework decouples the 

computational cost of inference from the complexity required to detect rare attacks. 

Experimental evaluation on the CICIoT2023 dataset confirms that this design achieves 

a balanced trade-off between detection sensitivity and operational efficiency. 

Specifically, the proposed model improves recall for critical rare attacks such as 

CommandInjection by more than 34% compared to baseline ensemble methods, effec-

tively restoring visibility to high-risk threats. At the same time, the average inference 

latency of 0.87 ms remains within the timing constraints of eMTC control signaling, 

demonstrating that enhanced security can be achieved without degrading network 

throughput. In addition, the hierarchical attack taxonomy and the use of a Random For-

est specialist provide interpretable decisions that support network diagnostics and fo-

rensic analysis. 

From a practical perspective, the proposed framework enables network operators to 

move beyond alert-driven monitoring toward actionable threat intelligence. High-pre-

cision identification of attack families, such as distinguishing SQL Injection from be-

nign web traffic, supports automated and policy-driven mitigation at the network edge. 

Future work will extend this study in two main directions. First, the Conf-Gate archi-

tecture will be validated on physical edge hardware to quantify energy consumption, 

which is critical for battery-powered eMTC devices. Second, adaptive thresholding 

strategies will be explored in which the confidence threshold 𝜃is adjusted dynamically 

in response to concept drift, ensuring sustained robustness against evolving zero-day 

attack patterns. 
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