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ABSTRACT

Aim: The research aims to create a new hate-speech detection model by utilizing a
hybridized method that captures complex contextual linkages within textual data. Hate
speech remains a threat to the peaceful coexistence of humans in societies especially via
open social networks in this current age, presenting grave obstacles to online safety, and
promoting inclusive environments.

Methods: This is achieved by combining the advantages of bidirectional encoder rep-
resentations from transformers (BERTs) attention processes with a context analyzer.
Careful data augmentation was carried out utilizing back translation, which is made pos-
sible by the deep-translator library, enhancing the dataset’s diversity and quantity to
guarantee a comprehensive and reliable dataset.

Results: The training of the frozen BERT layer out of the two layers of the model pro-
duced a total accuracy of 0.99 on the 20th epoch by identifying the multi-labeled classes
of hate speech using the Adam optimizer and softmax. Promising performance is shown
by the trained model’s assessment metrics, which include a macro precision of 0.79875,
a macro recall of 0.71587, and a macro F1-score of 0.74825.

Conclusion: By utilizing the hybridized BERT model, damaging information can be under-
stood holistically as it can identify not only explicit hate speech but also subtle sensitivi-
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ties and underlying meanings.

Introduction

In common parlance, “hate speech” is derogatory
rhetoric directed towards a group or an individ-
ual because of basic traits such as gender, race, or
religion, which has the potential to cause social
instability. According to Jahan and Oussalah [1],
this definition lacks legal conclusiveness and goes
beyond the parameters of “incitement to discrimi-
nation, hostility, or violence,” as defined by interna-
tional human rights standards. Profane or abusive
speech with the intention of humiliating and target-
ing individuals, a specific community, or groups of
people is called Hate [2]. In this era of digital com-
munications, hatred data is not only in social media
comments and posts or text messages but also in

voice messages and videos. Content like this causes
cyberbullying, rioting, fraud, loss of respect, and
even murder [3]. The lack of proper moderation
provides freedom for users to perform cyberbul-
lying or other forms of attacks. The dissemination
of hate speech becomes very common in this sce-
nario since anybody with an Internet connection
can become a disseminating agent [4]. Hate speech
can appear in a variety of offline and online formats,
such as pictures, cartoons, memes, real or imaginary
items, gestures, and symbols. It is considered to be
“pejorative” or “discriminatory,” exhibiting bias,
prejudice, or intolerance, and is frequently aimed
towards particular people or groups. The study of
Mollas et al. [5], stated that hate speech centers on
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the real or perceived “identity factors” of people or
groups, which include, but are not limited to, lan-
guage, economic or social background, ethnicity,
nationality, race, color, descent, gender, disability,
health status, or sexual orientation. To address this
pressing issue, some technological solutions such
as artificial intelligence (Al) have been employed.

There have been growing interest in using Al
and natural language processing (NLP) to address
social and ethical issues. To mention the latest
trends on Al for social good, where the emphasis
is on developing applications to maximize “good”
social impacts while minimizing the likelihood
of harm and disparagement to those belonging to
vulnerable categories [6]. Al, which includes sub-
fields like machine learning and deep learning, is
the application of computer science to problems by
integrating large datasets. The creation of expert
systems for predictions or classifications based on
incoming data is a component of these subfields.
Diverse levels of attention have been paid to Al
development, with OpenAl’s ChatGPT marking an
important turning point. Previous breakthroughs
focused on computer vision, but this one is in NLP.
Beyond language, generative models have proven to
be adept in comprehending photographs, software
code, chemical structures, and a variety of other
data kinds. This change represents Al's ongoing
development.

On the other hand, machine learning, a branch of
computer science and Al, uses data and algorithms
to gradually improve accuracy in an effort to mimic
human learning processes. The history of machine
learning has been greatly influenced by an IBM
researcher; Arthur Samuel, who is credited with
coining the term during his work on checkers [7].
The emergence of machine learning-based models
has been spurred by technological developments.
The significant increases in processing power and
storage capacity throughout the years have pro-
pelled this advancement.

Furthermore, in data science, machine learn-
ing is essential. Through data mining, algorithms
trained with statistical techniques are used for clas-
sification, prediction, and insight extraction. These
insights support business expansion and well-in-
formed decision-making, especially in light of the
growing amounts of big data. Consequently, some
other robust (deep) learning models are promis-
ing to effectively learn from huge volumes of data
such as the social data in all open social networks.
Bidirectional encoder representations from trans-
formers (BERT), attention mechanism, and long
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short-term memory networks (LSTM) are some
of the models that are promising. Therefore, this
research is motivated to employ the hybrid of BERT-
Attention and Context Analyzer in order to detect
hate speech in textual content. This is because
BERT learns multiple attentions concurrently at the
same time. The remaining sections of this paper are
organized as follows: section 2 gives an account of
the existing related literature to the subject mat-
ter, while the methodology and methods employed
were accounted for by section 3, section 4 discusses
the results obtained, and finally the conclusion
section.

Related Works

Based on research on Twitter abuse of Black peo-
ple conducted by Kwok and Wang [8], the need
for better classification algorithms was brought to
light by the inadequacy of the bag-of-words method
used to correctly classify anti-black tweets. They
were able to get an average accuracy of 76% and an
average error rate of 24% by applying the 10-fold
cross-validation process. Nevertheless, they ignore
factors like text sentiment in favor of a categori-
zation scheme that just considers unigrams. As an
illustration, their research showed that deroga-
tory terms like “black,” “white,” and “filthy” are fre-
quently employed in hate speech directed. On the
other hand, these expressions might not always
imply racism when given out of context. Bigrams
are not taken into account by their classifier when
capturing word connections; therefore, tweets that
contain these terms can be incorrectly categorized
as racist, which could lower overall accuracy.

Davidson et al. [9] studied the issue of offensive
language and automated hate speech detection.
The top-performing model has a high F1 score
(0.90), recall (0.90), and overall precision (0.91).
Nonetheless, it was found that the precision and
recall scores for the hate class were 0.44 and 0.61,
respectively; indicating that around 40% of hate
speech is incorrectly labeled. The machine is more
likely than human coders to classify tweets as less
nasty or insulting because the majority of misclas-
sifications happen on the upper side of this matrix.
A smaller proportion of tweets are falsely tagged
as more offensive or hateful than they actually are;
roughly 5% of hostile tweets and 2% of innocuous
tweets are mistakenly classed as hate speech. Thus,
a more hybridized approach would improve the
results.
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Poletto, etal. [10] carried out a methodical exam-
ination of benchmark corpora and resources for the
purpose of identifying hate speech. An increasing
amount of materials and benchmark corpora for
many languages have been available since 2016,
indicating a growing interest in the identification of
hate speech and abusive language on social media.
However, due to specific target characteristics, cat-
egorization needs, and potential biases in data col-
lection, this profession faces challenges. Although
earlier studies called for a common methodology
and benchmarking materials, significant progress
has been made in creating diverse benchmark data-
sets for the identification of abusive language. It is
a promising research direction to address the sta-
bility and performance of detection models across
languages and domains. Moreover, a common tax-
onomy is needed to link numerous similar ideas.
Biases in the creation and annotation of corpora, like
racial biases, are extremely concerning and require
attention. As fine-grained annotations become
more common in benchmark corpora, error analy-
sis especially in shared tasks can provide insights
about dataset quality and annotation systems. The
literature equally echoed the need for data augmen-
tation in order to avoid errors in results.

The study of Kovacs, et al. [11] aims to tackle the
challenges of hate speech identification in Social
Media, the model was applied to the HASOC2019
corpus data, and they were successful in achieving
a macro Flscore of 0.63 in hate speech identifica-
tion on the HASOC test set. The ability of DNNs to
train efficiently is linked to an increased danger of
overfitting, though. Particularly in situations with
limited training data (e.g.,, HASOC). They examined
the impact of adding more data, both labeled and
unlabeled, on the task of automatically recognizing
hateful and offensive speech, using the HASOC 2019
challenge as an example. The state-of-the-art results
at the time of submission by utilizing a variety of
traditional machine learning techniques in addi-
tion to many deep learning models that included
RoBERTa and FastText were reported. Hence, this
motivated the research to exploit the capability of
the BERT model where the attention mechanism is
incorporated.

Annotating a Danish dataset of user-generated
comments from Facebook and Reddit to capture
different kinds and targets of offensive language is
done in light of Sigurbergsson and Derczynski [12]
study on the detection of hate speech and offensive
language in Danish. They created four automatic
categorization algorithms, and they were made to
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function in both Danish and English. The macro-av-
eraged F1 scores of the best-performing system are
0.70 for Danish and 0.74 for the offensive language
in English. When determining whether an offensive
post is targeted, the best-performing system for
Danish achieves a macro-averaged F1-score of 0.73,
whereas the best system for English earns a mac-
ro-averaged F1-score of 0.62. In summary, the best
algorithms for Danish and English identify the tar-
get type in a targeted offensive post with macro-av-
eraged F1 scores of 0.63 and 0.56, respectively. A
better result is envisaged when the hybridized
strategy is deployed.

Xia, et al. [13] aim to decrease racial bias in hate
speech identification served as inspiration for their
adversarial objective, which they employed to stop
the model from encoding information on the pro-
tected attribute. Adversarial training is well known
for its ability to change models to gain representa-
tions that are insensitive to undesirable features,
such as subjects and demographics, even though it
seldom totally disentangles traits. Their macro-av-
erage F1 score was 76.05. They also obtained a
macro-average accuracy of 90.68. For hate speech,
there was a false positive rate of 2.60, and for offen-
sive language, 17.69. Similarly, the work of Mosca,
et al. [14] carried out a study to understand and
interpret the impact of user context in hate speech
detection. To capture the variations in their behav-
ior, they standardized and streamlined their text
processing. As an alternative, the second model
makes use of information from three sources: the
content of the tweet, the network of followers, and
the user’s vocabulary. The initial input is the same
as that which is fed into the text models. The second
pulls every tweet from the dataset in an attempt to
replicate the author’s general writing style. They
illustrated how user features affect the model’s
judgment, and how they affect the feature space the
model has learned using explain-ability techniques.

This research explores the potential of applying
domain-specific word embedding in a Bidirectional
LSTM-based deep model for automated hate speech
detection and classification, building on the work
of Saleh, et al. [15] on hate speech detection using
BERT and hate speech word embedding with deep
model. The problem of binary classification in hate
speech and how to approach it with the transfer
learning language model (BERT) was also looked
into. Based on a balanced combination of existing
hate speech datasets, the research discovered that
a 93% F1-score was obtained using domain-spe-
cific word embedding using the Bidirectional
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LSTM-based deep model, and up to 96% with BERT.
The attention mechanism being integrated with
BERT would offer a better result.

Mathew, et al. [16] used state-of-the-art models
to analyze HateXplain, they found that even mod-
els that perform exceptionally well in classification
do not score highly on explain ability measures like
faithfulness and model plausibility. Additionally,
it was found that human reasoning-trained mod-
els perform better than other algorithms when it
comes to minimizing inadvertent bias against target
populations. HateXplain with attention has a macro
F1 score of 0.687 and an accuracy of 0.698 in BERT.
BiRNN-HateXplain with attention obtained a 0.629
macro accuracy and 0.629 F1 score. With a macro
accuracy of 0.627 and an F1 score of 0.606, CNN-
GRU lime-based performed well. Similarly, in line
with the strength of the deep learning approach,
Roy, etal.[17] designed an automated approach that
uses a deep convolutional neural network (DCNN)
to identify hate speech. The proposed DCNN model
uses the GloVe embedding vector and a convolution
operation to extract semantic content from tweets.
The best-projected recall values for HS and NHS
were 0.88 and 0.99, respectively, with F1 Score and
Precision of 0.97 and 0.92, using the recommended
DCNN model and 10-fold cross-validation.

Mullah and Zainon [18] aim to utilize machine
learning models for the advancements of social
media hate speech identification. The datasets used
in this study were obtained from IEEE Explore,
ACM, ScienceDirect, University Sains Malaysia,
and Scopus. The search retrieval process using
keywords or phrases identified all profanity, hate
speech, violent and abusive remarks, cyberbullying,
and poisonous remarks on social media. Accuracy
is not always the best option in diverse and unbal-
anced datasets; additional evaluation factors may
be utilized instead. The recall was 0.80, the accu-
racy was 0.67, and the F-measure was 0.72.

The study of MacAvaney, et al. [19] assessed the
effectiveness of the proposed system and other hate
speech detection methods using a variety of hate
speech datasets, The researchers recommended
using a multi-view SVM model for hate speech clas-
sification. A multiple-view stacked support vector
machine (mSVM) was used to train the model using
the Stormfront, TRAC (Facebook), HatebaseTwitter,
and HatEval datasets. Only two of the models they
recommended were actually employed. It obtained
an accuracy of 0.8033 and a macro F1 score of
0.8031 on mSVM for stormfront. It obtained an
accuracy of 0.6121 on TRAC and a macro F1 score
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of 0.5368 on mSVM. More so, based on the research
conducted by Gomez, et al. [20] on exploring hate
speech detection in multimodal publications, all
photos were resized to 500 pixels at their small-
est size. Using online data augmentation, 299 x
299 patches are randomly cropped and mirrored
during training. Using a CNN as the image features
extractor and an Imagenet pre-trained Google
Inception v3 architecture, they trained a single
layer LSTM with a 150-dimensional hidden state to
categorize hate/not-hate messages or tweets. Next,
the text image was subjected to the Google Vision
API Text Detection module. Several models were
trained in this investigation; however, the Feature
Concatenation Model performed exceptionally well
for image text, tweet text, and photos, achieving an
accuracy of 68.4 and an F1 score of 0.704. Similar
to this, the Spatial Concatenation Model performed
admirably, obtaining an accuracy of 68.5 and an
F1 score of 0.702. Therefore, this research aims
to uniquely hybridize the strength of both BERT
with attention mechanism and context analyzer
to enable a robust mechanism of detecting hate
speech in textual form.

The Methodology: Hybridization Approach of
BERT-Attention and Context Analyzer

Hybridization methodology often comes with a
unique strategy and offers a robust result in many
cases. Drawing from this fact, the hybridization
approach is considered in this research. This is by
bringing the mechanism of BERT-Attention with the
context analyzer in detecting hate speech. Figure 1
presents the conceptual framework of the entire
process to realize the detective model.

On the aspect of the data augmentation pro-
cess, generally speaking, data augmentation in NLP
enhances model performance and generalization
by creating diverse training examples. Back trans-
lation is a key technique of data augmentation that
this research has employed. This is because in a
situation where a sentence is translated to a target
language and then back to the source language, gen-
erating paraphrases that retain the original mean-
ing but vary in structure and word choice. Hence,
the choice of a deep-translator library becomes
inevitable and ideal for this task due to the follow-
ing reasons. It supports multiple translation APIs,
and the library offers an intuitive interface for
performing translations. More importantly, prac-
titioners can effortlessly incorporate back transla-
tion into their data pipelines, thus enhancing model
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Figure 1. Conceptual framework of the proposed hate-speech detector model.

robustness and decreasing overfitting through
augmented and diverse training data when the
deep translator is used. The deep_translate module
is used to enhance the dataset with translations
using the Google translation API after it has been
loaded. An enhanced dataset with more linguistic
diversity is produced by carefully translating the
dataset’s remark column into French and then back
to English. Then, before being utilized to create a
BERT-based machine learning model architecture,
the enriched data is tokenized and preprocessed.
This architecture is then trained on the enhanced
dataset to distinguish hate speech patterns and
linguistic nuances. After training, the model is
examined to measure its efficacy in hate speech
identification, producing comprehensive metrics.
The revised model aims to demonstrate a better
ability to identify complex linguistic structures,
making it more effective in detecting hate speech in
a variety of linguistic contexts.

Figure 1 shows the Hate Speech Detector’s con-
ceptual layout. The design outlines a numbers of
elements and how they work together; including the
categorization layer, BERT-Attention Mechanism,
Embedding Layer, moderator, and user interface.

The user evaluates and verifies the efficacy of
the model by executing actions based on the spe-
cific kind of hate speech identified, either through
tools or algorithms. Back translation was added
to the dataset, which is the process of translating
a sentence from one language to another and back
again. Back translation may result in changes to
the translated content because different languages
have different linguistic meanings, grammar, and
word choices. This procedure aids in producing
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new sentences that are both distinct and somewhat
similar. The dataset contains the texts as well as the
labels that correspond with them. The classifica-
tions encompass seven distinct categories of hate
speech, with differing degrees of hate speech repre-
sented in the text. Preparing unprocessed text input
for use in NLP tasks involves cleaning and modify-
ing it.

The architecture leverages on the powerful con-
textual embeddings generated by BERT and fine-
tunes them with additional layers for the specific
classification task. By freezing the BERT layer, the
model maintains the rich language understand-
ing from pre-training while focusing on learning
task-specific patterns from the training data. To be
specific, the role of each component of the architec-
ture are detailed as follows:

i. Text and label extraction: this can be described
as an embedding extraction. The BERT
encoder processes input sentences and gen-
erates embeddings for each token. Typically,
the embedding of the [CLS] token (which
represents the entire sentence) is used as
the sentence representation. This fixed-size
embedding captures the meaning and context
of the input text, making it suitable for down-
stream tasks.

ii. BERT encoder layer (Frozen): At the core of the
model is a pre-trained BERT layer, which serves
as the feature extractor. This layer is kept frozen
during training, meaning its weights are not
updated. The BERT layer’s primary function is
to transform input text into high-dimensional
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embeddings that capture contextual informa-
tion and semantic nuances.

iii. Dense layer: Following the BERT encoder, a
fully connected (dense) layer is added to fur-
ther process the extracted embeddings. This
layer applies a linear transformation to the
embeddings, which can help in refining the
features for the specific classification task. The
dense layer often includes an activation func-
tion, such as ReLU (Rectified Linear Unit), to
introduce non-linearity and enhance the mod-
el’s expressive power.

iv. Dropout layer: To prevent overfitting and
improve generalization, a dropout layer is
incorporated after the dense layer. Dropout
randomly sets a fraction of the input units to
zero during each forward pass, which helps the
model become more robust by preventing reli-
ance on specific neurons.

v. Output layer: The final component is a softmax
output layer tailored for multi-class classifi-
cation. This layer outputs a probability distri-
bution over the predefined classes, with each
value representing the likelihood of the input
belonging to a particular class. The number of
neurons in this layer corresponds to the num-
ber of target classes in the classification task.

There are several steps involved: by consider-
ing words in different cases as the same thing (e.g.,
“Word” and “word”), lowercase text encourages
uniformity. Deleting any extraneous symbols and
punctuation.

Removing numbers: If a number is unnecessary,
it may be removed in order to make text analysis
simpler.

Managing contractions: Depending on the
assignment, this phase may vary, however words
like “can’t” can be expanded for uniformity.

Removing stop expressions: Take off terms like
“and,” “the,” and so on to highlight words that are
more important. Lemmatization and stemming
are two methods that reduce words to their most
fundamental or root forms. For example, “running”
becomes “run”. Lemmatization ensures the validity
of the words.

The tokenization step, which comes next,
splits text into smaller pieces known as tokens.
Depending on the assignment, tokens can be words,
phrases, sub words, or characters. Since it enables
representation as numerical vectors (word embed-
ding), which may be fed into machine learning algo-
rithms or neural networks, it is crucial for many
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NLP activities. In order for the neural network
to learn complicated patterns, add non-linearity,
decrease dimensionality, and map the learned fea-
tures to the particular classes in your multi-class
classification problem, dense layers are necessary.
They are essential in turning the meaningless rep-
resentations from the previous layers into accurate
forecasts.

In addition, for multi-class classification appli-
cations, the categorical cross-entropy loss function
is used in the model’s construction. The model is
trained using the Adam optimizer, and the perfor-
mance of the model is evaluated using the accuracy
metric. The sequential actions of the model are
shown in Figure 2.

The sequence diagram shows how information
moves between the various modules and parts of
the system, from an unprocessed text input to the
development of a machine-learning model that is
trained and stored in a file for later use. Each mod-
ule is crucial to the processing and manipulation
of data, which eventually results in the creation of
a neural network model that is successful in text
classification.

a. User: Identifies the user engaging with the
system.

b. Data processing (DP): Handles data-related
tasks like loading, preprocessing, and aug-
mentation. Receives user requests to load and
preprocess data.

c. Model creation (MC): Creates and defines the
machine learning model architecture.

d. Training (T): Utilize preprocessed data for
model construction training. After the model
creation stage, activation takes place. Table 1
shows the algorithm of the proposed model.

Lastly, specific metrics were chosen to com-
prehensively evaluate the model’s performance
due to the nature of the classification task and
the need for a nuanced understanding of how
well the model distinguishes between classes.
Choosing the recall, precision, and f1-score met-
rics together provides a comprehensive evalua-
tion of the model’s performance. While accuracy
gives a general overview, precision, recall, and
F1-score offer insights into the model’s behavior
in more detail, particularly in handling false pos-
itives and false negatives. This holistic approach
ensures a well-rounded understanding of the
model’s strengths and weaknesses.
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Figure 2. Sequence diagram of the proposed model.

Table 1. Algorithm of the proposed model.

Input: load Hate Speech Dataset
Output: macro precision, macro recall, macro f1-score

Parameters: Hate Speech Dataset (t), data augmentation (da), ResNet (r_A), tokenization using BERT(tBERT), EfficientNet (e_A),
Custom Optimized CNN (c_A), macro precision (mp), macro recall (mr), macro f1- score (mf), deep-translator lib (I), augmented

dataset (t_a), clean dataset (c_d)

Procedure:

Input t

t _a = back translation (t) using |
c_d=Preprocesst_a

Tokenize (c_d )

// data augmentation

Trains model
Evaluates(results)
Returns (mp, mr, mf))

O N AWN R

// tokenize the preprocessed text using tBERT
r_A (output of line 4); e_A (output of line 4); c_A (output of line 4) // Invoke model’s Architectures

// results of the architectures performances

Results and Discussion

Python is the programming language used to put
the recommended approach into practice. Because of
its vast ecosystem and numerous advantages, Python
is the ideal language for NLP and machine learning
applications. Itsbroad library support which includes
TensorFlow, PyTorch, NLTK, and spaCy offers vital
resources for creating intricate models and handling
text data quickly. Python’s readability and ease of use
make it simple to write and comprehend code, which
is crucial for complicated jobs.

The dataset used for system development and
evaluation of the proposed system was obtained
from ‘ETHOS’ (multi-label hate speech detection
dataset), a textual dataset with two variants: binary
and multi-label, based on YouTube and Reddit
comments validated using the Figure. Eight crowd-
sourcing platform. The sample of unaugumented
dataset is shown in Figure 3.
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All of the dataset’s attributes were displayed in
the first and last four rows of the full dataset. A cer-
tain amount of various hate speech is assigned to
each comment. Figure 4 shows the data augmenta-
tion process.

Using the deep_translate module, which lever-
ages the Google translation API, the comment
column was translated methodically during the
project’s phase. Every remark was carefully exam-
ined and accurately translated into French. The
delay time between translations was set at 1 sec-
ond in order to guarantee effective API consump-
tion and prevent overloading the service. After that,
every comment was translated into English once
more, producing an extensive augmented dataset.

The goal of this augmentation process is to
expose the model to a wide range of linguistic sub-
tleties and technical terminology in addition to
growing the dataset size. This varied dataset was

https://www.wisdomgale.com/jcsi
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In [ ]:|df

Out[123]: comment violence directed_vs_generalized  gender race national_origin disability religion sexual_orientation
0 Youshould know women's sports are a joke 0.000000 0.000000 1.000000 0.000000 0.000000 0.000000 0.000000 0.000000
1 You look fike Slotn witn dee”:;l?d"rﬂ’r:g 0.000000 0833333 0.000000 0.000000 0.000000 1.000000 0.000000 0.000000
2 You look like Russian and speak like Indian. B... 1.000000 0500000 0.142857 0.142857 0714265 0.000000 0.000000 0.000000
3 Women deserve to be abused, | guess. 0.666667 0.166667 1.000000 0.000000 0.000000  0.000000 0.000000 0.000000
4 U THED TN eI ST c"oaot’;ﬁfg‘:”d 0.000000 0.000000 1.000000 0000000 0.000000  0.000000 0.000000 0.000000
48 @llpeokaieduplcense 033;59 0.000000 0.000000 0571429 0.000000 0.000000  0.000000 0.000000 0571429
429 Actualy THISWEIRD PEOPLE are HATRmﬁ” 0.000000 1.000000 0.000000 0.000000 0333333 0.666667 0.000000 0.000000
430 ABUDABIABADU BABAHAMUD! See? Im 4 55009 0.000000 D.000DOD 0.285714 0.000000 0.000000 0857143 0.000000
431 a homa? so you fuck your brother i”STE"‘fo”f 0.000000 0.666667 0.000000 0000000 0.000000  0.000000 0.000000 1.000000
432 (((They)]) will be chased out of every white ¢... 0.333333 0.000000 0.000000 0.566667 0.000000 0.000000 0.333333 0.000000

433 rows x 9 columns

Figure 3. Sample of unaugmented dataset.

from deep_translator import GoogleTranslator
import time

# Function to perform back translation on the 'comment’ column and m
def perform_back_translation_with_labels(dataframe, target language=
augmented_data = []

for index, row in dataframe.iterrows():
text = row[ ' comment’]
original_labels = row.drop('comment’).tolist()

# Extract ar

# Translate to target Language
translated = GoogleTranslator(source="auto', target=target_l

# Introduce a delay between requests
time.sleep(delay)

# Translate back to original Language

gintain Labels
‘fr', delay=1):

iginal Labels

anguage).translate(text)

back_translated = GoogleTranslator(source=target_language, target="en').translate(translated)
# Append original and back-translated comments and their respective Llabels to augmented data
augmented_data.append({ ' comment’: text, **dict(zip(dataframe.columns[1:], original_labels))})
augmented_data.append({ comment’: back_translated, **dict(zip(dataframe.columns[1:], original_ labels))})

return pd.DataFrame(augmented_data)

# Perform back translation on the ‘comment’ column and maintain Labels

# Using delay=1 second between requests
augmented_df = perform_back_translation_with_labels(df, delay=1)

Figure 4. Data augmentation process.

included with the intention of strengthening the i.
model’s comprehension of minute linguistic details ii.
and facilitating its acquisition of related linguistic iii.
constructs, thereby enhancing its capacity to iden- iv.
tify hate speech. Figure 5 shows a snippet of the V.
augmented dataset. vi.

Owing from the augmented dataset obtained vii.
as shown in Figure 5, there is a need to develop viii.
an algorithm that would be able to perform label ix.
extraction, and at the same time, normalize the data. X.
Thus, the following algorithm was implemented. Xi.

https://www.wisdomgale.com/jcsi

String labels = [property]
Text = augmented_df[‘comment’]
Label_df = augmented_dflabels]
Def transform_labels(records)
Max = record.argmax():
For 1, vin records.item();
If 1 !=record.index[_max];
Record[1] =0
Else:
Record[1]
Return record

1
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In [8]: augmented_df.head(28)

Out[8]: comment violence directed_vs_generalized gender race national_origin disability religion sexual_orientation
0 You should know women's sports are a joke  0.000000 0.000000 1.000000 0.000000 0.000000 0o 0.0 0.000000
1 You should know that women's sports are a joke  0.000000 0.000000 1.000000 0.000000 0.000000 00 0.0 0.000000
2 Youlook like Sloth with deeper Down's syndrome  0.000000 0.833333 0.000000 0.000000 0.000000 10 0.0 0.000000
3 You look like Sloth with deeper Down syndrome  0.000000 0.833333 0.000000 0.000000 0.000000 10 0.0 0.000000
4 Youlook like Russian and speak ike Indian B 1.000000 0500000 0142857 0142857 0714286 0o 00 0000000
5 Youlook like a Russian and speak like an Indi_ 1000000 0500000 0142857 0142857 0714286 0o 00 0000000
[ Women deserve to be abused, | guess 0 666667 0166667 1.000000 0000000 0.000000 0o 00 0000000
7 Women deserve to be mistreated, | quess 0 666667 0166667 1.000000 0000000 0000000 0o 00 0000000
g WA IEE L DE YR ‘:°°kid”g 0.000000 0.000000 1.000000 0.000000 0.000000 0.0 00 0.000000
g \Women are made to make babies and cook diner g 5q0pq 0.000000 1.000000 0.000000 0.000000 0.0 00 0.000000
10 why haven't you faggots taken the bi-pill yet 0.500000 0.500000 0.000000 0.000000 0.000000 0o 0.0 1.000000
1 why haven't you fags taken the bi-pill yet? 0.500000 0.500000 0.000000 0.000000 0.000000 0o 0.0 1.000000
12 Why don't you go beck your god to murder you? ... 0.833333 0.500000 0.000000 0.000000 0.000000 0o 1.0 0.000000
13 Why don't you go ask your god to murder you? C... 0.833333 0.500000 0.000000 0.000000 0.000000 0o 1.0 0.000000
14 why does that african american monkey hold gun... 0.000000 0.500000 0.000000 1.000000 0.000000 0o 0.0 0.000000
15 Why is this African American monkey holding a ... 0.000000 0.500000 0.000000 1.000000 0.000000 0o 0.0 0.000000
16 Why does Bulgaria exist as a country? It's one... 0.000000 0.500000 0.000000 0.000000 0.428571 0o 0.0 0.571429
17 Why does Bulgaria exist as a country? He's one... 0.000000 0.500000 0.000000 0.000000 0.428571 0o 0.0 0.571429

Why do negroes tear down their own
12 neighborhoo, . 0250000 0.000000 0.000000 1.000000 0.000000 0o 0.0 0.000000

Why do Megroes destroy their own
19 neghborhaods | 0230000 0.000000 0.000000 1.000000 0.000000 0o 0.0 0.000000

Figure 5. Augmented dataset.
In [27]: 1 _tmp
violence gender race national_origin disability religion sexual_orientation
866 rows = 7 columns

Figure 6. Sample of normalized dataset.

From the algorithm, lines 1-3, depict the Afterward, the labels were taken out and placed in

extraction of the label using a general variable prop-  a variable named “label,” a program was created to
erty as argument. The values of it include gender, normalize the dataset and turn it into a multiclass
violence, disability, religion, national, and the likes.  binary classification dataset. The argmax function
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was then used to turn the dataset into binary form.
In order to do this, each index was cycled through
and the property with the highest percentage value
was given a value of 1, while the values of all other
indexes were truncated to 0. After that, the function
was used on the designated labels. Figure 6 shows
the sample of the normalized dataset.

The sample of the normalized dataset in Figure
6 is the product of the implemented algorithm in
order to have a normalized dataset that can repre-
sented and understand by machine. Figure 7 shows
the loading of the pre-trained BERT model and
BERT tokenizer.

The training process is initiated using fit(X_train,
y_train, epochs = epochs, validation_split = 0.1,
shuffle = True, batch_size = batch_size). The training
labels are indicated by y_train, and the input train-
ing data (tokenized text sequences) is represented
by x_train. 10% of the training data will be used for
validation during training, according to the valida-
tion_split = 0.1 parameter. In order to avoid over-
fitting, the shuffle = True option ensures that the
training data is jumbled prior to each epoch. This
keeps the model from learning the sample order.
Finally, the batch_size option shows the batch size
that was used for training, which is the same as the
amount that was previously established.

Using the given loss function and optimization
technique, the model learns to improve its internal
parameters (weights and biases) while mapping
input sequences to their labels during training.
Training progress and performance metrics such as

accuracy, loss, validation accuracy, and validation
loss are recorded and stored in the history variable.

The training process for the text classification
model, implemented in the research, was conducted
on Google Colab using an NV to comprehensively
evaluate the model’s IDIA T4 GPU to expedite the
training phase. Leveraging the T4 GPU on Google
Colab significantly accelerated the training process,
enabling efficient handling of the computational
demands required for fine-tuning the BERT model.
This setup facilitated a robust training regimen,
ensuring the model achieved high performance on
the text classification task. On the aspect of hyper-
parameters, the learning rate was set to 2e-5, bal-
ancing between slow convergence and the risk of
overshooting optimal solutions. A batch size of 32
was chosen to maximize the utilization of available
GPU memory while maintaining efficient gradi-
ent updates. The model was trained for 20 epochs,
ensuring sufficient training time to capture patterns
in the data without overfitting. AdamW optimizer
was used, which is tailored for transformer models
by including weight decay to prevent overfitting. On
the part of the loss function, the cross-entropy loss
was utilized, suitable for the multi-class classifica-
tion task at hand. A dropout rate of 0.1 was applied
to the dense layer to introduce regularization and
prevent overfitting.

For the training duration, the training process
lasted approximately 2 hours. This time encom-
passes data loading, preprocessing, model train-
ing, and evaluation at the end of each epoch. The

5]: dmport tensorflow as tf

from transformers import TFBertModel, BertTokenizer
from
from
from
from

tensorflow.keras.models import Model
sklearn.utils.class_weight import compute class_weight
tensorflow.keras.utils import to_categorical

: | # Load pre-trained BERT model
bert_model = TFBartModel.from_pretrained("bert-base-uncased”)

Downloading (..)1lvefmain/config.json: o%|

Downloading model.safetensors: e%|

se.bias”, 'cls.seqg_relationship.weight',
orm.weight', ‘"cls.predictions.transform.dense.weight’,

without further training.
Downloading (..)okenizer_config.json: o%|

Downloading (.)solve/main/vocab.txt: a%|

Downloading (w.)/main/tokenizer.json: a%|

tensorflouw.keras.layers import Input, Dense, Activation, Flatten

tokenizer = BertTokenizer.from_pretrained(“"bert-base-uncased")

| @.e8/57a [@:@8<2, ?B/s]
| @.ee/44eM [89:00<?, 2B/s]

Ssome weights of the PyTorch model were not used when initializing the TF 2.@ model TFBertModel: ['cls.predictions.transform.den
‘cls.predictions.bias’,
'cls.predictions.transform. LayerNorm.bias" ]

- This IS expected if you are initializing TFBertModel from a PyTorch model trained on another task or with another architectur
e (e.g. initializing a TFBertForSequenceClassification model from a BertForPreTraining model).

- This IS NOT expected if you are initializing TFBertModel from a PyTorch model that you expect to be exactly identical (e.g. i
nitializing a TFBertForSequenceClassification model from a BertForSequenceClassification model).

All the weights of TFBertModel were initialized from the PyTorch model.

If your task is similar to the task the model of the checkpoint was trained on, you can already use TFBertModel for predictions

| @.p8/28.8 [@8:806<?, B/s]
| @.e6/232k [@0:08<?, ?B/s]

| @.ee/d66k [@0:08<?, ?B/s]

'‘cls.seq_relationship.bias', 'cls.predictions.transform.Layeri

Figure 7. Loading of pre-trained BERT tokenizer and model.
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computational resources includes GPU of NVIDIA
T4 GPU, and memory of 16 GB RAM. The training
process was carried as follows:

i. Data preparation: Text data was tokenized
using BERT’s tokenizer, converting text into
token IDs and padding sequences to a uni-
form length.

ii. Model initialization: The pre-trained BERT
model was loaded with the specified configu-
rations, and additional layers were initialized.

iii. Training loop: For each epoch, the model
processed batches of data; forward passes
computed predictions; losses were calcu-
lated based on predictions and true labels.
Backward passes updated weights via gradi-
ents computed by the optimizer.

iv. Validation: Post each epoch, the model was
evaluated on a validation set to monitor per-
formance and adjust if needed.

v. Checkpointing: Model checkpoints were saved
periodically to secure training progress.

Through this training process, the neural net-
work’s ability to classify text input can be improved
iteratively by adjusting its parameters in order to
minimize the loss function. The model’s perfor-
mance on unidentified data may be evaluated after

training, providing information on how well-suited
the model is for the particular classification task.
Figure 8 presents the accuracy of the model.

As seen, the model performs superbly on the
training and validation sets, and a steady increase
in accuracy shows that it learns and generalizes
with each epoch. However, loss during training and
validation of dataset is inevitable as rightly shown
by Figure 9.

The model is learning to make fewer mistakes in
both the training and validation datasets, as seen
by the graph’s steady decline in loss following each
epoch in Figure 9. Several models were constructed
and tested using the dataset, and various outcomes
were yielded. Figure 10 shows the class confusion
matrix for the model.

The snippet shows the class evaluation matrices
for various classes from class 1 to class7.Figure 12
shows the macro evaluation scores.

The macro evaluation scores for precision, recall
and Fl-score are 79.88%, 71.59% and 74.83%
respectively by approximation. Table 2 presents the
key findings of the proposed hate speech detector
in comparison with the findings of related studies.

Table 2 presents the findings of the proposed
model against the related studies based on the met-
rics of macro precision, macro recall, and macro f1

In [38]:

plt.title( model accuracy’)
plt.ylabel( accuracy')
plt.xlabel( 'epoch')
plt.legend([ "train’,
plt.show()

plt.plot(history.history[ accuracy'])
plt.plot(history.history[ 'val_accuracy'])

‘val'], loc="upper left’)

model accuracy

1.0 4 —— train

— val

0.8

o
h
|

accuracy

o
~
1

0.2 A

0.0 2.5 5.0 7.5

T T T T
10.0 12.5 15.0 17.5

epoch

Figure 8. Accuracy of the model based on the training dataset.
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In [32]: | plt.plot(history.history[ 'loss'])
plt.plot({history.history[ 'val_loss'])
plt.title( 'model loss’)
plt.ylabel('loss"')
plt.xlabel( 'epoch’)
plt.legend([ "train', 'wval'], loc="upper left')
plt.show()

model loss

4.0 1 — ftrain
— val

3.5
3.0 A

2.5 1

2.0+

loss

L5+

1.0 4

0.5 1

0.0 A

T T T
0.0 2.5 5.0 15 10.0 12.5 15.0 17.5
epoch

Figure 9. Model loss on training and validation dataset.

In [42]: from sklearn.metrics import multilabel confusion_matrix

# Compute the confusion matrix
confusion_matrix = multilabel_confusion_matrix(y_test, y_pred_binary)
print(confusion_matrix)

[[[141 4]
[ 16 13]]

[[15e 4]
[ 2 18]]

[[141 5]
[ 5 23]1]

[[155 2]
[ & 11]]

[[146 6]
[ 6 16]]

[[131 8]
[ 8 27]]

[[148 3]
[ 7 1s]]]

Figure 10. Class confusion matrix for the model.

score. The work of Kovacs, et al. [11] only presented  dataset. Similarly, Mollas, et al. [5] equally used the
the macro fl1 score of 63% based on RoBERTa same dataset and employed several models, which
and FastText employed in their work with same include SVM and BERT. While the former reported
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[[121, 2], (16, 13]], ¥ Class 1
[[1sa, 4], [z, 1&8]], 4 Class 2
[[141, 5], 5, 2311, 4 Class 3
[[155, 2], [6, 11]], & Class 4
[[146, &], [6, 16]], & Class 5
[[131, 8], [B, 27]), & Class &
[[148, 3], [7, 16]] & Class 7

¥ Colecvlote precision, recall, and Fl-score for each class
for Ldx, confusion_matrix in enumeratefconfusion_matrices,
tn, fp = confusion_matrix[a]
fn, tp = confusion_matrix[1]

if tp + fp == 8 and tp + fn ==

fl=8

eloe:
precision = tp / (tp + fp) if tp + #p != @ else B
recall = tp / (tp + ) if tp + fn 1= 0 else @

print{f*Class {idx}:=")
print{*Precision:"; precision)
print{“Recall:", recall)
print{*Fl-score:z";, f1)
primtf~-—-----———-- ")

Clazs 1:

Precicion: B.7647R5EE231529411
Recall: 8. 448275EG2AGADESS
Fl-scorae: B RE52173913843475

Class 2:
Precicion:
Fecall: 8.9
Fl-score: B 8571428571428572

8. 81E1E18]181E15182

Class 3
Precision: B.82142857142B85714
Recall: 8.82142E5714285714

Fl-score: B H214ZR5714285714

Clazs 4:
Precicion: B.8461538461538461
Fecall: B .G4785EEI35294118

Fl-s¢ore: B.7333333333333334

Class 5:
Precision: B.7272727272T727273
Recall: B.727272727272727%

Fl-score: B.7272727272727273

Class &:
Precicion: B.77142857142E85715%
Recall: B.77142B5714285715

Fl-zcore: B.77142B5714285715

Class 7!
Precision:

8.8421852631578947

& Both precision and recall are B, so assign Fl1-score as 8

fi = 2 * [precision * recall) f (precision + recall) if precis

start=1}:

Figure 11. Classes’ evaluation matrix.
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precisions = []
recalls = []
f1_scores = []

# Calculate precision, recall,

tn, fp = confusion matrix[e]
fn, tp = confusion matrix[1]

precisions.append(precision)
recalls.append(recall)
f1_scores.append(f1)

print("Macro Precision:",
print("Macro Recall:", macro_recall)
print(“"Macro Fl-score:™, macro_f1)

Macro Precision: 8.7987538114251957
Macro Recall: ©.7158738185201344
Macro Fl-score: 8.7482468876878815

In [44]: |# Lists to store precision, recall, and Fl-score for each class

and Fl-score for each class
for idx, confusion matrix in enumerate(confusion_matrices, start=1):

# Calculate precision, recall, and Fl-score for the current class

precision = tp / (tp + fp) if tp + fp != @ else 8

recall = tp / (tp + fn) if tp + fn != 0 else @

f1 = 2 * (precision * recall) / (precision + recall) if precision # recall !- @ else @

# Append the calculated metrics to the Lists

# Calculate macro-averaged precision, recall, and Fl-score
macro_precision = sum{precisions) / len(precisions)
macro_recall = sum(recalls) / len(recalls)

macro_f1l = sum(fl_scores) / len(fl_scores)

macro_precision)

Figure 12. Macro evaluation scores.

Table 2. Hate speech’s results comparison.

Model Precision (%) Recall (%) F1-score (%)
Kovacs, et al. [11] (RoBERTa - - 63.00
and FastText)
Mollas, et al. [5](SVM) 66.47 66.70 66.07
Mollas, et al. [5] (BERT) 79.89 79.73 79.60
Proposed model 79.88 71.59 74.83

66.47%, 66.70%, and 66.07%, the latter presented
79.89%, 79.73%, 79.60% for precision, recall,
and f1 score respectively. However, the proposed
hybridized model of BERT Attention mechanism
with context analyzer in this research presented
79.88%, 71.59%, and 74.83% for macro precision,
macro recall, and macro f1 score respectively. It is
important to note that Mollas, et al. [5] used BERT
for binary classification, while in the research BERT
is used for multiclass or labels classification specif-
ically, eight classes of hate speech. Therefore, this
statement explained better the rationale behind the
performance of the proposed model and the exist-
ing BERT model of Mollas, et al. [5]. Consequently,
with the 74.83% f1 score of the proposed model
considering the number of classes of hate speech,
the hybridized approach proposed in this research
is promising to effectively detect misinformation.
Finally, in order to ascertain the actualization of
the set objectives, and effectiveness of the model,
the following research questions were formulated.

https://www.wisdomgale.com/jcsi

i. How do to ascertain the level of performance
of back translation’s data augmentation
technique?

ii. How to ascertain the level of robustness and
generalization of the proposed model?

The fact that the model performed better than
the base research suggests that the augmentation
technique, specifically back translation, effectively
enhanced the model’s ability to generalize and
learn from a larger and more diverse dataset. Back
translation introduces synthetic data by translat-
ing sentences from the target language to a foreign
language and back to the target language, which
diversifies the linguistic patterns and contexts seen
during training. Hence, an objective for question
one, which is to enhanced model performance has
been successfully achieved.

Similarly, the improved performance indicates
that the model is more robust and capable of gen-
eralizing across different types of hate speech
instances. It suggests that the model is not overly
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fitting to the training data but rather learning
meaningful representations that apply well to
unseen data; a crucial aspect for practical applica-
tions where hate speech manifests in diverse forms
across various online platforms. Thus, another
objective derived from question two, which is the
robustness and generalization of the model has
actualized.

Conclusion

This study employed cutting-edge NLP techniques
to combat hate speech online, which is a significant
social concern. Hate speech is a sort of harmful com-
munication that keeps spreading over digital plat-
forms, causing serious problems for both individuals
and online communities. The project intends to cre-
ate a novel hate speech detection system based on a
hybridized approach that combines the capabilities of
a context analyzer and the BERT attention mechanism
in response to this growing issue. Comprehensive
knowledge of hate speech and its nuances in various
contexts is the basis of this research. Hate speech
encompasses a wide range of discriminatory state-
ments made against particular social groups on the
basis of traits like race, gender, sexual orientation, and
religion. Careful attempts were taken to augment the
existing data in order to offer a robust and compre-
hensive dataset. The deep-translator library’s back
translation capability was one of the data augmen-
tation techniques that was employed. This method
made it possible to create additional data points,
which increased the amount and diversity of the data-
set—a crucial component for developing a successful
hate speech detection program.

The work aims to capture the complex contextual
links within textual data using state-of-the-art BERT
attention mechanisms, enabling a more in-depth
analysis of hate speech patterns. Additionally, by
including a context analyzer, the model is better able
to discriminate between speech that is considered
hate speech and speech that is lawful, which leads to
increased detection accuracy. The system carefully
pre-processes, tokenizes, and trains textual data to
provide a robust and effective hate speech detec-
tion model. The hybridized BERT attention mech-
anism allows for a more thorough comprehension
of damaging material by identifying not only overt
hate speech but also subtle subtleties and hidden
meanings. Online safety and the creation of inclu-
sive digital environments are greatly enhanced by
the addition of a context analyzer, which enhances
the model’s predictive abilities by enabling it to

31

distinguish between legitimate phrases and poten-
tially dangerous words.

In the continuous fight against hate speech on the
internet, this initiative is a significant step forward.
With the use of state-of-the-art NLP methods, the
project aims to create a sophisticated, precise, and
contextually aware hate speech detection system.
This program contributes to a safer and more accept-
ing digital environment by encouraging diversity,
cultivating polite online interactions, and lessening
the damaging effects of hate speech on marginal-
ized communities. In the areas of internet safety
and NLP, this work marks a substantial advance-
ment. This innovative method demonstrates a deep
understanding of the nuances of hate speech by
fusing the power of BERT attention processes with
a context analyzer, enabling accurate identification
and categorization of harmful content. The proj-
ect’s all-encompassing methodology, which makes
use of advanced modeling techniques, tokenization,
and pre-processing, guarantees that the system can
reliably and robustly discern between acceptable
and inappropriate language.

This research not only significantly advances
ongoing efforts to reduce online toxicity, but it
also lays the foundation for the creation of more
polite and inclusive online environments, since
hate speech is still an issue in digital contexts. This
research is notable for its cutting-edge technol-
ogy and intelligent interpretation of hate speech.
However, despite all the resources that have been
deployed in this work, there are still inherent lim-
itations, which have been outlined and discussed
in this work along with suggestions for further
improvements. The effectiveness of back transla-
tion and other augmentation techniques may vary
significantly depending on the specific dataset
used. Future research should explore the general-
izability of these findings across different datasets
that encompass a wider range of languages, dia-
lects, and cultural contexts.

More so, while the study utilized standard met-
rics like accuracy, precision, recall, and F1-score,
these metrics may not fully capture the nuances of
hate speech detection, especially in terms of under-
standing context and subtleties in language. Future
research could explore more nuanced evaluation
metrics or combine multiple metrics to provide a
more comprehensive assessment of model perfor-
mance. Similarly, although efforts were made to
mitigate biases in the training data, bias in Al mod-
els remains a significant concern in hate speech
detection. Future studies should focus on developing
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techniques to detect and mitigate bias more effec-
tively, ensuring that Al systems do not perpetuate
or amplify societal biases. Finally, the study primar-
ily focused on model performance under controlled
experimental conditions. Future research should
investigate how these Al techniques perform in real-
world settings, considering factors such as real-time
processing, scalability, and integration into existing
content moderation systems.
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