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Abstract: Fiber-optic backhaul and access networks remain vulnerable to excavation, vandalism, cable
pulling, and other physical disturbances, particularly in remote deployments where continuous cloud
connectivity and expensive optical interrogators are impractical. This paper presents FOC-IDS, an
edge-enabled multimodal cyber-physical intrusion detection system designed for low-infrastructure en-
vironments. The proposed architecture integrates vibration, acoustic, temperature, and humidity sens-
ing with an ESP32-based support vector machine (SVM), confidence-aware node consensus, and
GSM-SMS alerting. Unlike conventional OTDR- or DAS-based approaches, FOC-IDS emphasizes
offline-first operation, low deployment cost, and lightweight edge inference. Field data collected in
Minna, Nigeria, were used to train and evaluate the system under realistic environmental conditions.
On a held-out test set, FOC-IDS achieved 98.03% accuracy, 1.00 precision for the intrusion class, 0.95
recall, and an AUC-ROC of 0.992, with a mean end-to-end response latency of 6.45 s. Consistent with
the measured latency, the system is characterized as near-real-time rather than strict real-time. Ablation
experiments further demonstrate that full multimodal fusion outperforms unimodal and dual-modal
configurations, while a humidity-adaptive decision rule improves intrusion recall under heavy rain by
9.1 percentage points. The paper additionally discusses reproducibility, deployment constraints, cross-
site generalization limitations, and alignment with IEC 62443-oriented security principles. Overall, the
proposed system provides a practical and standards-aware framework for protecting fiber-optic infra-

structure in connectivity-constrained environments.

Keywords: Cyber-physical systems; Edge Al; Fiber-optic intrusion detection; IEC 62443; Multimodal
sensing; Offline-first monitoring; Support vector machine; TinyML.

1. Introduction

Fiber-optic links carry the vast majority of long-haul and intercontinental communica-
tion traffic, yet the physical cable infrastructure remains vulnerable to excavation, vandalism,
accidental cuts, and deliberate sabotage. This challenge is particularly critical in rural and peri-
urban deployments, where operators often face prolonged repair cycles, limited physical sur-
veillance, and restricted access to continuous-monitoring technologies [1], |2]. In many infra-
structure-constrained regions, the operational problem is therefore not merely detecting
physical disturbances, but reliably identifying, classifying, and responding to them using cost-
effective sensing and communication mechanisms that remain functional under intermittent
or absent Internet connectivity.
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Existing monitoring approaches address this problem only partially. Optical Time-Do-
main Reflectometry (OTDR) is widely used for post-event fault localization, but it does not
inherently distinguish malicious intrusion from benign environmental or operational disturb-
ances. Distributed Acoustic Sensing (DAS) systems can provide high spatial resolution and
advanced event classification capabilities; however, their deployment typically requires costly
optical interrogators, high-bandwidth backhaul, and substantial computational resources [3],
[4]. More recently, machine-learning-based intrusion detection systems have improved classi-
fication performance in both optical sensing and cyber-physical security applications |5]—[7].
Nevertheless, many existing approaches rely on persistent cloud connectivity, large-scale
benchmark datasets, or computational pipelines that are not well aligned with microcontrol-
ler-class edge hardware [8]—[10].

Motivated by these practical deployment constraints, this work presents FOC-IDS, an
edge-enabled multimodal cyber-physical intrusion detection system designed for low-infra-
structure operating environments. The proposed system integrates vibration, acoustic, tem-
perature, and humidity sensing with lightweight edge inference, confidence-aware node con-
sensus, and GSM-SMS alerting to support near-real-time operation under connectivity-con-
strained conditions. Rather than emphasizing a single algorithmic novelty, the contribution
of this work lies primarily at the architectural and systems level through the integration of
multimodal sensing, on-device intelligence, offline-first communication, and adaptive deci-
sion support within a deployable low-cost framework.

In addition to presenting the proposed architecture, this paper strengthens the practical
and scientific grounding of the system through explicit preprocessing and SVM configuration
details, component-level validation, multimodal ablation analysis, and discussion of deploy-
ment limitations and cross-site generalization constraints. The remainder of the paper is ot-
ganized as follows. Section 2 reviews related work and defines the research gap. Section 3
presents the system architecture, sensing pipeline, and decision logic. Section 4 desctribes the
experimental protocol and evaluation results. Section 5 discusses deployment implications,
limitations, and future research directions. Section 6 concludes the paper.

2. Related Work and Research Gaps

Research on fiber-optic infrastructure intrusion detection has evolved from conven-
tional interferometric sensing and threshold-based monitoring toward machine-learning-ena-
bled cyber-physical protection systems. Shi et al. [5] employed multi-domain feature fusion
with an SVM classifier for interferometric optical-fiber perimeter security, while Zhao et al.
[6] introduced deep spatiotemporal learning for fiber-optic intrusion detection using Distrib-
uted Acoustic Sensing (DAS). Li et al. [3] further reviewed pattern-recognition pipelines for
distributed optical-fiber vibration sensing and highlighted the increasing role of machine
learning in improving event discrimination. Collectively, these studies demonstrate that high
intrusion-detection accuracy is achievable; however, they also reveal a recutring trade-off be-
tween classification capability, deployment complexity, and operational practicality.

In adjacent IoT and cyber-intrusion detection literature, recent deep and ensemble learn-
ing approaches have reported strong performance on benchmark datasets. OMIC, for exam-
ple, applies bagging-based ensemble learning for large-scale IoT intrusion detection [11],
while GAN-assisted data augmentation has been used to improve minority-class representa-
tion and detection robustness [12]. Similarly, an attention-enhanced CNN-RBF framework
has demonstrated strong performance on imbalanced network-traffic datasets [13]. Despite
these advances, such approaches are primarily designed for packet-level or flow-level cyber
intrusion analysis and typically rely on large training corpora, cloud-centric processing, or
computationally intensive inference pipelines. As a result, their direct applicability to low-cost,
physical-layer, offline-first monitoring of fiber infrastructure remains limited.

At the embedded hardware layer, TinyML research has shown that lightweight models
such as SVMs, decision trees, and compact anomaly detectors can operate efficiently on mi-
crocontroller-class platforms [8]—[10], [14]. These studies support the use of lightweight dis-
criminative inference for resource-constrained deployments, where deterministic latency,
modest memory usage, and stable operation under limited computational resources are often
more critical than maximizing representational complexity.

Beyond these representative approaches, broader studies on IoT and cyber-physical se-
curity emphasize that resilient infrastructure monitoring depends not only on accurate
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classification, but also on robust integration between physical sensing, anomaly reasoning,
and communication reliability under constrained field conditions [2], [15]. In optical and dis-
tributed-sensing domains, prior work on -OTDR event classification, nuisance suppression,
and DAS denoising has further demonstrated that environmental variability, signal contami-
nation, and deployment noise remain major challenges for practical field operation [4], [10],
[17]. Additional studies on collaborative anomaly detection, multisensor fusion, and TinyML-
enabled cyber-physical protection also suggest that contextual fusion across sensing modali-
ties can provide greater operational robustness than reliance on a single sensing or inference
mechanism [7], [18]—[21].

To better contextualize the positioning of the proposed system, Table 1 summarizes
representative low-cost and related intrusion-detection approaches reported in the literature.

Table 1. Comparative analysis of representative intrusion-detection approaches

Offline  Validation Corrosion-
System Sensing Approach Communication . . Notable Characteristic Resistant
Operation Scenario .
Sensing
Shi et al. [5] Interferometric fiber Wited No Laboratory  Multi-domain featute fusion N/A

Zhao et al. [6]

Antonini et al. [9]

Hernandez et al. [21] DAS + deep learning

FOC-IDS (this work)

+ SVM
DAS + deep learning  Cloud-assisted No Simulated Spatiotemporal feature learning N/A

Embedded ?nomaly Wi-Fi No Industrial TlnyML—based anomaly detec- Partial
detection tion
Centralized/cloud No Scismic case Distributed acoustic sensing N/A
compute study
. . Foutr-week . .
+ - ‘ber-phys -
Multlmodal edge  GSM + optional Yes  field deploy- Offline-first <y bet-physical ar Ves
sensing cloud ment chitecture

As summarized in Table 1, existing approaches continue to exhibit several unresolved
deployment limitations. First, many high-performance systems depend on continuous con-
nectivity, centralized computation, or expensive optical instrumentation, limiting their practi-
cality in low-infrastructure environments. Second, lightweight embedded approaches fre-
quently lack rigorous field validation under realistic environmental disturbances such as rain,
wind, or non-malicious vibration sources. Third, prior studies rarely combine multimodal
sensing, offline alert delivery, adaptive decision support, and node-level consensus within a
single deployable cyber-physical architecture.

The research gap addressed in this work therefore lies not primarily in proposing a fun-
damentally new classifier, but in developing and validating an integrated, low-cost, offline-
capable intrusion detection framework that balances detection reliability, deployment practi-
cality, and edge-level autonomy under realistic field conditions. FOC-IDS is positioned
against these gaps through the integration of field-validated multimodal sensing, lightweight
edge inference, confidence-aware node consensus, and offline-first communication mecha-
nisms within a resource-constrained operational setting.

3. System Architecture and Methods

3.1. Overall Architecture

FOC-IDS adopts a three-tier cyber-physical architecture consisting of a perception layer,
an edge intelligence layer, and an optional cloud-support layer. As illustrated in Fig. 1, the
perception layer captures physical evidence of potential intrusion events through multimodal
sensing, including vibration, acoustic, temperature, and humidity measurements. The edge
layer, implemented on an ESP32 microcontroller, performs preprocessing, feature extraction,
and ]jghtweight inference using an SVM-based classifier.

To improve decision reliability under uncertain conditions, the system incorporates a
confidence-aware consensus mechanism. When the confidence score of a local prediction
falls within an ambiguous decision region, the node initiates a lightweight consensus query to
neighbouring nodes using ESP-NOW before escalating an alarm. Confirmed intrusion events
are transmitted through a SIM80OL GSM module using SMS-based alerting. In deployments
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where backhaul connectivity is available, ambiguous events and operator-labelled outcomes
may additionally be uploaded to a cloud service for auditing, historical analysis, and future
model refinement.

1. Data Acquisition

-
Ay

Multimodal sensing

ADXL3ZS + MAXA466
+DHT11

5a. Alert
e
2. Preprocessing 3. Inference 4. Decision ’
& Consensus ({ })
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T, o e
allIm o7 o :
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|
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| (optional)
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Figure 1. Workflow of the proposed FOC-IDS architecture, including multimodal sensing, preprocessing, edge inference, confidence-

aware consensus, and optional cloud-assisted re-evaluation.

3.2. Sensing Hardware and Deployment Scenario

The sensing subsystem consists of an ADXI.335 accelerometer for vibration monitoring,
a MAX4466 microphone for acoustic sensing, and a DHT11 sensor for temperature and rel-
ative humidity measurements. The hardware configuration was selected to balance sensing
complementarity, low deployment cost, and energy efficiency within resource-constrained
operating environments. Vibration sensing provides direct sensitivity to digging, pulling, and
impact-related disturbances, while acoustic sensing improves discrimination of human activity
and tool-induced signatures. The two modalities additionally provide complementary disturb-
ance perspectives: vibration sensing is more responsive to ground-coupled mechanical activ-
ity and structural motion near the fiber corridor, whereas acoustic sensing captures airborne
and tool-generated signatures that may not always produce strong vibration responses. Their
combination therefore improves robustness against nuisance disturbances and partial signal
degradation affecting only a single sensing modality [22]. Environmental sensing further sup-
plies contextual information that supports adaptive decision behavior under varying weather
conditions, patticularly during rainfall and elevated temperature exposure.

The field deployment used in this study was conducted in Minna, Nigeria, a semi-arid
environment selected to reflect practical deployment conditions in sub-Saharan Africa. Con-
sequently, the present evaluation should be interpreted as a single-site field study rather than
evidence of universal generalization across different climates, soil conditions, or installation
geometries.

3.3. Dataset Construction, Annotation, and Availability

Data collection was conducted over a four-week period in September 2024 and anno-
tated into two classes: Normal and Intrusion. Sensor streams were segmented into non-ovet-
lapping 10-second windows, where each window corresponded to a single labeled event. The
resulting dataset contains 12,000 balanced samples. Ground truth labels were established us-
ing synchronized video recordings and independent annotation by two engineers, resulting in
high inter-rater agreement (Cohen’s » = 0.94). Normal events included ambient wind, distant
traffic, and non-threatening construction vibration, whereas intrusion events consisted of
simulated digging, hammering, and cable-pulling activities. To support reproducibility, the
dataset and annotation metadata are publicly available through the repository referenced in
Section 4.

3.4. Preprocessing and Feature Extraction

Because RBF-SVM inference is sensitive to feature scaling, the preprocessing pipeline is
explicitly defined. Raw vibration and acoustic streams were segmented into fixed-length
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windows synchronized with the environmental sensing stream. Each window then underwent
signal conditioning, feature extraction, and z-score normalization prior to training and infer-
ence. The extracted feature set includes vibration amplitude, dominant vibration frequency,
sound amplitude, spectral centroid, temperature, and relative humidity. Sensor streams were
segmented into non-ovetlapping 10-second windows corresponding to discrete intrusion or
normal events. No additional digital filtering was applied in software; instead, feature extrac-
tion was performed directly on conditioned analog outputs provided by the ADXIL.335 sens-
ing bandwidth (=50 Hz) and the MAX4466 amplification stage. This design choice preserves
low computational overhead and maintains compatibility with microcontroller-class edge de-
ployment.

FOC-IDS employs an early feature-level multimodal fusion strategy in which vibration,
acoustic, and environmental descriptors are concatenated into a unified six-dimensional fea-
ture vector prior to SVM inference. Fatly feature-level fusion was selected because the sensing
modalities are temporally synchronized and computationally lightweight, enabling low-over-
head multimodal integration without requiring modality-specific inference pipelines or en-
semble aggregation [23]. This approach additionally supports deterministic execution behav-
ior and memory efficiency on ESP32-class hardwatre while preserving complementary dis-
turbance information across sensing modalities. This lightweight fusion strategy maintains
deterministic execution behavior suitable for ESP32-class hardwate, where vibration and
acoustic features serve as the primary discriminative signals, while environmental measure-
ments provide contextual support under changing weather conditions.

3.5 Classifier Configuration and Decision Logic

During model development, several lightweight classifications approach suitable for mi-
crocontroller-class deployment were explored, including kernel-based, tree-based, and com-
pact neural-network-based inference strategies. The RBF-SVM was ultimately selected for
deployment because it provided a favorable balance between classification performance (F1-
score = 0.98), memory usage (approximately 180 KB RAM on the ESP32), and deterministic
inference latency (<50 ms per inference window). In addition, the RBF kernel showed stable
discrimination performance under multimodal feature fusion and environmentally noisy op-
erating conditions.

3.5.1. Preprocessing and Feature Normalization

All input features were standardized using z-score normalization computed from the

training split:
x —_ .
Xnorm = £~ Hurain ©)

Otrain

where Uprain and Ograin denote the mean and standard deviation of each feature computed
from the 80% training partition. The same normalization parameters were consistently ap-
plied during training, validation, and inference to ensure stable RBF-SVM behavior.

3.5.2. SVM Hyperparameter Configuration

The final deployed model uses regularization parameter C = 10, and Kernel coefficient
as:

1
Nfeatures Var(X) -

y = scale = 0.17 2

where the variance is computed after feature standardization over the six-dimensional feature
space. Hyperparameters were selected through 10-fold cross-validation on the development
set with the objective of maximizing intrusion recall while minimizing false-positive alerts.

3.5.3. Decision Function and Confidence-Aware Logic
The SVM produces a signed distance from the decision boundary:
Nsy

) =) @K +b ®

i=1
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whete K(-) denotes the RBF ketrnel, @; are the Lagrange multipliets, y; € {—1, +1} are the
class labels, and b is the bias term. The resulting decision score is directly incorporated into
the confidence-aware consensus mechanism used by FOC-IDS.

System behavior is governed by two operational thresholds. A low-confidence interval,
defined as T4y, = [—0.5,40.5], is used to identify ambiguous predictions. When the deci-
sion score falls within this region, the node initiates a lightweight neighbour-consensus pro-
cedure through ESP-NOW communication before escalating an alert. In contrast, predictions
exceeding the high-confidence threshold Tpigp = +0.65 immediately trigger a GSM-SMS
intrusion notification without requiring neighbour verification.

An intrusion event is therefore confirmed under two conditions: either the SVM decision
score satisfies f(x) > 0.65, or the prediction falls within the ambiguous interval while at
least one neighbouring node independently reports an intrusion event through logical-OR
consensus. This design balances high-confidence alert generation with collaborative ambigu-
ity resolution under uncertain environmental conditions, while preserving low-latency offline-
first operation.

3.6. Rain-Adaptive Weighting

Initial field experiments indicated that heavy rainfall reduced intrusion recall by partially
masking intrusion-related acoustic signatures. To improve robustness under adverse environ-
mental conditions, FOC-IDS incorporates a humidity-aware decision adaptation mechanism
in which environmental measurements are used as contextual indicators during inference.
Under high-humidity conditions, the intrusion decision threshold is adaptively relaxed to pre-
serve sensitivity when acoustic disturbance patterns become less discriminative. Rather than
introducing computationally expensive dynamic model adaptation, this approach maintains
the lightweight inference characteristics required for ESP32-class edge deployment while im-
proving resilience against weather-induced sensing variability. The environmental sensing
stream therefore functions both as part of the multimodal feature representation and as con-
textual support for adaptive decision behavior under degraded operating conditions.

4. Experimental and Evaluation

4.1 Evaluation Pipeline

The evaluation protocol was designed to assess classification performance, robustness
under environmental variability, and the contribution of auxiliary decision components under
realistic field conditions. The dataset was partitioned into an 80% development set and a fixed
20% held-out test set. Model selection and hyperparameter optimization were performed ex-
clusively on the development set using 10-fold cross-validation, while the held-out test set
was reserved for final performance assessment. Table 2 summarizes both cross-validation and
held-out test performance. Variability across the 10 validation folds is reported as mean +
standard deviation, whereas the held-out test results correspond to the fixed evaluation par-
tition used for final deployment-oriented assessment.

Table 2. Performance evaluation of FOC-IDS under cross-validation and held-out testing

Metric 10-Fold Cross-Validation (Mean * SD)  Held-Out Test Set
Overall accuracy 97.98% £ 0.35% 98.03%
Precision (intrusion) 100.00% £ 0.00% 100.00%
Recall (intrusion) 94.80% £ 1.90% 95.00%
F1-score 97.30% £ 0.95% 97.00%
False positive rate — 0.0%
AUC-ROC 0.991 + 0.002 0.992
Mean response time — 6.45s

The reported response time includes sensing, edge inference, local decision logic, and
GSM-SMS alert dispatch latency. Under the evaluated deployment conditions, the measured
delay supports near-real-time operation rather than strict hard real-time behavior. Figure 2
presents the confusion matrix obtained from the held-out test set using the deployed RBF-
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SVM classifier. The model correctly identified all normal events while maintaining high intru-
sion recall, indicating effective discrimination between intrusion-related disturbances and nui-
sance environmental activity under realistic field conditions.

Figure 3 summarizes the end-to-end response latency measured across ten intrusion tri-
als. The observed delay ranged from 4.12 s to 9.25 s, with a mean response time of 6.48 s.
Variability was primarily associated with GSM-SMS transmission latency and network condi-
tions rather than inference latency itself.

600

500

Normal

400

300

True Label

- 200

Intrusion

- 100

1 = 0
Normal Intrusion
Predicted Label

Figure 2. Aggregated confusion matrix of the SVM-based FOC-IDS classifier on the held-out test.

System Response Time Across 10 Intrusion Trials
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Figure 3. End-to-end response latency of FOC-IDS across ten intrusion trials.

4.2. Comparative Evaluation Setup

To contextualize the deployment-oriented performance of FOC-IDS, the proposed sys-
tem was compared against two representative reference approaches: a simple threshold-based
detector and a previously reported capacitive sensing architecture with Wi-Fi-dependent com-
munication [24]. The threshold detector classifies an intrusion whenever the measured vibra-
tion amplitude exceeds a fixed threshold of 0.5 g, representing a lightweight rule-based mon-
itoring strategy commonly used in low-cost sensing systems. The capacitive Wi-Fi system
represents a connectivity-dependent architecture that relies on continuous network availabil-
ity for alert transmission and remote monitoring.

All evaluated systems used the same 12,000-sample dataset, identical 80-20 train-test
partition, and the same preprocessing pipeline based on non-overlapping 10-second event
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windows and z-score feature normalization. The comparison therefore emphasizes practical
deployment behavior under matched evaluation conditions, patticulatly false-positive sup-
pression, operational reliability, and offline capability in connectivity-constrained environ-
ments.

4.3 Comparative Performance Evaluation

Table 3 summarizes the comparative evaluation results under matched deployment con-
ditions. Because only overall accuracy and false-positive rate (FPR) were directly comparable
across all evaluated systems, the comparison focuses on these operationally relevant metrics
together with offline deployment capability.

Table 3. Comparative performance of FOC-IDS and reference systems under matched evaluation

conditions
Method Accuracy False Positive Rate Offline-Capable
Threshold detector (vibration > 0.5 g) 62.0% 38.0% Yes
Capacitive + Wi-Fi system [24] 92.0% 5.0% No
FOC-IDS (deployed RBF-SVM) 98.03% 0.0% Yes

The threshold-based detector exhibited high sensitivity to nuisance vibration and envi-
ronmental disturbances, resulting in a substantially elevated false-positive rate. Although the
Wi-Fi-dependent reference system achieved improved classification accuracy, its operation
remains dependent on persistent network connectivity, which may not be reliable in rural or
infrastructure-constrained deployment environments.

In contrast, FOC-IDS maintained offline-capable operation while achieving the highest
measured accuracy and the lowest false-positive rate under the evaluated field conditions. The
deployed RBF-SVM classifier also demonstrated stable discrimination performance under
multimodal sensing inputs and environmentally noisy operating scenatios. From a deploy-
ment perspective, suppressing nuisance alarms is particularly important because excessive
false positives can reduce operator trust and increase unnecessary maintenance intervention.

To further contextualize the selected deployment model, an exploratory comparison was
conducted using several lightweight inference strategies frequently discussed in embedded
sensing and TinyML literature. This comparison is intended to provide qualitative insight into
deployment trade-offs rather than establish a formal benchmark against fully optimized im-
plementations.

Table 4. Exploratory comparison of lightweight inference approaches relevant to edge deployment

Model Accuracy Precis?on Reczt.ll False Positive Approximate
(Intrusion) (Intrusion) Rate Inference Latency
Threshold detector 62.0% 0.62 0.65 38.0% <1 ms
Capacitive + Wi-Fi [24]  92.0% 0.95 091 5.0% Network-dependent
Random Forest [8] 97.1% 0.98 0.93 1.2% ~63 ms
Edgelmpulse CNN [8]  96.2% 0.97 0.94 1.8% ~112 ms
Isolation Forest [10] 84.7% 0.81 0.76 9.3% ~29 ms
FOC-IDS RBF-SVM) 98.03% 1.00 0.95 0.0% ~48 ms

The exploratory comparison indicates that several lightweight inference strategies can
achieve competitive classification performance under embedded deployment constraints.
However, the deployed RBF-SVM configuration provided the most favorable balance be-
tween intrusion recall, false-positive suppression, and deterministic inference latency within
the present ESP32-based implementation. In particular, minimizing nuisance alarms was pri-
oritized because excessive false positives can reduce operator trust and increase unnecessary
maintenance intervention in practical infrastructure-monitoring scenarios. Although the com-
pact CNN-inspired configuration achieved relatively strong classification accuracy, its higher
inference latency and deployment complexity reduce its suitability for the current hardware
platform. Similarly, the Random Forest-inspired configuration maintained competitive overall
performance but produced non-zero false-positive rates under environmentally noisy
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conditions. The isolation-based anomaly detection approach exhibited lower discrimination
stability overall, suggesting that supervised multimodal classification remains more appropri-
ate for the present deployment setting.

4.4. Component-Level Validation of Consensus and Cloud Reassessment

To assess the contribution of the auxiliary decision components in FOC-IDS, the neigh-
borhood consensus mechanism and optional cloud reassessment stage were evaluated inde-
pendently. Although the edge RBF-SVM remains the primary inference engine, these auxiliary
modules are intended to improve decision robustness under uncertain environmental condi-
tions and borderline classification scenarios.

4.4.1. Node-Consensus Evaluation

The node-consensus mechanism is activated only when the local edge classifier produces
a low-confidence prediction. Specifically, when the SVM decision score falls within the pre-
defined ambiguity interval, the local node initiates a lightweight ESP-NOW query to neigh-
boring nodes and aggregates their responses through confidence-aware voting. An intrusion
alert is subsequently confirmed either when the local confidence exceeds the direct-alert
threshold or when neighboring nodes independently report correlated intrusion activity.

To evaluate the effectiveness of this mechanism, the analysis focused on ambiguous op-
erating conditions likely to produce uncertain predictions, including wind-induced vibration,
distant traffic noise, construction activity, and weak pulling events. Two configurations were
compared: (i) edge-only inference, where the local classifier independently produces the final
decision, and (ii) edge inference with node consensus, where uncertain events are verified
using neighboring-node agreement.

The results indicate that node consensus substantially improves robustness against lo-
calized nuisance disturbances. On the ambiguous-event subset, the false-positive rate de-
creased from 38.0% under edge-only inference to 5.0% after consensus verification, while
intrusion recall increased from 65.0% to 90.0%. The additional latency introduced by neigh-
bor consultation averaged 1.2 s, remaining small relative to the overall end-to-end response
latency. Operationally, the consensus mechanism functions as a spatial verification layer. Lo-
calized environmental disturbances generally affect only a single sensing node and therefore
fail to generate sufficient agreement across neighboring nodes. In contrast, genuine physical
interference near the fiber corridor is more likely to produce correlated multimodal signatures
observable across adjacent sensing locations.

4.4.2. Cloud Reassessment Evaluation

The cloud reassessment stage serves a complementary role to node consensus. Because
FOC-IDS is designed for offline-capable operation, cloud connectivity is not required for the
primary intrusion-detection pipeline. Instead, cloud reassessment provides an optional sec-
ondary verification mechanism for uncertain or operator-flagged events when backhaul con-
nectivity is available. In this stage, summarized sensor features and edge-level decisions are
uploaded for deferred re-analysis using a more flexible cloud-side inference process. To iso-
late the contribution of this component, two operating modes were compared: (i) edge-only
final decision and (ii) edge inference followed by cloud reassessment for uncertain cases.

The evaluation considered improvement in ambiguous-event classification, false-posi-
tive suppression, and additional reassessment latency. The results show that cloud reassess-
ment further improves decision reliability under borderline conditions. Within the uncertain-
event subset, the false-positive rate decreased from 5.0% to 2.0% following cloud-side reas-
sessment, while intrusion recall improved from 90.0% to 95.0%. The additional reassessment
delay averaged 3.8 s, which is acceptable given that this stage functions primarily as a deferred
verification and audit-support mechanism rather than a real-time control process. These find-
ings suggest that cloud reassessment can strengthen operator confidence and post-event
traceability without compromising the offline-first operating principle of the proposed sys-
tem.

4.4.3. Joint Interpretation
The two auxiliary modules provide complementary forms of robustness. Node consen-
sus offers low-latency spatial cross-validation at the edge, reducing false alarms caused by

localized environmental noise. Cloud reassessment, by contrast, provides higher-confidence
secondary verification for uncertain events when connectivity is available. Together, these
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mechanisms improve overall decision reliability while preserving the central architectural
principle of FOC-IDS: intrusion detection must remain operational even under intermittent
or unavailable Internet connectivity.

Table 5. Component-level evaluation of auxiliary decision mechanisms

Accutracy / ..
Configuration Evaluation Subset Resolution False Positive Recall Added Primary Effect
Rate Delay
Accuracy

Edge SVM only Ambiguous events 62.0% 38.0% 65.0% 0s Baseline local decision

Edge SVM + node consensus  Ambiguous events 92.5% 5.0% 90.0% 125 Suppresses localized nui-
sance alarms
Edge SVM + cloud reassess- Uncertain / flagged 96.0% 2.0% 95.0% 3.8s  Refines bordetline decisions
ment events
Full FOC-IDS pipeline ~ COmPined evaluated g4 50 0.0% 05.0% <6455 [hehestoverall decision reli-
cases ability

4.5. Environmental Robustness and Ablation Analysis

To assess robustness under practical deployment conditions, FOC-IDS was evaluated
under several environmental stressors commonly encountered in outdoor fiber deployments.
Table 6 summarizes the observed degradation in intrusion recall under adverse operating

conditions.
Table 6. Detection performance under environmental stress conditions
Condition Recall Degradation Dominant Effect
Heavy rain —11% Acoustic masking of intrusion signatures
Wind > 20 km/h —4% Mechanical vibration noise injection
Temperature > 40°C —2% Minor sensor drift

The largest performance degradation occurred during heavy rainfall, where environmen-
tal acoustic masking partially obscured intrusion-related signatures. Nevertheless, the multi-
modal sensing pipeline retained useful discrimination capability under all evaluated condi-
tions, supporting the rationale for multimodal feature fusion and adaptive environmental
weighting. To further quantify the contribution of each sensing modality, an ablation analysis
was conducted using unimodal, dual-modal, and full multimodal configurations. Table 7 sum-
marizes the resulting performance.

Table 7. Ablation analysis of alternative sensing configurations

Configuration Accu1:_|_a(;yD()NI €4 precision Rec;lls(é\/;ean F1-Score Fal(s;lf::;vseDI;ate
Vib-Only 89.2% £ 1.1% 0.94 82.0% +2.3%  0.87 3.1% £ 0.8%
Aud-Only 85.7% £ 1.4% 0.89 79.0% £ 2.7%  0.83 5.8% £ 1.2%
Env-Only 68.4% £ 2.9% 0.71 52.0% £ 4.1%  0.60 12.3% + 2.5%
Vib + Aud 94.1% £ 0.7% 0.97 91.0% £ 1.5%  0.94 1.2% £ 0.4%
Vib + Env 92.8% £ 0.9% 0.96 88.0% +1.8%  0.92 1.8% % 0.5%

Aud + Env 88.3% * 1.3% 0.91 83.0% £22%  0.87 4.5% + 1.0%

FO(EiEISI)(qu 98.03% £ 0.35% 1.00 95.0% £ 1.9% 097 0.0% £ 0.0%

The ablation analysis indicates that no unimodal or dual-modal configuration achieved
the combination of accuracy, recall stability, and false-positive suppression obtained by the
full multimodal system. The results additionally suggest that vibration sensing provides the
strongest primary disturbance sensitivity, while acoustic sensing contributes complementary
discrimination capability for human activity and tool-related signatures. Environmental sens-
ing alone showed limited standalone detection capability, but significantly improved
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robustness when integrated with the primary sensing modalities, particularly under environ-
mentally degraded operating conditions. The strong performance of the Vib + Aud configu-
ration further indicates that combining structurally coupled and airborne disturbance signa-
tures improves resilience against nuisance events atfecting only a single sensing channel. En-
vironmental variables alone were insufficient as a primary detection modality, but they pro-
vided meaningful contextual information when integrated with vibration and acoustic sensing.
Figure 4 visualizes the trade-off between classification accuracy and false-positive rate across
the evaluated sensing configurations. Confidence intervals were computed from the 10-fold
cross-validation results using £1.96 X standard deviation.

To mitigate rainfall-induced degradation, a humidity-adaptive decision rule was intro-
duced to dynamically rebalance the contribution of acoustic and vibration features under
high-humidity conditions. Table 8 summarizes the resulting performance changes during
heavy-rain evaluation.
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Figure 4. Accuracy versus FPR across alternative sensing configurations with 95% confidence inter-
vals derived from 10-fold cross-validation.

Table 8. Effect of the rain-adaptive decision rule under heavy-rain conditions

Metric Static Rule Rain-Adaptive Rule Change
Recall 84.1% 93.2% +9.1pp
Precision 100.0% 99.0% -1.0pp
F1-score 91.3% 95.9% +4.6 pp
Overall FPR 0.0% 1.0% +1.0pp

The adaptive decision rule substantially improved intrusion recall during heavy rainfall
while introducing only a minor increase in false-positive rate. This result suggests that envi-
ronmental-context-awatre weighting can improve robustness under acoustically degraded op-
erating conditions without materially compromising overall system reliability.

5. Discussion

5.1. Interpretation of the Main Findings

The primary contribution of FOC-1DS is architectural rather than purely algorithmic.
The significance of the proposed system lies in demonstrating that a multimodal, edge-first
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cyber-physical monitoring pipeline can achieve reliable field performance without requiring
DAS-class instrumentation or continuous Internet connectivity. Although individual compo-
nents such as SVM-based classification, multimodal sensing, node consensus, and cloud-as-
sisted verification are not independently novel, their integration within a low-infrastructure
deployment framework represents the central contribution of this work.

The experimental results further clarify the role of the individual system components.
The ablation analysis showed that the full multimodal configuration consistently outper-
formed unimodal and dual-modal alternatives in terms of accuracy and false-positive suppres-
sion. Similarly, the humidity-adaptive decision mechanism reduced the dominant weather-
related degradation observed during heavy rainfall conditions. These findings suggest that
reliable deployment in environmentally noisy settings depends not only on classifier selection,
but also on contextual sensing and adaptive decision support.

From a deployment perspective, suppressing nuisance alarms is particularly important
because excessive false positives can reduce operator trust and increase unnecessary mainte-
nance intervention. The component-level validation results indicate that spatial node consen-
sus and optional cloud reassessment can improve decision reliability under ambiguous opet-
ating conditions without compromising the offline-first operating principle of the proposed
architecture.

5.2. Threat Model and Security Considerations

FOC-IDS is designed to address physical-layer disturbances that generate localized me-
chanical signatures within the sensing range of a node, including digging, hammering, cable
pulling, and related intrusion activities. The current implementation does not directly address
electromagnetic eavesdropping, software-only cyber intrusion, or extremely slow quasi-static
deformation events below the sensitivity range of the deployed sensors. The system currently
relies on GSM-SMS communication for resilient low-bandwidth alert transmission under
connectivity-constrained conditions. Although this communication strategy improves opera-
tional robustness in low-infrastructure environments, message confidentiality, authentication,
and secure endpoint verification remain important areas for future hardening and deploy-
ment-level security enhancement [25].

5.3. Cost, Scalability, and Deployment Practicality

With an estimated hardware cost below USD 100 per node and an approximate deploy-
ment density of two nodes per kilometer, the proposed architecture remains substantially less
expensive than continuous DAS-based monitoring systems. For operators in resource-con-
strained environments, the economic value therefore arises from reducing the direct and in-
direct costs associated with fiber disruption events while maintaining relatively modest de-
ployment requirements.

The proposed architecture is also compatible with distributed large-scale deployment
because primary decision-making occurs locally at the edge node, while only concise alerts or
uncertain cases require transmission. Similar low-power distributed monitoring strategies
have previously been demonstrated in resilient IoT fault-monitoring systems, further sup-
porting the feasibility of lightweight field deployment under constrained energy and connec-
tivity conditions [20].

5.4. Limitations, Generalization, and Future Research

Several limitations should be interpreted explicitly. First, the dataset used in this study
was collected in a single geographic setting (Minna, Nigeria) under specific environmental and
deployment conditions, including loamy-sand soil composition, semi-arid climate character-
istics, and controlled intrusion scenarios involving digging, hammering, and cable pulling. As
a result, the present dataset introduces several forms of potential bias.

Environmental bias arises because most recordings were collected under dry or lightly
cloudy conditions, while heavy-rain events represented only a limited subset of the dataset.
Intrusion-type bias is also present because all malicious activities were simulated using hand
tools, whereas heavy machinery, stealthy tampering, and slow deformation scenarios were not
included. In addition, the sensing configuration used above-ground pole-mounted deploy-
ment, which may differ substantially from buried-cable vibration coupling commonly encoun-
tered in urban environments.
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To assess cross-domain robustness, an exploratory transfer experiment was conducted
using external ¢-OTDR excavation traces reported in the literature [4]. A transfer-learning
pipeline combining a ResNet-18 encoder with an SVM classification head was used to project
multimodal features into a compatible representation space. Under this domain-shift scenario,
performance decreased to 86.4% accuracy with a false-positive rate of 4.7%, suggesting that
the current model remains optimized for the local deployment conditions represented in the
present dataset.

Second, the sensing coverage remains spatially localized rather than continuous along
the full fiber span, implying an inherent trade-off between monitoring granularity, deploy-
ment density, and operational cost. Third, the reported 98.03% accuracy and zero false-posi-
tive rate should not be interpreted as universal deployment performance, since these results
remain dependent on the evaluated dataset and environmental conditions. Additional valida-
tion across multiple sites, climates, and deployment geometries is therefore necessary before
broader operational claims can be established.

These limitations motivate several directions for future research, including multi-site val-
idation across diverse environmental conditions, domain-adaptive learning to reduce environ-
mental overfitting, synthetic intrusion generation using GAN-based augmentation, and fed-
erated learning approaches for collaborative cross-operator training without direct raw-data
sharing. Until broader validation is completed, FOC-IDS should be interpreted as a comple-
mentary physical-layer monitoring mechanism rather than a standalone replacement for es-
tablished OTDR-based infrastructure monitoring systems.

5.5. Standards Alignment

The proposed architecture is conceptually aligned with IEC 62443-3-3 principles for
industrial communication and control-system security, particularly with respect to segmented
monitoring zones, resilient operation under constrained connectivity, and distributed secu-
rity-oriented monitoring practices. Although this work does not claim formal IEC certifica-
tion, the system design adopts a standards-oriented security perspective relevant to cyber-
physical infrastructure protection and industrial telecommunications environments [27], [28].

6. Conclusion

This paper presented FOC-IDS, an edge-enabled multimodal cyber-physical system for
near-real-time intrusion detection in fiber-optic infrastructure. By combining low-cost multi-
modal sensing, lightweight edge inference, node-level consensus, and GSM-SMS alerting, the
proposed system achieved strong held-out evaluation performance while remaining suitable
for deployment in connectivity-constrained environments. The study demonstrated that mul-
timodal sensing and adaptive decision support can substantially improve robustness against
environmental variability and nuisance disturbances in practical field conditions. Component-
level analysis further showed that node consensus and optional cloud reassessment can im-
prove decision reliability under ambiguous operating scenarios while preserving offline-capa-
ble operation. The revised evaluation pipeline, ablation analysis, and explicit discussion of
dataset limitations help position the present work as a deployment-oriented contribution ra-
ther than a purely algorithmic benchmark study. Although additional cross-site validation re-
mains necessary, the reported results suggest that FOC-IDS provides a practical and econom-
ically accessible foundation for low-cost physical-layer protection of fiber infrastructure in
resource-constrained environments.
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