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Open Access Article
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Abstract Internet of Things (IoT) assists in efficient connectivity and automation of various applications

by making use of wireless communication technology. Ensuring secure authentication and data

integrity are the main challenges in this open wireless platform. Although existing cryptographic

methods can address these security [...] Read more.
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Assessing Internet of Things Readiness on University Campuses: A Smart Campus-Oriented
Approach (/2624-831X/7/2/39)

by Dejan Arsenijević, Jasmina Arsenijević, Srđan Tegeltija, Xiaoshuan Zhang,

Gordana Ostojić and Stevan Stankovski

IoT 2026, 7(2), 39; https://doi.org/10.3390/iot7020039 (https://doi.org/10.3390/iot7020039) - 27 Apr

2026

Abstract The Internet of Things (IoT) is increasingly recognized as a core digital infrastructure

supporting digital transformation, particularly in complex environments such as university campuses,

which can be conceptualized as smart campus ecosystems. However, many organizations encounter

difficulties when implementing IoT due to insufficient [...] Read more.

Open Access Article

HILANDER: High-Performance Intelligent Learning-Based Task Offloading for Network-Aware
Dynamic Edge Resource Allocation (/2624-831X/7/2/38)

by Garrik Brel Jagho Mdemaya, Armel Nkonjoh Ngomade and Mthulisi Velempini

IoT 2026, 7(2), 38; https://doi.org/10.3390/iot7020038 (https://doi.org/10.3390/iot7020038) - 27 Apr

2026

Abstract Edge computing has emerged as a promising paradigm to minimize latency and energy

consumption while improving computational efficiency for mobile devices. Latency-sensitive

applications such as autonomous driving, augmented reality, and industrial automation require ultra-

low response times, making efficient task offloading a necessity in [...] Read more.
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Distance-Aware Attenuation Modeling of a Helmet-Mounted Edge Thermal System Using
MLX90640 and Raspberry Pi 5 for Industrial Safety Applications: Linear Regression Approach
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18 pages, 699 KB    (/2624-831X/7/2/36/pdf?version=1778318698)

20 pages, 5108 KB    (/2624-831X/7/2/35/pdf?version=1776780994)
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by Songwut Boonsong, Paniti Netinant, Rerkchai Fooprateepsiri, Meennapa Rukhiran and

Manasanan Bunpalwong

IoT 2026, 7(2), 37; https://doi.org/10.3390/iot7020037 (https://doi.org/10.3390/iot7020037) - 26 Apr

2026

Abstract Thermal hazards in industrial environments often remain undetected until critical failure or

injury occurs. Conventional handheld infrared cameras require manual operation and limit continuous

situational awareness. This study presents the design and field validation of a wearable helmet-

mounted real-time thermal system based on [...] Read more.

Open Access Article

PatternStudio: A Neuro-Symbolic Framework for Dynamic and High-Throughput Complex Event
Processing (/2624-831X/7/2/36)

by Jesús Rosa-Bilbao

IoT 2026, 7(2), 36; https://doi.org/10.3390/iot7020036 (https://doi.org/10.3390/iot7020036) - 22 Apr

2026

Abstract Complex Event Processing (CEP) is essential for real-time analytics in domains such as

industrial IoT, cybersecurity, and financial monitoring, yet CEP adoption is still hindered by the difficulty

of authoring temporal rules and by rigid redeployment workflows. This paper presents PatternStudio, a

neuro-symbolic [...] Read more.
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Open Access Article

Privacy-Preserving Emergency Vehicle Authentication Scheme Using Zero-Knowledge Proofs
and Blockchain (/2624-831X/7/2/35)

by Hanshi Li, Drishti Oza, Masami Yoshida and Taku Noguchi

IoT 2026, 7(2), 35; https://doi.org/10.3390/iot7020035 (https://doi.org/10.3390/iot7020035) - 21 Apr

2026

Abstract Emergency vehicle authentication in vehicular ad hoc networks must satisfy strict latency,

privacy, and trust constraints. Existing Public Key Infrastructure- and Conditional Privacy-Preserving

Authentication-based schemes incur substantial overhead from certificate management and expensive

per-hop verification, making them unsuitable for real-time emergency scenarios. We [...] Read more.
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Abstract The Mobile Reliable Opportunistic Routing (MROR) protocol improves data-forwarding

reliability in Cognitive Radio Sensor Networks (CRSNs) through mobility-aware virtual contention

groups and handover zoning. However, its heuristic decision logic is difficult to optimize under highly

dynamic spectrum access and random node mobility. To [...] Read more.
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Abstract Smart-city IoT ecosystems depend on a large number of devices with limited resources,

which often lack built-in security mechanisms. While traditional cloud-based or gateway-centric

intrusion detection systems (IDSs) offer essential security, they are still characterized by high detection

latency, considerable bandwidth demand, and [...] Read more.
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Abstract The safety and reliability of railway wagon operations largely depend on the timely detection

of degradation in safety-critical components such as axle bearings, wheelsets, and braking systems.

Conventional maintenance strategies based on fixed inspection intervals are often inadequate for

capturing the actual operating [...] Read more.
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Abstract The Internet of Vehicles (IoV) is a rapidly evolving technology that provides real-time

connectivity, enhanced road safety, and reduced traffic congestion; however, its inherently open

communication channels expose it to serious security and privacy threats. In 2021, Chaudhry

proposed SMEP-IoV, a lightweight message [...] Read more.
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Abstract The proliferation of Internet of Things (IoT) devices has introduced significant security

challenges. Resource-constrained devices face sophisticated threats but lack the computational

capacity for advanced security analysis. This study investigates optimal security task allocation in

Cognitive IoT (CIoT) networks. It specifically examines when [...] Read more.
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Abstract

The Mobile Reliable Opportunistic Routing (MROR) protocol improves data-forwarding relia-
bility in Cognitive Radio Sensor Networks (CRSNs) through mobility-aware virtual contention
groups and handover zoning. However, its heuristic decision logic is difficult to optimize under
highly dynamic spectrum access and random node mobility. To address this limitation, we
present DRL-MROR, a refined routing framework that incorporates deep reinforcement learning
(DRL) to enable intelligent and adaptive forwarding decisions. In DRL-MROR, the secondary
users (SUs) act as autonomous agents that observe local state information, including primary-
user activity, link quality, residual energy, and neighbor-mobility patterns. Each agent learns a
forwarding policy through a Deep Q-Network (DQN) optimized for long-term network utility
in terms of throughput, delay, and energy efficiency. We formulate routing as a Markov Deci-
sion Process (MDP) and use experience replay with prioritized sampling to improve learning
stability and convergence. The DQN used at each node is intentionally lightweight, requiring
5514 trainable parameters, about 21.5 kB of weight storage in 32-bit precision, and approximately
5.4k multiply-accumulate operations per inference, which supports practical deployment on
edge-capable CRSN nodes. Extensive simulations show that DRL-MROR outperforms the
original MROR protocol and representative AI-based routing baselines such as AIRoute under
diverse operating conditions. The results indicate gains of up to 38% in throughput, 42% in
goodput, a 29% reduction in energy consumed per packet, and an approximately 18% improve-
ment in network lifetime, while maintaining high route stability and fairness. DRL-MROR also
reduces control overhead by about 30% and average end-to-end delay by up to 32%, maintaining
strong performance even under elevated PU activity and higher node mobility. These results
show that augmenting opportunistic routing with lightweight DRL can substantially improve
adaptability and efficiency in next-generation IoT-oriented CRSNs.

Keywords: cognitive radio sensor networks; deep reinforcement learning; DQN;
opportunistic routing; intelligent forwarding; mobility-aware networking; energy
efficiency; low-latency communication
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1. Introduction
Cognitive Radio Sensor Networks (CRSNs) have emerged as an important enabling

technology for smart cities, industrial automation, environmental monitoring, and dis-
aster response because of their scalability, spectrum efficiency, and suitability for intelli-
gent Internet of Things (IoT) applications [1]. By allowing unlicensed secondary users
(SUs) to opportunistically access licensed spectrum bands, CRSNs address the spectrum
scarcity associated with fixed-frequency allocation while remaining compatible with pri-
mary users (PUs). Nevertheless, reliable data forwarding in these networks remains
difficult because both the radio environment and the network topology are highly dy-
namic. Two major factors that degrade end-to-end communication performance are time-
varying spectrum availability caused by PU activity and node mobility, which frequently
disrupts links.

To address these challenges, we previously proposed the Mobile Reliable Opportunis-
tic Routing (MROR) protocol as an extension of traditional geographic routing schemes [2].
In MROR, routing stability is enhanced through Virtual Contention Groups (VCGs) and
VMH zoning, which incorporate mobility prediction and spatio-temporal channel esti-
mation into the forwarding process. Although MROR performs well, its core operations,
particularly channel selection, receiver prioritization, and route maintenance, are still driven
by heuristics. These rules are based on predefined thresholds (e.g., the mobility-induced
guard distance, mguard) and deterministic models of channel availability. As a result, they
lack the adaptability required to perform optimally under the non-stationary conditions
commonly observed in vehicular or drone-based networks, such as unpredictable PU
behavior and irregular node mobility patterns.

Recent advances in artificial intelligence, particularly deep reinforcement learning
(DRL), offer a promising solution to this limitation. Unlike rule-based systems, DRL agents
learn optimal policies through direct interaction with their environment, making them
well suited to complex and dynamic wireless systems in which analytical models are often
inaccurate. In addition, DRL can balance multiple objectives through a single reward
function, making it an attractive approach for improving opportunistic routing protocols.

In this work, we propose DRL-MROR, a novel enhancement of the MROR protocol
that integrates a Deep Q-Network (DQN) at each SU node to enable intelligent, context-
aware decisions for next-hop relay selection and channel switching. We formulate the
forwarding problem as a Markov Decision Process (MDP). Each SU acts as an autonomous
agent observing a local state vector that includes residual energy, speed, direction, channel
availability, neighbor queue lengths, and distance to the sink. The agent learns a policy
that maximizes a multi-objective reward function designed to promote long-term network
utility. To keep decentralized execution practical, the DQN is intentionally compact and
therefore suitable for deployment on edge-capable CRSN nodes with moderate processing
and memory resources. By replacing static heuristics with learned behavior, DRL-MROR
achieves superior performance across diverse scenarios.

The major contributions of this paper are threefold: first, the integration of Deep Q-
Learning into the MROR protocol stack, thereby transforming it from a reactive rule-based
system into a proactive and self-adaptive one; second, a detailed performance evaluation
against heuristic and learning-based baselines under common simulation settings; and third,
a sensitivity analysis and component-wise energy breakdown that support the practical
feasibility of the approach for resource-constrained yet edge-capable sensor platforms.

The remainder of this paper is organized as follows: Section 2 reviews related work.
Section 3 outlines the system model. Section 4 presents the DRL-MROR framework and
MDP formulation. Section 5 details the implementation and training process. Section 6
describes the simulation setup and results. Section 7 concludes the study.
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2. Related Work
Over the past few years, artificial intelligence has become increasingly integrated into

wireless networking, especially in dynamic environments such as Cognitive Radio Sensor
Networks (CRSNs). In contrast to traditional routing protocols, which are largely based
on static rules and reactive mechanisms, recent studies have focused on data-driven and
adaptive decision-making supported by machine learning.

2.1. AI-Driven Routing in Dynamic Networks

DRL has been shown to be effective for intelligent packet forwarding. Feriani and Hos-
sain [3] provided a detailed tutorial on single-agent and multi-agent DRL for AI-enabled
wireless networks, highlighting its potential for adaptive routing. Radio resource manage-
ment has also benefited from Graph Neural Networks (GNNs); for example, Shen et al. [4]
demonstrated that GNNs can be used to scale radio resource management. Similarly,
Dašić et al. [5] investigated distributed spectrum management based on consensus-driven
reinforcement learning and reported encouraging results for collaborative learning in
cognitive radio networks.

Nonetheless, most of these studies do not explicitly address the unique constraints of
CRSNs. Although they offer rapid adaptation to dynamic wireless environments, meta-
learning techniques require substantial pre-training and are therefore less suitable for
low-power sensor nodes [6].

2.2. Predictive Networking with Graph Neural Networks

More recently, Graph Neural Networks (GNNs) have been adopted to model spatio-
temporal dependencies in wireless networks [7]. Although these strategies offer strong
potential for predicting link stability in CRSNs, their integration with opportunistic geo-
graphic routing remains challenging. Digital-twin technology combined with reinforcement
learning has also been discussed for 6G IoT systems [8], enabling the design of closed-loop
networks for real-time optimization.

2.3. Energy-Efficient and Reliable Forwarding

Energy efficiency is a critical concern in CRSNs because of the severe resource con-
straints of sensor networks.

Deep Q-Learning has been applied to dynamic spectrum access, demonstrating im-
proved spectrum utilization while conserving energy [9]. In addition, recent DQN-based
approaches to channel selection in cognitive radio networks have shown promising re-
sults [10].

With respect to reliability, Tran et al. [11] introduced a DRL-based QoS routing
protocol with cross-layer design for cognitive radio mobile ad hoc networks. Bai et al. [12]
proposed a DRL-based geographic packet-routing optimization framework. Beyond
routing, recent sensor-network studies have examined resilient distributed localization
under false-data-injection attacks and convergence behavior under communication
delays, further highlighting the importance of robustness and distributed adaptation
in wireless sensing systems [13,14]. Although these studies address different problem
settings, they provide useful context for the broader design of reliable and adaptive
CRSN protocols.

These broader results do not solve the CRSN routing problem directly, but they
reinforce two design lessons relevant to this work: distributed decision mechanisms must
remain robust under imperfect information, and convergence behavior matters when
communication is delayed, intermittent, or adversarial.
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2.4. Positioning of DRL-MROR

Despite these advances, the literature still lacks a study that combines the MROR logic
with lightweight decentralized deep reinforcement learning under mobile CRSN conditions
and explicit energy-awareness. Most related work either relies on centralized AI models
that are less suitable for distributed sensor networks, applies machine learning only to
lower-layer functions such as spectrum sensing, or targets higher-resource platforms such
as drones and vehicular nodes.

In contrast, DRL-MROR embeds a distributed DQN agent directly into the MROR
protocol pipeline, replacing static thresholds with learned policies for VCG formation,
VMH zoning, and receiver prioritization. By formulating routing as a Markov Decision
Process (MDP) and optimizing a multi-objective reward function, the framework improves
throughput, goodput, energy efficiency, and fairness without requiring global coordination
and while maintaining a lightweight per-node model.

3. System and Network Model
We consider a CRSN consisting of mobile SUs operating across shared channels with

PUs. All nodes are equipped with cognitive radios capable of sensing, switching, and
transmitting. A single base station (BS) acts as the sink, and packets are forwarded toward
the BS through multi-hop opportunistic routing.

Each SU performs periodic spectrum sensing. The availability of channel c follows a
semi-Markov process with defined transition probabilities.

P(i)
ON→OFF, P(i)

OFF→ON

Interference constraints require SUs to remain outside the PU keep-out radius. The
transmission range is denoted by R.

Node mobility follows a modified random waypoint model with speed v. Let pi(t)
denote the position of SU i at time t. The relative displacement between SUs i and j can
therefore be expressed as follows:

∆
→
pjk(t) =

→
pk(t)−

→
pj(t)

A link break occurs when the inter-node distance exceeds the transmission range. To
account for this instability, we define a guard distance m_guard [2].

3.1. Formal Derivation of Spatio-Temporal Channel Availability

To provide a rigorous foundation for our channel estimation model, we formally
derive the spatio-temporal availability of channel c at time t. This probability depends on
two independent factors: the activity state of the primary user (PU) and the spatial location
of the secondary user (SU) relative to the PU keep-out radius.

Let ic(t) denote the event that the PU on channel c is idle at time t, and let rk denote
the keep-out radius. The spatio-temporal availability is then given by:

Ai(t) = P
(

H(i)
0 (t)

)
︸︷︷︸ PU Idle

· P
(∣∣∣| →

pSU(t)−
→

pPUi |
∣∣∣> RK

)
︸︷︷︸Outside Keep−Out Radius

We model PU activity as a semi-Markov process with transition probabilities pON and
pOFF. Under steady-state conditions, the probability that the PU is idle is given by:

P
(

H(i)
0 (t)

)
=

P(i)
ON→OFF

P(i)
ON→OFF + P(i)

OFF→ON
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For the spatial component, if SU mobility follows a random waypoint model over a
uniform area, the probability of remaining outside the keep-out radius can be approximated
from the network density and deployment region. This derivation provides an analytical
basis for the channel-pool update algorithm in MROR [2], which the DRL agent uses to
make informed forwarding decisions.

3.2. Analytical Model for Mobility-Induced Link Lifetime

Relative motion is one of the critical factors in determining the stability of a communi-
cation link between two SUs. We therefore define the mobility-induced guard distance not
merely as a heuristic, but as a function of the expected link lifetime.

Consider two nodes, j and k, with initial positions
→
pj(0) and

→
pk(0), and constant

velocities
→
vj and

→
vk. The relative velocity vector is

→
vjk =

→
vk −

→
vj. The squared distance

between them at time t can be represented as:∣∣∣∣∣∆ →
pjk(t)

∣∣∣∣∣2 =
∣∣∣∣∣(→pk(0) +

→
vkt)−

(→
pj(0) +

→
vjt

)∣∣∣∣∣2
Let

→
r0 =

→
pk(0)−

→
pj(0) and

→
vjk =

→
vk −

→
vj. The equation simplifies to a quadratic in t:

f (t) =
∣∣∣∣∣→vjk

∣∣∣∣∣2t2 + 2
(→
r0 ·

→
vjk

)
t +

∣∣|→
r0|

∣∣2
The link breaks when the inter-node distance exceeds the transmission range R. Solv-

ing the resulting expression yields the time to disconnection. This analytical model allows
the DRL agent to predict link stability and proactively trigger VMH handovers before
failure, rather than relying solely on the earlier reactive mechanism.

4. DRL-MROR: Framework Design and MDP Formulation
DRL-MROR extends the original MROR protocol by replacing the channel-selection

and route-request initiation stage, as well as receiver-contention prioritization, with a
DQN-driven decision engine.

4.1. Markov Decision Process (MDP) Formulation and Convergence Analysis

We formalize the opportunistic routing decision at each SU as a discrete-time Markov
Decision Process (MDP) defined by the tuple (S, A, P, R, γ).

The optimal action-value function Q∗(s, a) satisfies the Bellman optimality equation:

Q∗(s, a) = ∑
s′∈S

P(s, a)
[
R
(
s, a, s′

)
+ γQ∗ (s′, a′

)]
where P(s, a) is the state transition probability, R(s, a, s′) is the immediate reward, and
γ ∈ [0, 1) is the discount factor.

While the true action-value function is unknown, our Deep Q-Network (DQN) learns
an approximation parameterized by weights θ. The learning objective is to minimize the
temporal-difference (TD) error:

L(θ) = E(s,a,r,s′)∼D

[(
r + γQ

(
s′, a′; θ−

)
− Q(s, a; θ)

)2
]

where D is the experience replay buffer and θ− denotes the parameters of a separate
target network. This formulation promotes stable convergence, as established in the deep
reinforcement learning literature [15–20]. Our use of prioritized experience replay further
accelerates learning by focusing on transitions with high TD error.
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4.2. Problem Formulation as MDP

We model the forwarding decision at each SU as a discrete-time Markov Decision
Process (MDP): (S, A, P, R, γ).

State Space S

At time t , the state observed by SU n is:

Sn
t =

(
En(t), νn(t), θn(t), {Ai(t)}C

i=1, {Qj(t)}j∈Nn , DBS
n

)
Here, Eres represents residual energy, v is speed, θ denotes direction, C captures

channel availability, Q is queue length, and d represents distance to the BS. All values are
normalized to the range [0, 1].

Action Space A

The discrete action space includes the following:

• a = 0: Do not forward,
• a = i: Forward on channel I ∈ {1, . . . , C},
• a = C + 1: Request re-routing.

Thus, the total number of actions is given by:

Reward Function

The reward function is designed to promote both reliability and efficiency. A positive
bonus is awarded only upon successful packet delivery, yielding a sparse-reward setting.

rt = w1 ·
Trx

T0
−w2 ·

∆E
E0

−w3 ·
ddelay

d0
+w4 · Isuccess

Here, Rdata denotes the achieved data rate, Econs represents the energy consumed,
Dtotal denotes queuing plus propagation delay, and δ = 1 when the packet successfully
reaches the BS.

• w1, w2, w3, and w4 are tuned weights.
• β1, β2, and β3 are normalization constants.

Objective

The objective is to maximize expected cumulative discounted reward:

J(π) = Eπ [s0 ∼ ρ0], γ = 0.95

4.3. Comprehensive Energy Consumption Model

To quantify the energy efficiency of DRL-MROR, we present a detailed breakdown of
the total energy consumed per packet, Etotal :

Etotal = Esense + Etx + Erx + Eidle + Ecomp

where
Esense: Energy for spectrum sensing,
Etx = Ptx · Tpkt: Transmission energy,
Erx = Prx · Tack: Reception energy,
Eidle = Pidle · Twait: Energy consumed while listening,
Ecomp: Computational energy for DRL inference.
The reward function of our DRL agent is designed to minimize E_total by reducing

retransmissions, lowering route-rediscovery frequency, and selecting energy-efficient paths.
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The DQN used in this study contains 5514 trainable parameters, corresponding to approxi-
mately 21.5 kB of weight storage in 32-bit precision (or about 10.8 kB in 16-bit precision),
with fewer than 1 kB of activation memory for a single inference. A forward pass requires
approximately 5.4k multiply-accumulate operations. Although the AI model introduces
an additional computation term, this cost remains small relative to radio energy consump-
tion in sensing, transmission, reception, and idle listening. The practical target is therefore
not extremely minimal motes, but edge-capable CRSN nodes that can support lightweight
local inference.

5. Deep Q-Network Implementation
5.1. Neural Network Architecture

We implement a fully connected DQN with 10 neurons in the input layer, two hidden
dense layers with 64 ReLU units each, and a linear output layer with 10 outputs. This
architecture contains 5514 trainable parameters, which keeps the model compact enough
for decentralized execution. Experience replay and target-network stabilization are used
during training. The optimizer is Adam, and ε-greedy exploration decays from 1.0 to 0.05.

Each SU runs its own DQN agent independently, enabling decentralized execu-
tion without coordination overhead, as depicted in the architecture in Figure 1 and
detailed below.

Figure 1. Neural Network Architecture: Dropout (0.2) is applied after each hidden layer to
prevent overfitting.

5.2. Experience Replay and Training

Using a replay buffer, agents store observed transitions. During training, mini-batches
of size 32 are uniformly sampled to compute the loss:

L(θ) = E(s,a,r,s′) ∼ D
[(

r + γmaxa′Q
(
s′, a′; θ−

)
− Q(s, a; θ)

)2
]

where θ− are the target-network parameters, which are updated every 100 steps.
To focus on high-error transitions, we employ Prioritized Experience Replay (PER) [21]

with importance-sampling correction:

P(i) =
|δi|+ϵ

∑j
(∣∣δj

∣∣+ϵ
)

In this setup, Adam is used as the optimizer, while ε-greedy exploration decays from
1.0 to 0.05 over 10,000 episodes. We emphasize, however, that the convergence behavior
shown in this study is intended to demonstrate learning stability under the simulated
environment. In practice, the policy can be pre-trained offline on representative traffic,
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mobility, and PU-activity profiles, then lightly adapted online rather than learned from
scratch in every deployment.

5.3. Distributed Execution

During operation, each SU senses its environment and constructs its state vector. It
then queries its local DQN to select an action using ε-greedy exploration. After executing
the selected action (transmit, switch channel, or drop), it receives a reward based on the
outcome, stores the resulting transition, and asynchronously updates the Q-network.

6. Performance Evaluation
6.1. Simulation Setup

Each experiment averages 30 independent runs over 1000 s.
Each experiment averages 30 independent runs over 1000 s. Unlike supervised learn-

ing approaches that rely on pre-collected datasets, the DRL-MROR agent learns through
continuous interaction with its environment. The state-action-reward tuples (“training
data”) are generated dynamically during NS-3 simulation. As SUs move, PUs transmit,
and packets are forwarded, the agent accumulates experiences in the replay buffer. The
high-level results reported in this paper are therefore derived from controlled evaluation
runs after training within the same simulation framework. This setup as listed in Ta-
ble 1 is appropriate for comparative protocol analysis, although it does not replace future
hardware-level validation under real RF interference and device-specific constraints.

Table 1. Simulation setup values.

Simulation Metric Value/Specification

Number of SUs 50–150
Channels (C) 8
Bandwidth per channel 1 MHz
PU activity pattern Semi-Markov (ON/OFF)
PON→OFF 0.3
POFF→ON 0.2
Transmission range R 50 m
Keep-out radius RK 70 m
Packet size 128 bytes
Traffic model CBR, 4 pkt/s/node
Mobility speed 0–10 m/s
Energy model First-order radio model [21]
Simulated area 1000 × 1000 m2

Simulator NS-3.30 + Python 3.6+ API (via ns3gym)
DRL framework PyTorch 2.1

6.2. Baseline Protocols

• MROR [2]: the original heuristic-based protocol.
• TIGHT [12]: a geographic routing protocol with interference avoidance.
• Coolest Path [11]: a spectrum- and mobility-aware routing metric.
• Random Forwarding [9]: selects the next hop randomly from the candidate set.
• AIRoute [16]: a state-of-the-art DRL-based routing protocol used for comparison.
• For fairness, all baseline protocols were run under the same network area, node-density

range, traffic generation model, PU activity process, channel bandwidth, mobility
model, and simulation time. Protocol-specific parameters were selected according
to the original descriptions or commonly used default settings, so that performance
differences reflect routing behavior rather than favorable environmental assumptions.
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6.3. Results and Analysis

As node density increases in Figure 2, DRL-MROR achieves up to 38% higher through-
put than MROR because of better channel utilization and fewer collisions. The DQN agent
proactively avoids congested paths and selects higher-quality links.

Figure 2. Throughput vs. number of nodes.

As shown in Figure 3, at high mobility (8–10 m/s), DRL-MROR maintains up to 42%
higher goodput than MROR. Unlike traditional protocols, which often suffer from outdated
channel information, the DRL agent adapts continuously through online learning.

Figure 3. Goodput vs. node speed.

Figure 4 shows that when compared with MROR, DRL-MROR reduces the energy cost
per packet by up to 29%. Because unnecessary transmissions are penalized by the reward
function, the model tends to favor nearby and energy-sufficient relays.

Figure 4. Average energy per packet vs. mobility.
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As shown in Figure 5, under rapid PU toggling (every 2–4 s), DRL-MROR exhibits
superior route stability, with gains of up to 51%, due to predictive channel switching
learned from historical patterns.

Figure 5. Route stability ratio vs. PU activity frequency.

The “Average Cumulative Reward” is a normalized score that reflects throughput,
energy efficiency, and delay (for example, on a 0–20 scale) as illustrated in Figure 6. The
values are included to illustrate typical DQN convergence behavior under the simulated
environment rather than to claim that every deployment must train online from scratch.

Figure 6. Convergence of DQN training.

During the initial episodes (0–100), the reward rises rapidly as the agent learns sim-
ple strategies such as avoiding congested channels and selecting nearby relays. Between
episodes 100 and 300, the rate of improvement slows as the policy becomes more refined,
including better anticipation of PU activity and VMH handovers. The reward then ap-
proaches a plateau, indicating convergence to a stable policy. In practical deployment, such
training can be performed offline or in representative scenarios, followed by lightweight
online adaptation.

Figure 7 compares the average cumulative reward per training episode for DRL-MROR
under different configurations against AIRoute. The combined use of experience replay,
target networks, and prioritized sampling in DRL-MROR leads to faster convergence and a
higher final reward, indicating more efficient learning and a better routing policy.
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Figure 7. Average cumulative reward per episode.

The “Average Reward” is a normalized metric that combines throughput, energy
efficiency, and delay (e.g., on a 0–20 scale).

Table 2 captures a summary of baseline routing protocol and ablation configurations
for the proposed DRL-MROR framework.

Table 2. Overview of baseline and proposed DRL-MROR model variants.

Configuration Description

AIRoute

State-of-the-art DRL-based routing using graph
reinforcement learning for decentralized ad hoc
networks [16]. Uses basic DQN with fixed
exploration decay.

DRL-MROR (Baseline DQN) Our agent without advanced training techniques.
Serves as a baseline.

+Experience Replay (ER) Stores past transitions in a replay buffer to break
correlation and improve sample efficiency.

+Target Network (TN) Uses a separate target network to stabilize Q-value
updates and prevent oscillations.

Full: ER + TN + Prioritized
Sampling

Combines all three techniques: experience replay,
target network, and prioritized experience replay
(focusing on high-error transitions). This is the final
proposed model.

• Accelerated convergence: the fully configured DRL-MROR model converges faster
and reaches a higher reward (~15.3) than AIRoute (~13.0 at episode 500).

• Stability: the combination of experience replay and target networks reduces oscillations
in the reward trajectory.

• Superior final performance: the full DRL-MROR model achieves approximately 18%
higher cumulative reward than AIRoute by the end of training.

• Impact of components: each additional component (ER, TN, and prioritization) pro-
vides a measurable performance gain, which justifies its inclusion.

Figure 8 shows the total number of route-request (RREQ) and route-reply (RREP)
control packets generated as network size increases. Compared with the state-of-the-
art AIRoute protocol [16], DRL-MROR achieves substantially lower control overhead,
improving scalability under dense-network conditions. For consistency, all compared
baselines were evaluated under the same topology size, traffic model, mobility range, PU
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activity assumptions, channel settings, and simulation duration; only protocol-specific
internal parameters were kept at their standard or best-reported settings.

Figure 8. Control overhead (RREQ + RREP packets per simulation).

The control-packet counts are measured over a fixed simulation time (e.g., 1000 s). The
reduction achieved by DRL-MROR is explained by its ability to learn more stable routes
and reduce flooding during reactive route discovery.

• DRL-MROR reduces control packets by approximately 30% relative to AIRoute. This
gain arises from the following factors:

o Proactive route maintenance based on learned policies.
o A reduced need for route rediscovery due to better link-stability prediction.
o More efficient VCG formation based on predicted receiver reliability.

• Trend: as the number of nodes increases, network density rises, leading to more
route conflicts and route-discovery events. Although both protocols generate more
control traffic under these conditions, DRL-MROR scales more efficiently because of
its adaptive decision-making.

Figure 9 presents average route-discovery time as a function of network size. Com-
pared with the state-of-the-art AIRoute protocol [16], DRL-MROR establishes routes signifi-
cantly faster, with reductions of up to 40%. This demonstrates its superior responsiveness
and efficiency in dynamic CRSN environments.

Figure 9. Average route discovery time.
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The values are expressed in milliseconds (ms). The reduction in route-discovery time
is attributed to the ability of DRL-MROR to learn stable routes and reduce RREQ flooding
through intelligent forwarding decisions.

• DRL-MROR achieves an approximately 30–40% reduction in route-discovery time
relative to AIRoute. This improvement is driven by the following factors:

o Predictive forwarding: the DQN agent learns which neighbors are likely to
maintain stable links and better connectivity to the sink, thereby reducing the
need for extensive flooding.

o Reduced contention: because receivers are prioritized by learned stability esti-
mates rather than fixed rules, contention is resolved more quickly and packets
are forwarded sooner.

o Reduced rediscoveries: greater route stability leads to fewer route failures, so
nodes spend less time rediscovering new paths.

• Trend: as the number of nodes increases, higher density can lead to congestion and
collisions, which increase discovery delay. Although both protocols experience longer
discovery times at larger network sizes, DRL-MROR scales more efficiently because
the agent learns to avoid crowded regions and select higher-quality paths.

Figure 10 presents Packet Delivery Ratio (PDR) as a function of node mobility speed.
Across all mobility levels, DRL-MROR is more reliable than the state-of-the-art AIRoute
protocol [16], with the largest gains observed at high speeds, where predictive routing
reduces the impact of rapid topology changes.

Figure 10. Packet Delivery Ratio (PDR) vs. node speed.

PDR is computed as (number of packets received at the sink/number of packets sent
by the sources) × 100. The reported values reflect the high route stability and proactive
channel selection achieved by DRL-MROR.

• DRL-MROR achieves an approximately 10–15% relative improvement in PDR over
AIRoute at the highest mobility levels. This gain is due to the following factors:

o Proactive handover management: the DQN agent learns to predict link breaks
and initiate handovers through VMH zones before disconnections occur.

o Intelligent channel switching: the agent avoids channels that are likely to be occupied
by PUs or affected by interference, thereby reducing packet loss during transmission.

o Stable VCG formation: as nodes move, forwarding paths remain more stable
because receiver prioritization is based on learned stability metrics rather than
the fixed mguard threshold.
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• Trend: as node speed increases, link durations become shorter, leading to more route
failures and packet loss. Although PDR decreases in both protocols, DRL-MROR
degrades more gracefully because of its predictive and adaptive behavior.

Figure 11 presents Packet Delivery Ratio (PDR) as a function of PU activity frequency.

Figure 11. Packet Delivery Ratio (PDR) vs. PU activity frequency.

The proposed DRL-MROR framework maintains a higher PDR than AIRoute [16] and
is more robust to dynamic spectrum conditions. Its advantage becomes more pronounced as
the spectrum environment becomes more volatile, demonstrating the benefit of predictive
channel selection.

The proposed DRL-MROR framework maintains a higher PDR than AIRoute [16] and
is more robust to dynamic spectrum conditions. Its advantage becomes more pronounced
as the spectrum environment becomes more volatile, demonstrating the effectiveness of its
predictive channel-selection policy.

“PU toggle frequency” refers to how often a PU switches between ON (transmitting)
and OFF (idle) states. The higher this frequency, the more volatile and unpredictable the
spectrum environment becomes. PDR is computed as (number of packets received at the
sink/number of packets sent by the sources) × 100.

• DRL-MROR achieves an approximately 10–15% relative improvement in PDR
over AIRoute at the highest PU toggle frequencies. This gain is driven by the
following factors:

o Spectrum-availability prediction: the DQN agent models the temporal dynamics
of PU activity from sensing history and can therefore avoid channels that are
likely to become occupied soon.

o Proactive channel switching: DRL-MROR can switch to a more stable channel
before a PU appears, rather than reacting only after the arrival of the PU.

o Robust VCG formation: the agent can initiate routes through SUs with access to
multiple alternative channels, thereby forming a more resilient forwarding group.

Trend: as PU toggle frequency increases, SUs have less time to transmit and are more
likely to experience mid-transmission interference. Although all protocols suffer some
reduction in PDR, DRL-MROR degrades more gracefully because its predictive capability
supports better routing and channel-selection decisions.

Figure 12 presents average end-to-end delay as a function of traffic load per node.
Across all traffic loads, DRL-MROR achieves lower latency than AIRoute [16], demonstrat-
ing stronger congestion control and more timely data delivery in CRSNs.
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Figure 12. Average end-to-end delay vs. traffic load.

The values are expressed in milliseconds (ms). The simulations assume a net-
work size of 100 nodes and an average mobility speed of 5 m/s. The lower delay ob-
served in DRL-MROR can be attributed to its ability to learn efficient routes and avoid
congested paths.

• DRL-MROR reduces end-to-end delay by up to 30–40% relative to AIRoute across all
traffic loads. This gain arises from the following factors:

o Congestion-aware routing: the DQN agent observes neighboring queue states
and avoids routes with long queues or high collision rates, resulting in faster
packet delivery.

o Efficient channel utilization: the agent can choose less congested channels and
therefore reduce queuing time.

o Optimized VCG contention: contention is resolved more efficiently than in tra-
ditional backoff schemes because receiver prioritization is driven by learned
stability scores, thereby reducing forwarding delay.

Trend: as traffic load increases, queuing delay and collisions also increase. Although
both protocols experience higher delay under heavy load, DRL-MROR remains more
efficient because the AI agent dynamically adjusts its strategy to avoid bottlenecks.

Figure 13 presents delay jitter as a function of node mobility speed. Compared with
AIRoute [16], DRL-MROR exhibits substantially lower jitter, indicating more consistent
packet-delivery times. This makes the protocol more suitable for time-sensitive applications
in dynamic CRSNs.

The values are expressed in milliseconds (ms). In these simulations, the network size
is fixed at 100 nodes and the traffic load is 4 packets per second per node. Lower jitter
indicates more stable delivery times.

• DRL-MROR reduces delay jitter by approximately 40% across all mobility levels
relative to AIRoute. This improvement is due to the following factors:

o Predictive path selection: the DQN agent learns to avoid paths with high variance
in link quality or congestion, leading to more predictable
delivery times.

o Stable VCG contention: when receiver prioritization is based on learned stability
scores, the contention process becomes more predictable and introduces less
variation in forwarding delay.
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o Proactive handover management: VMH zoning controlled by the DRL agent
enables smoother handovers and avoids abrupt delay spikes when a node moves
out of range.

• Trend: as node speed increases, link durations become shorter and less predictable,
which tends to increase jitter. Although both protocols exhibit higher jitter at greater
mobility, DRL-MROR maintains significantly lower values because the agent can
anticipate changes and make more consistent routing decisions.

Figure 13. Delay jitter (standard deviation of end-to-end delay).

Figure 14 compares the average energy consumption per successfully delivered packet
for DRL-MROR and AIRoute [16]. Although DRL-MROR incurs a small additional com-
putational cost for deep reinforcement learning inference, its intelligent routing decisions
produce substantial savings in radio-related energy, including sensing, transmission, re-
ception, and idle listening. Consequently, the overall energy consumption per packet is
reduced by about 18%, demonstrating improved energy efficiency.
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Figure 14. Energy consumption per packet (mJ) by component.

The reported values represent the average energy consumed per successfully delivered
packet during a 1000 s simulation with 100 nodes moving at an average speed of 5 m/s.

■ Sensing: reduced because the agent learns when sensing is most beneficial, making
sensing activity more adaptive.

■ Transmission and reception: greatly reduced because shorter and more reliable routes
decrease retransmissions and redundant broadcasts.
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■ Idle listening: minimized because the agent can better predict when to remain active,
allowing nodes to spend more time in low-power states.

■ Computation: slightly higher than in AIRoute because DRL-MROR uses a more
sophisticated model (e.g., with experience replay), but this cost is negligible relative to
the savings in radio operations.

■ Trend: although DRL-MROR introduces a modest computational overhead, it still
reduces total energy consumption per packet by roughly 18% because radio operations
dominate power use and intelligent decisions significantly reduce that cost.

Figure 15 presents network lifetime, defined as the time until the first node dies, as a
function of initial node energy. DRL-MROR extends network lifetime by up to 20% relative
to the state-of-the-art AIRoute protocol [16] because of its improved energy efficiency. This
highlights the protocol’s suitability for long-term deployment in CRSNs.

Figure 15. Network lifetime (time until first node dies).

The simulations assume a fixed network size of 100 nodes, an average mobility speed
of 5 m/s, and a traffic load of 4 packets per second per node. Network lifetime is measured
from the start of the simulation until the residual energy of the first SU falls below the
minimum acceptable threshold.

• DRL-MROR improves network lifetime by approximately 20% over AIRoute across all
initial-energy levels. This benefit follows directly from the lower energy consumed per
packet, as shown in the component-wise energy analysis. By reducing retransmissions,
listening overhead, and idle listening, DRL-MROR slows battery depletion across
the network.

• Trend: both protocols exhibit roughly linear growth in network lifetime as initial energy
increases. However, DRL-MROR consistently achieves a longer lifetime because it
uses energy more efficiently, and the absolute lifetime gap widens as initial energy
increases, indicating good scalability.

Figure 16 presents Jain’s fairness index over simulation time. Compared with
AIRoute [16], DRL-MROR maintains a higher and more consistent fairness index, showing
that it distributes forwarding load more evenly among nodes and is therefore less likely to
create energy bottlenecks that shorten network lifetime.

The fairness index is computed from the number of packets forwarded by each node,
which is a common proxy for forwarding burden and energy consumption. The simulations
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assume a fixed network size of 100 nodes, an average mobility speed of 5 m/s, and a traffic
load of 4 packets per second per node.

 
Figure 16. Jain’s fairness index vs. simulation time.

• DRL-MROR maintains an average fairness index approximately 0.08–0.10 higher
than AIRoute over the simulation period. This improvement can be attributed to the
following factors:

o Balanced VCG selection: the DQN agent learns not only the stability of candidate
receivers but also their load and residual energy, enabling fairer relay selection.

o Proactive load distribution: the agent spreads forwarding duties by anticipating
future network conditions rather than repeatedly selecting the same relay.

o Energy-aware decisions: the reward function explicitly accounts for energy effi-
ciency, encouraging the agent to avoid overusing nodes with low residual energy
and preventing bottlenecks.

• Trend: as network conditions vary over time because of mobility and PU activity, some
nodes naturally become more attractive forwarders. Although fairness decreases some-
what in both protocols, DRL-MROR maintains a substantially higher level because the
agent continuously adapts its decisions to preserve balanced resource utilization.

Table 3 summarizes the sensitivity of DRL-MROR to selected hyperparameter settings.
The default configuration corresponds to the best-performing setting identified during
training, while AIRoute reflects its standard learning configuration under the same simula-
tion environment. This comparison is intended to show relative robustness under matched
operating conditions rather than to over-tune any one baseline.

• The AIRoute baseline represents state-of-the-art performance under its own hyperpa-
rameter settings.

• Learning Rate (LR):

o High LR (1 × 10−3): Causes unstable training and overshooting, leading to
suboptimal policies and lower goodput (82%).

o Low LR (1 × 10−5): Results in very slow convergence but can still reach a good
policy, though slightly below the default (84%).

o Conclusion: DRL-MROR performs best at 1 × 10−4, indicating sensitivity to the
learning-rate setting.

• Discount Factor (γ):

o High γ (0.99): makes the agent more far-sighted, which benefits long-term net-
work utility (86%).

https://doi.org/10.3390/iot7020034

https://doi.org/10.3390/iot7020034


IoT 2026, 7, 34 19 of 22

o Low γ (0.90): makes the agent focus more on immediate rewards, potentially
neglecting future stability and reducing goodput (83%).

o Conclusion: performance degrades when γ is too low, highlighting the impor-
tance of long-term planning.

• Reward Weights:

o W1 (Throughput) = 0.6: Over-prioritizing throughput leads to aggressive forward-
ing but also higher collisions, reducing overall goodput (85%).

o W2 (Energy) = 0.5: Over-emphasis on energy conservation causes the agent to
drop packets or avoid forwarding, severely hurting delivery rates (81%).

o W3 (Delay) = 0.4: Prioritizing low delay forces rapid decisions that may not be
reliable, leading to the lowest goodput among variants (79%).

o Conclusion: the balanced reward function (0.4:0.3:0.2:0.1) is crucial for
optimal performance.

Table 3. Sensitivity Analysis Table.

Configuration Learning Rate Discount Factor (γ) Reward Weights:
w1,w2,w3,w4

Average Goodput

AIRoute [16] (Baseline) 1 × 10−3 0.95 0.5:0.3:0.2:0.0 78%

DRL-MROR (Default) 1 × 10−4 0.95 0.4:0.3:0.2:0.1 87%

DRL-MROR (High LR) 1 × 10−3 0.95 0.4:0.3:0.2:0.1 82%

DRL-MROR (Low LR) 1 × 10−5 0.95 0.4:0.3:0.2:0.1 84%

DRL-MROR (High γ) 1 × 10−4 0.99 0.4:0.3:0.2:0.1 86%

DRL-MROR (Low γ) 1 × 10−4 0.90 0.4:0.3:0.2:0.1 83%

DRL-MROR (w1 = 0.6) 1 × 10−4 0.95 0.6:0.2:0.1:0.1 85%

DRL-MROR (w2 = 0.5) 1 × 10−4 0.95 0.3:0.5:0.1:0.1 81%

DRL-MROR (w3 = 0.4) 1 × 10−4 0.95 0.3:0.2:0.4:0.1 79%

7. Discussion
7.1. Critical Analysis of Results

The simulation outcomes presented in Section 6 show that DRL-MROR consistently
outperforms both the original MROR protocol and the principal learning-based comparison
baseline, AIRoute, across the main performance metrics. These gains arise because the pro-
posed framework learns forwarding decisions jointly from mobility, spectrum availability,
queue state, and residual energy instead of relying on fixed thresholds.

7.2. Sources of Performance Gains

The core strength of DRL-MROR lies in its ability to learn complex, non-linear relation-
ships between network conditions and optimal routing actions. The reported 38% increase
in throughput and 42% increase in goodput are not merely incremental gains; they reflect
a qualitative improvement in routing intelligence. Unlike MROR, which relies on a fixed
mguard threshold, the DQN agent learns an adaptive stability score by combining infor-
mation about relative velocity, channel-availability patterns, and neighbor queue lengths.
This enables more reliable forwarding decisions under high mobility, as reflected in the
strong PDR maintained even at 10 m/s. In addition, the one-third reduction in control
overhead and faster route-discovery time highlight the protocol’s operational efficiency.
By predicting link failures and proactively managing VMH handovers, DRL-MROR also
mitigates a major source of congestion in dense networks.
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7.3. Energy Efficiency: A Validated Trade-Off

A common concern when introducing AI into resource-constrained sensor systems is
computational cost. Our component-wise energy breakdown (Figure 13) directly addresses
this issue. Although DRL-MROR introduces an additional energy term for DQN inference,
the model itself is small, with 5514 parameters and roughly 5.4k multiply-accumulate
operations per decision. This overhead is modest relative to the energy saved by reducing
retransmissions, idle listening, and route rediscovery. The proposed design is therefore
practically suited to edge-capable CRSN nodes, even if it may not fit the most severely
constrained sensing motes without further compression.

7.4. Robustness and Practicality

The sensitivity analysis shows that DRL-MROR remains robust under variations in
key hyperparameters. Although the default settings (learning rate = 1 × 10−4, γ = 0.95, and
balanced reward weights) deliver the best performance, the protocol remains competitive
across nearby settings. This is important because practical deployments rarely permit
exhaustive retuning, and it supports the use of offline pretraining followed by modest
online adaptation.

7.5. Limitations and Future Work

Despite its advantages, DRL-MROR still has several limitations. The training phase
requires many episodes to converge, which may be challenging in rapidly changing
environments if learning starts from scratch online. The framework has also been
evaluated only in simulation; consequently, hardware-level processing cost, real RF
interference, and implementation-induced timing effects remain to be validated experi-
mentally. Furthermore, although several baselines were considered, the main figures
emphasize MROR and AIRoute to keep the paper focused; future work can expand
unified multi-baseline comparisons and real embedded implementations. Possible
next steps include transfer learning, model compression, federated adaptation, and
hardware-in-the-loop experimentation.

Overall, the findings confirm that DRL-MROR is a meaningful learning-enabled
extension of MROR for opportunistic routing, providing higher reliability, efficiency, and
adaptability in dynamic CRSN environments.

8. Conclusions
This paper introduced DRL-MROR, an enhanced version of the Mobile Reliable Op-

portunistic Routing (MROR) protocol that incorporates deep reinforcement learning (DRL).
We modeled next-hop selection and channel-switching decisions as a Markov Decision
Process (MDP) and enabled individual SUs to learn effective forwarding policies from
real-time observations of spectrum availability, node mobility, and energy status.

Extensive simulations indicate that DRL-MROR is substantially more effective than
the original MROR protocol and representative AI-based baselines such as AIRoute across
the principal performance metrics. The framework improves throughput by up to 38% and
goodput by up to 42%, while reducing energy consumed per packet by 29%, end-to-end
delay by up to 32%, and control overhead by approximately 30%.

Moreover, DRL-MROR reduces control overhead by about 30% through proactive
route maintenance, maintains fairness (with Jain’s index exceeding 0.87) by distributing
forwarding load more evenly, and remains robust under hyperparameter variation, which
supports its practical applicability. The sensitivity analysis further shows that the proposed
reward function and training mechanisms, including experience replay and target networks,
are central to its success.
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In summary, DRL-MROR transforms MROR from a reactive rule-based protocol into
an intelligent and self-adaptive routing framework capable of meeting the demands of
highly dynamic and resource-constrained CRSN environments. At the same time, future
validation on embedded hardware and under real RF impairments is necessary before
broad practical deployment.
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Abbreviations

API Application Programming Interface
BS Base Station
CBR Constant Bit Rate
CRSN Cognitive Radio Sensor Network
DQN Deep Q-Network
DRL Deep Reinforcement Learning
DRL-MROR Deep Reinforcement Learning–enhanced Mobile Reliable Opportunistic Routing
ER Experience Replay
GNN Graph Neural Network
IoT Internet of Things
LR Learning Rate
MDP Markov Decision Process
MROR Mobile Reliable Opportunistic Routing
NS-3 Network Simulator 3
PDR Packet Delivery Ratio
PER Prioritized Experience Replay
PU Primary User
QoS Quality of Service
RL Reinforcement Learning
RREP Route Reply
RREQ Route Request
SU Secondary User
TN Target Network
VCG Virtual Contention Group
VMH VMH handover/zoning mechanism
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