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EDITORIAL

i-manager's Journal on Computer Science (JCOM), (October-December 2023: Volume 11 Issue 3), features five 

peer-reviewed research papers covering various topics within the realm of computer science. The Journal is dedicated 

to publishing research articles on information and computation, as well as practical techniques for their implementation 

and application in computer systems.

Yahaya and Benjamin evaluated the performance of a hybrid model in predicting the impact of lockdowns on 

controlling the progression of COVID-19 cases in middle-income settings. This study developed various models, including 

the Hybrid ANN-CNN, to predict COVID-19 cases based on human mobility data. The hybrid model demonstrated 

superior performance compared to others, indicating its effectiveness in assessing the impact of lockdown measures. 

This research aims to assist policymakers in making informed decisions during pandemics by highlighting the factors 

influencing case numbers.

Gottapu and Krishna propose a method for identifying Denial-of-Service (DoS) attacks in network traffic using 

machine learning techniques. This article presents classification models employing algorithms such as KNN, Logistic 

Regression, and Random Forest. Data from Wireshark were used for evaluation, employing metrics such as Accuracy, 

Precision, Recall, and F-1 score. The study demonstrates how machine learning enhances DoS attack prediction, 

thereby aiding network security analysis.

Takondwa et al. introduce the Agriculture Management System (AMS), a web platform for farmers. AMS offers 

vital agricultural data such as weather forecasts, soil or crop statistics, and market prices, aiding informed decision-

making. It enhances productivity and profitability by enabling efficient planning, pricing, and marketing decisions. This 

feature allows farmers to share information, seek assistance, and ask questions about the agricultural management 

system, including crops, soil, market trends, and weather management. An AI chatbot promotes community-driven 

agricultural management, fostering farmer success.

Chandu et al. explore Sentiment Analysis and Explainable AI (XAI), focusing on techniques like Lime for 

transparency in Logistic Regression and LSTM models. The paper highlights how XAI uncovers biases in ML predictions and 

aids in understanding DL models. Identifying a gap in training and interpretation, they aim to bridge it by applying XAI to 

both ML and DL models on the same dataset. Their research reveals that it outperforms ML models, a distinction only 

discernible with XAI techniques, particularly Lime.

We extend our profound thanks to the authors for their contribution towards this issue and we are grateful to the 

reviewers for spending their quality time in reviewing these papers. Our special thanks to the Editor-in-Chief Dr. Kamal 

Kumar Mehta for his constant support and efforts in further enhancing the quality of the Journal.

Hope this issue imparts an enlightening reading experience! Enjoy Reading!

Warm regards,

Cindhiya Jislin R.
Senior Editor,
i-manager Publications

Muhammad and Preethi introduce a cutting-edge "Resume Screener System" designed to automate resume 

analysis for recruitment. With a dataset of a thousand resumes from Kaggle, the system undergoes rigorous model 

training and evaluation, employing methods like SVC and Neighbours Classifier. The goal is to optimize resume screening 

by matching job requirements with candidates' skills objectively. By automating screening, it saves time, ensures 

consistency, and advances machine learning in HR, transforming traditional hiring practices.
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EVALUATING HYBRID MODEL PERFORMANCE IN PREDICTING THE 
IMPACT OF LOCKDOWN ON CONTROLLING COVID-19 CASES 

PROGRESSION IN MIDDLE INCOME SETTINGS

By

ABSTRACT

The rapidly spreading COVID-19 pandemic in 2020-2021 affected more than 190 countries, including Nigeria. Following 

this scenario, countries around the world were monitoring confirmed cases, recovering and dying. In order to reduce the 

impact of the pandemic, most countries implemented several measures to control the spread of the virus. These include 

closing schools and borders, shutting down public transport and workplaces, and restricting public gatherings until herd 

immunity is achieved through vaccination. The breakdown of the health system and the unpredictable nature of human 

behaviour makes it difficult to predict and evaluate the impact of lockdown on the COVID-19 pandemic in the long term. 

In light of the above, this study developed Hybrid ANN-CNN and four other models, namely LASSO, ANN, CNN and LSTM, 

to predict and evaluate the effect of human mobility on COVID-19 confirmed cases. To evaluate the effectiveness of 

non-pharmaceutical interventions (NPIs) and to predict the spread of COVID-19 confirmed cases, publicly available 

data on human mobility collected by Google and air passenger data were used. In this study, our motivation was to 

evaluate effect of lockdown on COVID-19 and models that predict the impact of human mobility on COVID-19 

confirmed cases based on MSLE, Huber loss, and Log Cosh performance measures. At the end of the experiment, the 

developed hybrid ANN-CNN outperformed the other four models with MSLE of (0.0022), Huber Loss (0.0014) and Log 

Cosh (0.0013) respectively. This study serves as an alarm system to provide policy makers with the human mobility factors 

that can trigger large numbers of cases during a pandemic. This will allow for urgent public action.

Keywords: Mobility, COVID-19, Prediction, Confirmed, Cases, Metrics and Lockdown.
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INTRODUCTION

The world has experienced the dramatic consequences 

of the COVID-19 pandemic in 2020-2021, which 

unfortunately go beyond the impact of the healthcare 

sector (García-Cremades et al., 2021). More so, COVID-

19 has caused one of the most serious crises in our recent 

history (García-Cremades et al., 2021). This is as, more 

than 190 countries, including Nigeria, were infected by 

the rapidly spreading COVID-19 disease. In the wake of 

this scenario, countries around the world were monitoring 

confirmed cases, recoveries and deaths (Khalifa et al., 

2023). Even more so, policy makers everywhere have 

been working to determine the set of restrictions that will 

effectively contain the spread of COVID-19 without 

unduly stifling economic activity and save lives (Khalifa et 

al., 2023; Ilin et al., 2021).

Consequently, while eliminating random noise, the 

perfect model should adopt an effective evaluation 

technique, with lowest loss values after training and testing 

the model. The model should be able to fit well as much 

as the complexity of the data demands due to the ease 
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making (García-Cremades et al., 2021). Several 

computational methods have been used to predict 

epidemic time series. Deep learning was one of the most 

promising methods for time series forecasting (Khalifa et 

al., 2023). In this study, we are motivated to address the 

problem associated with adopting evaluation 

techniques with minimum loss functions. More so, this 

study evaluated models that predict the effect of human 

mobility on COVID-19 confirmed cases based on MSLE, 

Huber Loss and Log Cosh performance comparison 

evaluation metrics with achieved decreased loss 

functions. The models used in this study include but are 

not limited to: the developed Hybrid ANN-CNN, LASSO, 

ANN, CNN and LSTM. At the end of the experiment, the 

developed Hybrid ANN-CNN outperformed the other 

models based on MSLE, Huber Loss and Log Cosh.

The contributions in this work are:

We developed a Hybrid ANN-CNN that predict the 

impact of human mobility in long term and also takes 

in to account daily COVID-19 confirmed cases under 

lockdown with small amount of data and with 

extraction of relevant features.

The trend of confirmed cases versus human mobility 

variables under lock- down period was analyzed.

Architecture for the model was designed.

The developed model was evaluated based on 

MSLE, Huber Loss and Log Cosh models comparison 

performance evaluation metrics.

The reminder of the sections are: literature review, 

methodology, results, discussions and conclusion.

1. Related Work

Said et al. 2020 proposed a data-driven approach to 

predict daily cases of COVID-19, which also allows the 

testing of different scenarios in terms of lockdown policy. 

The proposed model took into account both the 

lockdown information and the daily cases of countries 

with a similar lockdown policy and showed the same 

response to the outbreak of the virus. The authors focused 

their experiments on Qatar as a use case and showed 

that the proposed model achieved better prediction by 

including lockdown information and training the model 

·

·

·

·

of computing power, but there is still some challenge 

regarding the choice of evaluation techniques that gives 

low loss functions, in the context of predicting human 

mobility factors against COVID- 19 confirmed cases, in 

Nigeria (Jadon et al., 2022). This is as, the aim of every 

machine learning model's primary objective is to 

decrease the loss connected with the model and 

enhance the metrics that are chosen.  The loss function is 

an essential part of any machine learning or deep 

learning model used for time series forecasting; the 

model's learning parameters are determined by the 

function's minimization, and its performance is evaluated 

against the loss function (Jadon et al., 2022). In order to 

reduce the impact of the pandemic, most countries have 

implemented several measures to control the spread of 

the virus, including the closure of schools and borders, 

public transport and workplaces, and the limitation of 

public gatherings (Said et al., 2020; García-Cremades et 

al., 2021). Until herd immunity is reached through 

vaccination, these are the only mechanisms available to 

control the outbreak, and were designed to reduce 

movement (García-Cremades et al., 2021; Ilin et al., 

2021). Since these measures involve the closure of 

economic activities such as tourism, cultural activities, 

among others, governments apply them for a limited 

period of time. These measures and the allocation of 

social and economic subsidies were based on the 

development of the epidemic. The break- down of the 

health system and the unpredictable nature of human 

behaviour makes it difficult to predict this evolution in the 

long run (García-Cremades et al., 2021).

In light of the above, publicly available data on human 

mobility collected by Google and other providers can be 

used to evaluate the effectiveness of these non-

pharmaceutical interventions (NPIs) and to predict the 

spread of COVID- 19 (García-Cremades et al., 2021; 

Khalifa et al., 2023). Most countries have developed 

surveillance systems based on pandemic evolution 

indicators to trigger social distancing measures when 

significant increases in infections are detected. Data 

analysis can help predict the long-term evolution of the 

pandemic and thus assist policy makers in their decision-

li-manager’s Journal on Computer Science, Vol. 11  No. l 3 October - December 2023
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sample, the MPE is 6.35% (5 days) and 15.24% (10 days) 

including mobility, and 11.46% and 31.12% without 

mobility. The researchers found that NPIs are associated 

with significant reductions in human mobility and that 

changes in mobility can be used to predict COVID-19 

infections.

In order to create a decision support system for policy 

makers, García-Cremades et al. (2021) evaluated 

different machine learning models for early prediction of 

the evolution of the COVID-19 pandemic. The authors 

considered a broad range of models, including artificial 

neural networks like LSTMs and GRUs, and statistical 

models like AR or ARIMA. Several consensus strategies 

were proposed to ensemble all the models into one 

system. This was done to obtain better results in this 

uncertain environment. Finally, in order to better predict 

trend changes in the 14-day CI, a multivariate model 

incorporating mobility data from Google was proposed. 

A real case study in Spain has been evaluated, and 

accurate results have been obtained for the prediction of 

the 14-day CI in scenarios with and without trend 

changes, reaching an R2 of 0.93, an RMSE of 4.16 and an 

MAE of 1.08. This model was also based on short term 

prediction.

From the available literature reviewed, most previous 

studies do not dwell on resolving the challenge regarding 

the choice of evaluation techniques with a lower loss 

functions, in the context of predicting human mobility 

factors against COVID-19 cases. This provides solid 

foundation for this research to close the identified gaps.

2. Methodology

2.1 Research Methodology

In this study, COVID-19 confirmed cases and human 

mobility data were collected. The human mobility 

change trend includes six categories: food and 

pharmacy, parks, retail and recreation, transit stations, 

workplaces and homes, and in addition, air passenger 

arrival and departure data. The data is then normalised by 

rescaling it based on the proposed 2-step feature scaling 

method, which involves the use of Max Absolute Values 

and Min Max feature scaling techniques sequentially. The 

on data from countries with similar policies. Their analysis 

also showed that a sudden increase in the number of 

cases in Qatar would be caused by the complete lifting of 

restrictions on schools and borders, but regrettably the 

model could not predict under small amount of data.

Considering human mobility in Hubei province, Wang et 

al. 2021 proposed a simple but effective short-term 

predictive multiple linear regression model for COVID-19 

cases. Several large cities in Guangdong province are 

used to validate the performance of the proposed 

model. The values of R2 of daily prediction reach 0.988 

and 0.985 for cities such as Shenzhen and Guangzhou 

with frequent daily population flows. The proposed model 

has served as a reference for decision support in the 

prevention and control of the pandemic in Shenzhen, 

unfortunately, this model can only predict in the short term.

In this study, Khalifa et al. (2023) proposed a model to 

predict the spread of COVID-19 in Egypt based on deep 

learning sequential regression using data on population 

mobility reports. In the presented model, a new 

combined data set from two different sources was used. 

One is population mobility data from Google, and one is 

daily infection figures from ” world in data”. With the lowest 

prediction error, the proposed model was able to predict 

new cases of COVID-19 infection within 3-7 days. For a 3-

day prediction, the proposed model achieved an 

accuracy of 96.69%. This study is remarkable because it is 

one of the first to estimate the daily inflow of new COVID-

19 infections using data on population mobility rather 

than the daily infection rate. In this regard, 3 days 

prediction is insufficient to provide trend of the pandemic 

in order to give insight on how to curtail it.

In this approach Ilin et al. (2021), a simple statistical model 

was used to estimate the impact of non-pharmaceutical 

interventions (NPIs) on mobility, and basic machine 

learning methods were used to generate a 10-day 

forecast of COVID-19 cases. The approach has the 

advantage of making minimal assumptions about 

disease dynamics, using only publicly available data. The 

method has been assessed using local and regional data 

from China, France, Italy, Korea and the US, and national 

data from 80 countries worldwide. For the countries in our 
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presented in tables and analysed, discussed and 

conclusions are drawn based on the results obtained to 

select the best model. Figure 1 presents the 

methodology.

2.2 Data Collection and Description

In order to combat COVID-19, Google released a data of 

human mobility trend to places from around the world, 

data is then divided into training and test in the ratio of 

80% for training and 20% for testing. The models are now 

trained one at a time. After training, each model that is fit 

is now moved to the testing phase, or retrained if it was not 

fit before the testing phase. After this phase, the model is 

validated and evaluated based on the performance 

comparison evaluation metrics of Huber Loss, Mean 

Square Logarithmic Error and Log Cosh. The results are 

4 li-manager’s Journal on Computer Science, Vol. 11  No. l 3 October - December 2023
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different categories of place, such as workplaces, shops, 

supermarkets, leisure areas, pharmacies, parks, transport 

stations and residential areas (García-Cremades et al., 

2021). The main variables provided by GMD are as 

follows:

Retail and Leisure: This variable shows mobility trends 

for places such as restaurants, cafes, museums, 

shopping centres, cinemas and libraries.

Supermarket and Pharmacy: Locations such as 

supermarkets, grocery stores and pharmacies are 

represented by this variable.

Parks: Shows mobility trends for places like national 

parks, public beaches, squares and gardens.

Public Transport: This variable shows mobility trends for 

places that are hubs for public transport, such as 

railway stations, underground stations or bus stations.

Workplaces: Mobility trends for places of work are 

shown in this variable.

Residential Areas: This variable shows mobility trends 

for places of residence.

Air Passengers Arriving: This shows the data for air 

passengers arriving at these locations.

Passengers Departing: This shows the data for 

passengers departing from the places concerned.

Mobility on the date of the report is compared with 

mobility on the date of the reference value using the 

figure provided by GMD. The data is calculated for the 

date of the report (if the information is available). A 

positive or negative percentage is shown. The data shows 

how visiting (or time spent at) the categorised sites 

changes compared to our baseline. A baseline 

represents a normal value for the day of the week in 

question. The baseline is the average value for the 52-
st thweek period from the 1  of May, 2020 to the 30  of April 

2020 in each state category, which includes, but is not 

limited to, Adamawa, Enugu, FCT, Kano, Lagos and Rivers 

states, as shown in Figures 2 to 7. The baseline is not a 

single value, but 7 individual values. Different percentage 

changes result from the same number of visitors on two 

different days of the week. Importantly, the baseline days 

never change. A hybrid ANN-CNN model including these 

·

·

·

·

·

·

·

·

represented by summary statistics. The freely available 

Google COVID-19 Mobility Reports (GMR) were extracted, 

approximating mobility changes due to different social 

distancing measures (Athanasios et al., 2021; Lawal & 

Nwegbu, 2022).

The GCMR is the percentage change in the mobility of 

Google Maps users compared to a prepandemic 

baseline. The mobility change trend includes six 

categories: food and pharmacy, parks, retail and 

recreation, transit stations, work- places and homes, and 

air passenger arrival and departure data from Erim et al. 

(2021) and Air Transport full year 2021.xlsx (live.com). This is 

complemented by COVID-19 confirmed cases collected 

from the Nigeria Centre for Diseases Control microsite. The 

period considered for this study is the interdiction period. 

This is between 1 May, 2020 and 30 April, 2021.

2.3 Normalization and Feature Scaling

Normalising is used to smooth nonlinear data. Each 

sample is divided by the highest value of the sample data 

to normalise the data set. The data values have been 

normalised to aid the training process using a proposed 

2-step feature scaling technique. This involves the Max 

Absolute Value and Min Max scaler. Simply put, the 

MaxAbs scaling takes the absolute maximum value from 

each column, dividing each value within the column by 

the maximum value on the [-1, 1] range. While the Min-

Max scaling scales the values on the range (0, 1), where 0 

represents the minimum values and 1 represents the 

maximum values (Hota et al., 2021; Pandey & Jain (2017).

2.4 Training Test Split

The dataset used in this study was divided into a training 

subset and a test subset, at a ratio of 80% and 20% for the 

training and test validation, respectively.

2.5 Mobility Measuring for the Hybrid ANN-CNN Model

These data are provided by local mobility reports, which 

provide valuable information on changes in people's 

mobility patterns as a result of government responses to 

the COVID-19 pandemic. The information contained in 

these reports is of particular interest to us because it shows 

the movement of the population over time. This 

information is broken down by geographical area and by 

5l l i-manager’s Journal on Computer Science, Vol. 11  No. 3 October - December 2023
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Suppose:

X(t) = D(tm), 1 ≤ t ≤ T (2)

D(tm), is the mobility change trend and includes six 

categories: food and pharmacy, parks, retail and 

recreation, transit stations, workplaces and homes, and 

air passenger arrival and departure on time t as 

variables was developed to predict human mobility 

against COVID-19. Equations (1) and (2) shows the 

equation for the developed hybrid ANN-CNN model. Let,

              X = (x1t, x2t, .....xnt) → Y  = (y1) (1)

Where X and Y are the Hybrid ANN-CNN inputs and outputs 

variables pairs at time t, respectively.

Figure 2. Architecture of the Hybrid ANN-CNN

6 li-manager’s Journal on Computer Science, Vol. 11  No. l 3 October - December 2023
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differences between large actual values and prediction 

values. The loss is the average over the observation data 

of the squared differences between the actual and of the 

squared differences between the actual value and the 

predicted value after logarithmic transformation, and is 

written as:

(3)
 
Where N is the number of data samples, yi is the true value 

ˆand y  is the predicted value.i

2.6.2 Log Cosh

On the other hand, Log cosh works similarly to mean 

squared error, but is less affected by the occasional wildly 

incorrect prediction. It has all the advantages of Huber 

loss; unlike Huber loss, it is doubly differentiable (Jadon et 

al., 2022). The formula is written as:

independent variables against the corresponding 

dependent variables which is: number of daily confirmed 

cases and T is the number of days for the training datasets 

for both independent and dependent variables. Figures 3 

to 8 showing one year confirmed cases distribution and 

human mobility trend.

2.6 Performance Evaluation Metrics

2.6.1 Mean Square Logarithmic Error (MSLE)

The mean squared logarithmic error (MSLE) measures the 

difference between the actual and expected values. 

With the addition of the logarithm, the MSLE is a measure 

of the percentage difference between the percentage 

difference between the actual value and the predicted 

value and as well as the relative difference between the 

two. As a result, MSLE will roughly handle tiny differences 

between small actual and expected values and large 
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Figure 7. Lagos

Figure 8. Rivers

Figure 5. FCT

Figure 6. Kano
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the developed Hybrid ANN-CNN outperformed the 

remaining four models with the Huber loss of (0.0116), 

followed by LASSO (0.0117), ANN (0.0120), LSTM (0.0145) 

and CNN (0.0668). In Rivers state, the developed Hybrid 

ANN-CNN outperformed the remaining four models with 

the Huber loss of (0.0077), followed by ANN (0.0080), 

LASSO (0.0089), LSTM (0.0104) and CNN (0.0629).

From Table 1, it can be deduced that, the developed 

Hybrid ANN-CNN outperformed the remaining four 

models with respect to Huber loss performance 

evaluation metrics, followed by ANN, LASSO, LSTM and 

CNN respectively.

Table 2 revealed the results of evaluation of the 

performance of five machine learning models involving 

ANN, CNN, LSTM, LASSO and Hybrid ANN-CNN in the 

prediction of human mobility against COVID-19 

confirmed cases during lockdown period in Nigeria, 
st thcovering from 1  May, 2020 to 30  April, 2021. The models 

were evaluated based on Mean Square Logarithmic Error 

(MSLE) as shown in Table 2, in Adamawa state, the 

developed Hybrid ANN-CNN outperformed the remaining 

four models with the MSLE of (0.0022), followed by ANN 

(0.0027), LASSO (0.0029), LSTM (0.0049) and CNN 

(0.0571). In Enugu state, the developed Hybrid ANN-CNN 

outperformed the remaining four models with the Huber 

loss of (0.0171), followed by ANN (0.0179), LASSO 

(0.0186), LSTM (0.0203) and CNN (0.0706). Similarly in FCT, 

the developed Hybrid ANN-CNN outperformed the 

remaining four models with the MSLE of (0.0086), followed 

by LASSO (0.0119), ANN (0.0128), LSTM (0.0130) and CNN 

(0.0685). Also in Kano state, the developed Hybrid ANN-

CNN still outperformed the remaining four models with the 

MSLE of (0.0116), followed by ANN (0.0122), LASSO 

(0.0125), LSTM (0.0145) and CNN (0.0674). In Lagos state, 

(4)

2.6.3 Huber Loss

Huber loss is like 'patching' the square of the loss, which is 

more robust to anomalies. It behaves like squared loss for 

small errors, but behaves like absolute loss for large errors:

(5)

where δ is a parameter that can be adjusted to control 

where the change takes place.

3. Results and Discussion

Table 1 shows the result of evaluation of the performance 

of five machine learning models involving ANN, CNN, 

LSTM, LASSO and Hybrid ANN- CNN in the prediction of 

human mobility against COVID-19 confirmed cases 

during lockdown period in Nigeria, covering the period 
st thfrom 1  May, 2020 to 30  April, 2021. The models were 

evaluated based on Huber loss as shown in Table 1, in 

Adamawa state, the developed Hybrid ANN-CNN 

outperformed the remaining four models with the Huber 

loss of (0.0143), followed by ANN (0.0105), LASSO 

(0.0156), LSTM (0.0174) and CNN (0.0696). In Enugu state, 

the developed Hybrid ANN-CNN outperformed the 

remaining four models with the Huber loss of (0.0014), 

followed by ANN (0.0015), LASSO (0.0021), LSTM (0.0040) 

and CNN (0.0555). Similarly in FCT, the developed Hybrid 

ANN-CNN outperformed the remaining four models with 

the Huber loss of (0.0095), followed by ANN (0.0097), 

LASSO (0.0098), LSTM (0.0122) and CNN (0.0650).

Also in Kano state, the developed Hybrid ANN-CNN still 

outperformed the remaining four models with the Huber 

loss of (0.0087), followed by ANN (0.0092), LASSO 

(0.0099), LSTM (0.0116) and CNN (0.0634). In Lagos state, 

.
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0.0629
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0.0174

0.0122

0.0116

0.0145

0.0104

0.0021

0.0156

0.0098

0.0099

0.0117

0.0089

0.0014

0.0143

0.0095

0.0087
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0.0077

State ANN CNN LSTM LASSO Hybrid

Table 1. Mobility Factors Vs Confirmed Cases (Huber Loss) Table 2. Mobility Factors Vs Confirmed Cases (MSLE)
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Rivers

0.0027

0.0179

0.0128

0.0122

0.0142

0.0112

0.0571

0.0716

0.0685

0.0674

0.0696

0.0661

0.0049

0.0203

0.0130

0.0145

0.0166

0.0135

0.0029

0.0186

0.0119

0.0125

0.0139

0.0119

0.0022

0.0171

0.0086

0.0116

0.0135

0.0108

State ANN CNN LSTM LASSO Hybrid
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(0.0666), LASSO (0.0730) and LSTM (0.0754). In Rivers 

state, the developed Hybrid ANN-CNN outperformed the 

remaining four models with the Log Cosh of (0.0075), 

followed by ANN (0.0079), LASSO (0.0109), LSTM (0.0130) 

and CNN (0.0629).

3.1 Line plots Showing Performance Comparison 

Evaluation of Models Based on Huber Loss, MSLE and Log 

Cosh

The line plots in Figures 9 to 14 show the performance 

comparison evaluation of five machine learning models 

including but not limited to ANN, CNN, LSTM, LASSO and 

Hybrid based on Huber Loss MSLE and Log Cosh in 

predicting human mobility factors against COVID-19 

confirmed cases in six states of Nigeria that is, Adamawa, 

Enugu, FCT, Kano, Lagos and Rivers states. From the results 

as shown in the line plots, the developed hybrid ANN-CNN 

the developed Hybrid ANN-CNN outperformed the 

remaining four models with the MSLE of (0.0135), followed 

by LASSO (0.0139), ANN (0.0142), LSTM (0.0166) and CNN 

(0.0696). In Rivers state, the developed Hybrid ANN-CNN 

outperformed the remaining four models with the MSLE of 

(0.0108), followed by ANN (0.0112), LASSO (0.0119), LSTM 

(0.0135) and CNN (0.0661). From Table 2, it can be 

deduced that, the developed Hybrid ANN-CNN 

outperformed the remaining four models with with 

respect to MSLE performance evaluation metrics, 

followed by ANN, LASSO, LSTM and CNN respectively.

Table 3 shows the results of evaluation of the performance 

of five machine learning models involving ANN, CNN, 

LSTM, LASSO and Hybrid ANN-CNN in the prediction of 

human mobility against COVID-19 confirmed cases 
stduring lockdown period in Nigeria, covering from 1  May, 

th2020 to 30  April, 2021. The models were evaluated 

based on Log Cosh as shown in Table 3, in Adamawa 

state, the developed Hybrid ANN-CNN outperformed the 

remaining four models with the Log Cosh of (0.0013), 

followed by ANN (0.0015), LASSO (0.0024), LSTM (0.0040) 

and CNN (0.0562). In Enugu state, the developed Hybrid 

ANN-CNN outperformed the remaining four models with 

the Log Cosh of (0.0135), followed by ANN (0.0141), 

LASSO (0.0603), LSTM (0.0623) and CNN (0.0685). Similarly 

in FCT, the developed Hybrid ANN-CNN out- performed 

the remaining four models with the Log Cosh of (0.0060), 

followed by LASSO (0.0063), LSTM (0.0064), ANN (0.0095) 

and CNN (0.0650). Also in Kano state, the developed 

Hybrid ANN-CNN still outperformed the remaining four 

models with the Log Cosh of (0.0084), followed by ANN 

(0.0089), LASSO (0.0097), LSTM (0.0114) and CNN 

(0.0639). In Lagos state, the developed Hybrid ANN-CNN 

outperformed the remaining four models with the Log 

Cosh of (0.0112), followed by ANN (0.0116), CNN 

Adamawa
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Lagos

Rivers

0.0015

0.0141

0.0095

0.0089

0.0116

0.0079
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0.0650

0.0639

0.0666

0.0629
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0.0623

0.0064

0.0114
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0.0130
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0.0063

0.0097
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State ANN CNN LSTM LASSO Hybrid
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Figure 10. Adamawa

Figure 11. Enugu
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outperformed all the four models followed by ANN, LASSO, 

LSTM and CNN respectively.

Conclusion

This study evaluated the impact of human mobility during 

COVID-19 lockdown and developed Hybrid ANN-CNN 

machine learning model that predict the impact of 

human mobility on COVID-19 confirmed cases for six 

Nigerian states, viz: Adamawa, Enugu, FCT, Kano, Lagos 

and Rivers states based on MSLE, Huber Loss and Log Cosh 

performance evaluation metrics. The models used in this 

study include but are not limited to: the developed Hybrid 

ANN-CNN, LASSO, ANN, CNN and LSTM. At the end of the 

exper iment, the developed Hybr id ANN-CNN 

outperformed the other models based on MSLE, Huber 

Loss and Log Cosh performance evaluation metrics.
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A METHOD FOR THE IDENTIFICATION OF DENIAL OF SERVICE 
(DoS) ATTACK IN NETWORK TRAFFIC USING MACHINE 

LEARNING TECHNIQUES

By

ABSTRACT

Computer Networks and the internet are essential to our daily lives and enterprises. DoS assaults threaten computer 

networks and network security. The world is evolving toward online businesses and services. This has increased network 

traffic over time. We need NIDS and DoS attack detection since there are more network risks and attacks. DoS attacks 

now threaten computer network servers. This threat must be detected automatically to protect corporate assets. 

Anomaly-based intrusion detection was developed because signature-based DoS attack and intrusion detection 

methods are inadequate. Many studies employ Machine Learning and Deep Learning to detect network anamolies. This 

article describes classification models constructed with the aid of machine learning algorithms. On the own dataset, this 

research was performed utilizing machine learning algorithms including K-Nearest Neighbor (KNN), Logistic Regression, 

and Random Forest. Random Forest outperforms other supervised machine learning algorithms, as demonstrated by 

this study's findings. It achieved an accuracy rate of 99.62% when nine features were selected utilizing Pearson's 

correlation coefficient method. The own dataset file (myNetworkGenerateTraffic.csv) which was captured through 

wireshark tool were utilized to accurately evaluate machine learning algorithms. We utilized the following performance 

metrics in this investigation: Accuracy, Precision, Recall, and F-1 score. In this paper, we examine how machine learning 

techniques can improve DoS attack prediction in network traffic to better analyze network traffic and help improve 

network security. 

Keywords: Network Security, Dataset, DoS Attack, Machine Learning.
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INTRODUCTION

In recent years, Denial of Service (DoS) attacks have 

become a major network security issue. Today's linked 

world requires network security. Denial of Service (DoS) 

attacks threaten network availability and can harm 

businesses and individuals. Researchers have used 

machine learning, deep learning, and innovative 

methods to detect and mitigate DoS assaults. 

Maintaining network service availability and integrity 

requires detecting and mitigating DoS and DDoS assaults 

on network servers. Researchers have investigated deep 

learning, machine learning, and block chain-based 

systems to detect and mitigate these assaults. DoS/DDoS 

assaults flood a communication network with malicious 

data traffic and requests, making it unstable. Computer 

networks have a complex chain of nodes linked together. 

In this circumstance, providing a safe and efficient 

consumer environment is difficult. Many approaches 

have been used to discover and block DoS/DDoS attacks 

but none are fast or reliable. There is still plenty to do to 

improve DoS/DDoS protection. Over the past decade, 
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resources and potentially inducing a denial of service. 

(Rao & Subbarao, 2023).

TCP-SYN Flood

Any internet-connected device can be targeted by this 

DoS attack. A SYN flood occurs when the sender makes 

multiple SYN requests from a bogus IP address 

notwithstanding the host's SYN-ACK. It makes so many half 

connections. Requests coming from trustworthy clients 

causes denial of service (Figure 2).

Ping of Death

In this attack, someone sends a ping message that isn't 

formatted correctly or is too big to fit on a target system. 

This makes the target system crash or stop responding.

HTTP Flood

This flaw operates via HTTP requests. Upon transmitting an 

HTTP request to the recipient, the assailant proceeds with 

the execution of the attack (Aslan, 2022; Barati et al., 

2014; Bhuyan et al., 2014; Cetinkaya et al., 2019; Kim et 

al., 2020;  Kowski and Ksiezopolski, 2021; Loukas & Oke , 

2010; Lima Filho et al., 2019; Masdari & Jalali, 2016; Nandi 

more companies have digitized their confidential data. 

With massive data creation, network traffic has 

skyrocketed. Computer networks have grown rapidly in 

the previous decade, notably with cloud computing and 

IoT. This data is difficult to secure. Also, network attacks 

have increased, and DoS attack, network intrusion is the 

biggest security risk (Wankhede & Kshirsagar, 2018; Zekri et 

al., 2017). DoS, Zero-day assaults are major issues in the IT 

world today. In this work DoS attack detection system 

detects network traffic classification. Signature-based 

and anomaly-based categorization can detect intrusion. 

Signature-based or pattern-based abnormalities are 

compared to database patterns. Signature-based attack 

or intrusion detection cannot learn unusual patterns and 

invasions in raw data. The anomaly-based attack or 

intrusion detection can identify normal or benign activity 

and abnormality (Aslan, 2022; Barati et al., 2014; Bhuyan 

et al., 2014; Cetinkaya et al., 2019; Kim et al., 2020; 

Kowski and Ksiezopolski, 2021; Loukas & Oke , 2010; Lima 

Filho et al., 2019; Masdari & Jalali, 2016; Nandi et al., 

2020; Perez-Diaz et al., 2020; Rahman et al., 2019; Rao & 

Subbarao, 2023; Shamsolmoali & Zareapoor ,2014; Shah 

et al., 2023; Smys et al., 2020; Tayyab et al., 2020; 

Ulemale ,2022; Wankhede & Kshirsagar, 2018; Wang et 

al., 2019; Wu et al., 2018; Yuan et al., 2017; Yuso et al., 

2017; Zekri et al., 2017).

It can learn anomalous patterns using Machine Learning 

and Deep Learning. DoS attack or IDS inputs include traffic 

logs, application logs, file system modifications, and 

packets, whereas output is the label for attack type or 

normal type common security threats which include 

unauthorized denial of service, failure to authenticate, 

and violation of confidentiality, which is depicted in  

Figure 1. Many embranchment names explain different 

DoS kinds. DDoS implies several, unaffiliated attackers. 

The subclass of DoS attack is DDoS.

Categories of DDoS attacks are explained below:

ICMP Flood 

An adversary transmits to a target a large number of ICMP 

packets (including Echo Requests and other types) in an 

ICMP flood attack, thereby depleting the target's 

Figure 1. Network Security Goals

Figure 2. TCP- SYN Flood Attack
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showed machine learning models were accurate against 

UDP DDoS attacks. In the study, a comparison was made 

between various DDoS attack detection methods, 

including Linear Regression, Random Forest, Support 

Vector Machine, Gaussian, and Naïve Bayes, by Ulemale 

(2022). Loukas and Oke (2010) review denial of service 

protection research extensively. Recent research and the 

hardest defense tasks are emphasized in the survey. It 

discusses DoS attacks and defenses.

Cetinkaya et al. (2019) explore estimating the uncertainty 

in denial-of-service attack techniques. DoS assaults are 

dynamic and adaptive, therefore this is crucial. 

Understanding assault models helps create successful 

defenses. Bhuyan et al. (2014) explore DDoS detection 

methodologies, tools, and future approaches. DDoS 

assaults target services or network resources with huge 

coordination. Understanding DDoS attack tactics helps 

improve detection and mitigation strategies. The cloud is 

also subject to DoS assaults. Masdari and Jalali (2016) 

analyze cloud computing DoS attacks and examine 

state-of-the-art literature methods to prevent, detect, and 

mitigate each type of attack. Smys et al. (2020) study 

denial of service attack tactics in the IoT. Understanding 

attack techniques can help design IoT-specific protection 

measures as attackers target IoT devices. SDN is another 

area where machine learning and deep learning can 

identify and prevent DoS attacks. Wang et al. (2019) 

present a safe system that periodically collects 

forwarding element network statistics and uses machine 

learning classification methods to identify misbehavior 

and new flow attacks. Kim et al. (2020) offer a machine 

learning and deep learning-based IoT botnet detection 

approach. IoT device security requires detecting botnets, 

which initiate DDoS assaults. Block chain-based solutions 

may minimize IoTDDoS attacks. Shah et al. (2023) review 

block chain-based IoTDDoS mitigation strategies in the 

l i te rature. These so lut ions use b lock chain ' s 

decentralization and immutability to protect IoT networks 

from DDoS attacks (Shah et al., 2023). Other DoS/DDoS 

detection and mitigation methods have been 

investigated besides deep learning, machine learning, 

and block chain. A flexible SDN-based architecture can 

et al., 2020; Perez-Diaz et al., 2020; Rahman et al., 2019; 

Rao & Subbarao, 2023; Shamsolmoali & Zareapoor 

,2014; Shah et al., 2023; Smys et al., 2020; Tayyab et al., 

2020; Ulemale ,2022; Wankhede & Kshirsagar, 2018; 

Wang et al., 2019; Wu et al., 2018; Yuan et al., 2017; Yuso 

et al., 2017; Zekri et al., 2017).

1. Literature Review

Zekri et al. (2017) predicted DDoS attacks more 

accurately with decision tree C4.5 than with conventional 

machine learning algorithms. ML, neural network, RF, and 

MLP classifiers were utilized by Wankhede and Kshirsagar 

(2018) to categorize the dataset as benign or dos attack. 

Yuan et al. (2017) propose a deep learning-based DDoS 

detection system and found Deep Defense reduced error 

rate by 39.69%. ML-based IDS by Tayyab et al. (2020) uses 

ensemble learning and collaborative architecture to 

detect DoS and DDoS attacks. GA and Artificial ANN 

helped Barati et al. (2014) detect DDoS attacks 

accurately and without false alarms. A machine learning-

based internet traffic monitoring system that detects real-

time DDoS attacks via spark streaming. This system was 

evaluated in comparison to the Naïve Bayes, Logistic 

Regression, and Decision Tree methodologies by the 

authors. Yuso et al. (2017) developed a superior intrusion 

detection feature selection system. Rahman et al. (2019) 

found that J48 outperformed JRF, SVM, and KNN in SDN 

network DDoS detection and prevention training and 

testing. Shamsolmoali and Zareapoor (2014) discovered 

that C2DF was more precise and quicker when 

employing a statistical method to detect and filter DDoS 

attacks. Aslan (2022) observed that the suggested 

classifier system efficiently differentiated DDoS traffic from 

normal traffic. A Hybrid technique that selects the most 

important attributes provides the highest DDoS detection 

rate, according to Nandi et al. (2020). This class visualizes 

Wu et al. (2018) multi-dimensional DDoS data (Wu et al., 

2018). Identification of attack type helps detect DDoS 

attacks. Lima Filho et al. (2019) introduced the clever 

detection system, an online detection system for 

dos/ddos attacks that classified network traffic using a 

random forest tree algorithm and increased DR, FAR, 

PRECT raditional testing. Kozlowski & Ksiezopolski (2021) 
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additional network media. My network Generated traffic 

dataset has 504576 traffic records. Table 1 lists 9 dataset 

attributes used for model training. The features of the 

dataset consist of the following: source IP address, 

destination IP address, protocol type (ICMP, TCP, UDP, DNS), 

packet length, total length, packet information. 

destination port number, label, and source port number. 

These attributes are utilized to distinguish between regular 

type ("0") and attack type ("1") traffic. The dataset consists 

of 1983 DNS instances, 35409 TCP, 10264 ICMP, and 1152 

UDP instances. A assault traffic label in the dataset is 1, 

while normal traffic is labeled 0.

2.1.2 Proposed Model Architecture

The recommended work methodology step by step is 

drawn in Figure 1 and it is implemented using python in 

jupyter notebook. This suggested system classifies the 

captured Network traffic as benign network traffic type or 

DoS attack type network traffic. The main parts of this 

suggested system are pre-processing (selecting 

detect and mitigate low-rate DDoS attacks, (Perez-Diaz et 

al., 2020). This architecture uses SDN principles to adjust 

network configurations and implement mitigation 

measures in real-time to counter attacks (Perez-Diaz et al., 

2020). The literature analysis found that deep learning, 

machine learning, and block chain-based solutions are 

being studied to detect and mitigate network server 

DoS/DDoS assaults. These strategies may boost network 

infrastructure resilience and security. More research is 

needed to develop more robust and effective detection 

and mitigation strategies for developing and complex 

DoS/DDoS threats.

2. Experiment # 1

2.1 Proposed Methodology

2.1.1 Dataset Preparation

Wireshark captured streaming packets are sniffed for 

making this own dataset. A well-known open-source 

network analyzer is Wireshark. Packets are captured by 

Wireshark via Pcap, Ethernet, Wi-Fi, Bluetooth, and 

Table 1. Own Dataset 9- Attributes

Figure 1. Architecture of Proposed Model
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The number of instances of each protocol wise in this own 

dataset is shown here in Figure 5.

Step 4: Dataset Pre-Processing step: Next step is, this 

GeneratedNetworkTraffic.csv file [DATASET] will be pre-

processed. After this step we get REVISED DATASET.

Step 5: Here in preprocessing Dataset step, clean-up and 

feature extraction are done. Feature selection is crucial in 

machine learning processing. We need to find a dataset 

with few attributes that may accurately identify which type 

of traffic it is. Essential Features selected from this dataset 

use Pearson correlation. The selected features are = 

[ " T ime " ,  " P ro toco l " ,  " Leng th " ,  " Sou rce_po r t " ,  

"Destination_port" ].  

Step 6: Missing values, inappropriate features, 

categorical data, and other faults in dataset may prohibit 

a machine learning algorithm from interpreting a dataset. 

So here in Data Cleaning step we filled null values with 

mean. Some methods remove rows or columns with a 

certain amount of NaN values, while other methods 

replace missing values with the mean, median, mode, or 

attributes) in a way that can be changed, and figuring out 

the type of traffic, which can be either dos type malicious 

traffic or normal network traffic.

2.1.3 Proposed Methodology Working Steps

Experiment#1 steps:

Step 1: Data Collection step: In the first step we applied 

Wireshark and Winpcap Tool and started wireshark on the 

required network and captured the full live network traffic 

(i.e. all the packets flow) on the network up to certain 

period of time. Packets flow capture done by wireshark 

tool is shown in Figure 2.

Step 2: This resultant captured packets traffic is stored into 

one log file (named as myNetworkGeneratedTraffic. csv 

file) to implement my experiment.

Step 3: This Generated CSV file is considered as network 

traffic DATASET (own dataset) for conducting the 

experiment. This dataset is depicted below in Figure 3 & 

Figure 4.

Figure 2. Wire Shark Captured Network Traffic Result – GUI Interface
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Blacklist IP-Addresses from the full list of existing IP values in 

that column, further in this step for each IP “maximum 

Requests Count” assumed threshold value is =9 , So take 

soure-IPs column each IP-Address value ,and determine 

other statistical measures of a column, row, or set of data.

Step 7: Do this step iteratively i.e. identifying the Blacklist IP 

Addresses from this revised dataset column named 

“source-IP addresses column”. Means identify the list of 

Figure 3. Dataset Values View (.csv file view) in Excel Sheet

Figure 4. Dataset Top View and Bottom View in jupyter Notebook
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these source-IP addresses match the Identified Blacklist-

IPs above; if a match is found, label the address as 

"ATTACK-IP"; otherwise, indicate it as "Normal-IP" in the final 

column (i.e., add the string message "ATTACK IP" or 

"Normal IP" to the newly defined dataset's final 

column/Result column, as illustrated in Figure 7. After this 

step we get RE-Revised dataset depicted in Figure 8 

which includes result column or Target column as a last 

column along with previous 9 columns of dataset.

Step 9: Split Re-Revised dataset: This re-revised dataset is 

divided into train and test data with ratio of 80%, 20% 

respectively for training ML models.

Step 10: Model Training step: The model was trained using 

Logistic Regression(), KNeighborsClassifier (n_neighbors= 

5), RandomForestClassifier()  with the 80% of whole data.

Step 11: Model Prediction step: At the last step the trained 

ML model predicts based on the input test data i.e. this 

model predicts whether input traffic is DoS Type 

(malicious) traffic or Normal type network traffic. And then 

accuracy of dos kind network traffic detection is 

calculated. Finally k-fold cross validation is used to 

validate this accuracy.

The code snippet for the Model training & Model 

Evaluating for accuracy detection is shown in Figure 9. The 

drive link is given here to access and test my experiment 

the number of times a selected source IP makes a request 

to a unique destination IP address. If the count of "same 

packet requests made" surpasses the presumptive 

threshold value of nine, that source IP address is marked 

as a blacklisted IP (one that is considered suspect or 

malicious). otherwise marked that IP as normal ip address. 

Such manner the black listed-IPaddresses list is identified. 

Some of the identified blacklist (suspicious) IP addresses 

are depicted in Figure 6.

Step 8: Traffic Classification step: Next we appended a 

new column [Target/Result column] to existing dataset 

features at the last column of DATASET, now take each 

packet “source IP Address” from full list of “source-IP” 

column values of the DATASET, and verify whether any of 

Figure 5. Protocol Wise Packets Instances Count

Figure 6. Some of the Identified Blacklist IP Addresses + Count
 [No of Times Requests Made by that IP].

Figure 7. Preparing Last Column of the Dataset

Figure 8. RE-Revised DATASET with target column

Figure 9. Drive Link For Accessing the & Testing My Code
 for this Experiment
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4. Discussion for Experiment # 1

This experiment shows that using machine learning 

methods to look for DoS attacks in network traffic works 

well. The outcomes demonstrate that these algorithms 

can spot patterns that point to bad behavior, showing that 

code. [just copy and paste this link into the browser to 

access the own dataset + implemented code]

3. Experiment # 1 Results 

The implementation of this Experiment #1 using different 

Machine Learning Algorithms Logistic Regression, K 

Nearest Neighbour, Random Forest Algorithms yields the 

following results. The models were evaluated using 

performance metrics like accuracy, precision, recall, and 

F1 score after being trained on 80% of the data. The 

Receiver Operating Characteristic (ROC) curve is 

employed here for graphical depiction in binary 

classification for the purpose of evaluating a classification 

model's performance. Figures 10 to 15 show the results 

achieved in this experiment. Figure 16 shows the 

Accuracy comparison of the models. 

Figure 10. Logistic Regression Results

Figure 11. K Nearest Neighbour  Results
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normal network traffic which helps to secure network 

servers. Figure 16 depicts comparison graph for the 

detection accuracy.

5. Experiment #2: (Another Approach) :

A practical approach of launching flood based dos 

attack with Kali liunix hping3 and detecting it with 

wireshark:

5.1 Proposed Methodology 

In this method we can see how to use Kali Linux (hping3) to 

initiate a TCP SYN Flood based DoS attack and how to use 

the Wireshark  network protocol analyzer to detect it. An 

attacker can easily use up all of a target's server resources 

by sending a lot of SYN packets and not replying (ACK). In 

this state, the target is having a hard time handling traffic, 

which will cause its CPU and RAM to be used up faster. 

Eventually, it will run out of memory space and bandwidth. 

After this point, the server will not be able to respond to any 

valid client requests, which will cause a Denial-of-Service 

attack.

DoS attacks are simple to execute, destructive in nature, 

and not always transparent. As part of a Denial of Service 

(DoS) attack, an adversary employs the three-way 

handshake of the TCP protocol to rapidly halt service and 

the network via a SYN flood attack. Fortunately, tools like 

Wireshark make it simple to record it and confirm any signs 

of a DoS attack. When someone does a SYN flood, they 

send a lot of SYN packets to the server using fake IP 

addresses. This makes the server send a reply (SYN-ACK) 

and leave its ports half-open, waiting for a reply from a 

host that doesn't exist.  

Proposed Methodology Architecture For Experiment #2:

The proposed methodology implementation is explained 

in Figure 17.

5.1.1 Proposed Methodology Steps

Client Side [Attacker-PC] Working Steps:

Step 1: Login to Kali Linux 

Step 2: Open Terminal Prompt in Admin mode in Kali Linux. 

Here Attacker PC (Kali Linux setup pc) iteratively sends 

huge no of packets to Target Server (Windows PC) = 

10.0.2.15 using below command depicted in Figure 18 

they could be used to make network settings safer & 

secure. From the Figures 10 to 15 we can observe that 

Random forest classifier gives the highest performance. 

Its detection / prediction accuracy detected is 99.65%, 

while K-Nearest Neighbor is 98.63% and Logistic 

Regression 90.62%. Thus, the suggested method may 

detect or predict dos kind malicious network traffic or 

Figure 16. Detection Accuracy comparison Graph
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source option produces illegitimate IP addresses, which is 

counterintuitive.

Step 3: This Attacker initiating the flood based DoS kind 

Attack with huge packets sent, is shown in Figure 19.

Server Side [Target-PC/Victim-PC] 10.0.2.15 Working 

Steps:

Step 1: Start Wireshark Tool on this Target PC [WINDOWS OS 

PC =10.2.1.15]

Step 2: Observe the wireshark results as you execute this 

command; a tremendous amount of network traffic is 

entering and exiting the network. By employing the 

Wireshark tool, it is possible to identify massive traffic 

flooding-based DOS attacks as illustrated in Figure 20.

The significant quantity of SYN packets exhibits minimal 

temporal variability. SYN packets are characterized by 

#hpin3 -c 10000 -d 120 -S -w 64 -p 80 --flood --rand-

source 10.2.1.5

This above instruction command is defined as follows: 

Every packet has a length of 120 bytes (-d 120) and a 

weight of 15000 bytes (-c 15000) Enabling the SYN Flag (-S) 

and configuring the TCP window size to 64 (-w 64). The 

utilization of the flood parameter in conjunction with the 

port 80 directive (-p 80) expedites the assault against the 

HTTP web server belonging to our adversary. The --rand-

Figure 17. Architecture of Proposed Methodology

Figure 18. Flood-based DoS Attack Initiation using Kali Linux hping3

Figure 19. Dos Attack Launched
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recognize dos attack traffic communications and normal 

communications. In First experiment our model uses 

Random forest classifier which predict model accuracy 

99.63%. To secure computer networks, the suggested 

method can recognize dos attack type traffic or regular 

their distinct originating IP address, port 80 (HTTP) 

destination, 120-byte length, and 64-byte  window size. 

Cleaned with tcp flags, the quantity of SYN/ACKs is 

diminished. syn and ack both equal 1. Unquestionably a 

TCP SYN attack.

Step 3: Using the Network Performance Monitor Tab, we 

also observe the performance of this target server (a 

Windows PC). The output indicates that this attacker 

utilized the majority of the available resources; including 

memory, bandwidth, and CPU, in a hping3 flood-based 

DoS attack. The Windows server exhibits oscillating spikes 

as opposed to linear spikes, which are evident to the 

naked eye as illustrated in Figure 21.

Step 4: Now during this juncture of time, when the target 

server 10.0.2.15 is tested using the PING command, it 

either fails to respond to the command or provides a 

significantly delayed response (Figure 22).

6. Result & Discussion for Experiment #2

Potential detection of flooding-based DoS kind attack 

can be done in this way using above approach.

Conclusion

In dispersed contexts like the internet and social media, 

DOS attack detection has risen. Identifying threats that 

disrupt network server service is critical. Machine learning 

models train and evaluate communication traffic to 

Figure 20. Wireshark Detected Huge Traffic on Server

Figure 21. i/o Graphs While Dos Attack Happens
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AGRICULTURE MANAGEMENT SYSTEM

By

ABSTRACT

The Agriculture Management System is a web-based platform that provides farmers with a full range of agricultural 

information. Its goal is to increase farmers' productivity and profitability by using a centralized system for managing their 

agricultural operations. The system gives farmers access to critical data such as weather forecasts, soil and crop 

statistics, allowing them to make informed decisions and improve their farming operations. In terms of weather 

management, the technology provides precise forecasts, which help farmers plan their operations more efficiently. 

Farmers can use this data to identify the best time to plant, harvest, and perform other agricultural duties. Regarding 

market prices, the AMS gives farmers with real-time crop and livestock prices, allowing them to make informed pricing 

and marketing decisions. Furthermore, the technology provides farmers with critical soil and crop data, giving them 

insights into soil quality and crop health. This data helps farmers improve their agricultural practices by allowing 

adjustments to planting schedules, fertilizing, and irrigation systems to increase crop yields and quality. Recognizing the 

value of cooperation and information sharing, the AMS includes an AI-powered chatbot. This feature allows farmers to 

share information, seek assistance, and ask questions about the agricultural management system, including crops, soil, 

market trends, and weather management. The incorporation of this interactive technology encourages a community-

driven approach to agricultural management, creating a conducive atmosphere for farmers to flourish.

Keywords: Firebase, Web Service, Weather Data Intergration, Crop Planning, Pest and Disease Management.
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INTRODUCTION

The agricultural management system is an important 

factor that interacts with numerous production aspects, 

and improving the productivity of factors such as land, 

labor, capital, and managerial ability which is dependent 

on relevant, reliable, and meaningful data. Extension, 

research, education, and agricultural organizations 

provide information that helps farmers make better 

decisions, highlighting the need of understanding and 

improving these systems (Agricultural Information 

Management Standards, n.d).

Thomas et al. (2020) observes that farmers' access to 

knowledge leads to empowerment through control over 

resources and decision-making processes. Effective 

information distribution systems are crucial for making 

better decisions about agricultural production, 

processing, trade, and marketing. The Food and 

Agriculture Organization highlights the need of 

information for rural development, as well as the necessity 

to invest in human resources to promote knowledge and 

information sharing.

Research institutes, colleges, businesses, and farmers all 

help to develop new agricultural technologies. However, 

the delayed adoption of these technologies is linked to a 

lack of linkages between research, extension, and 

farmers, emphasizing the importance of integrated 

information systems encompassing farmers, educators, 

researchers, and extension agencies.

Despite the importance of information systems, 
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expanded adoption in smallholder farming communities 

emphasized the decision tree algorithm's scalability and 

flexibility to a variety of agricultural situations.

Kropotkin (1965) study adds a regional viewpoint by 

creating an agriculture management system specifically 

designed for apple cultivation in China. The use of a 

machine learning algorithm helped determine the best 

time for pesticide administration, taking into account 

local weather patterns and pest populations. Zhang's 

research showed a significant reduction in pesticide use, 

which addressed environmental concerns while 

maintaining good agricultural yields. This study 

emphasized the significance of context-specific 

agriculture management solutions, demonstrating the 

ability of machine learning algorithms to optimize farming 

methods at the regional level.

These studies highlighted the various applications and 

benefits of agricultural management systems. From the 

broad-scale improvements proposed by Johnson and 

Smith to the specific, field-level insights provided the 

literature review demonstrated the changing landscape 

of agricultural technology and the potential for innovative 

solutions to critical challenges faced by farmers 

worldwide.

3. Problem Definition

Farmers frequently face difficulties in obtaining current 

knowledge about plants, treatments, and agricultural 

methods. Their reliance on obsolete literature, word-of-

mouth counsel, or restricted online resources frequently 

results in inefficiencies and stymies decision-making. For 

example, a farmer may struggle to detect a newly 

emerging plant disease or be unfamiliar with the best 

efficient insecticide for a specific crop. Recognizing this 

common issue, the work aims to create a centralized 

platform that would act as a one-stop resource for 

farmers, providing them with easily available and credible 

information to help them close knowledge gaps.

Furthermore, farmers frequently face delays in receiving 

appropriate assistance and clarifications on plant care, 

medication use, or specific agricultural techniques. This 

lack of timely support can have real consequences; for 

integration between people and institutions, particularly 

in the research-extension-farmer interaction, is frequently 

ineffective. The disparities in information demands across 

market-oriented, transitional, and subsistence farming 

present issues. Limited research on agricultural 

information systems emphasizes the necessity for 

extensive information, including procedures, interactions, 

and an examination of farmers' information needs and 

organizational structures.

1. Objectives 

The objective of the current research is to give farmers 

access to current information and tools, get the most 

recent insights from agricultural experts, use data analysis 

to help farmers make more educated decisions, optimize 

agricultural activities to increase productivity, encourage 

collaboration and information sharing throughout the 

agricultural business and provide a user-friendly platform 

for streamlining agricultural operations.

2. Literature Review 

Benos et al. (2021) conducted a literature analysis on the 

revolutionary potential of agriculture management 

systems, stressing the various benefits provided by 

machine learning. Their investigation highlighted the 

system's critical role in minimizing common agricultural 

issues, such as the effects of shifting weather patterns, 

poor soil quality, and market price volatility. The authors 

proposed for the implementation of a comprehensive 

and user-friendly platform for managing agricultural 

activities. They stated that such a platform has the 

potential to dramatically increase farmer production and 

profitability, while also serving as a strategic tool in the 

modernization of agricultural methods.

Jackson and Daughetry (1905) work focused on the 

practical implementation of the decision tree algorithm 

in agricultural management systems. The study proved 

how this algorithm could effectively handle field data, 

providing farmers with predicted insights that are critical 

for decision making. By focusing on ideal planting and 

harvesting periods based on real-time weather and soil 

conditions, Mugaviri demonstrated the potential of such 

systems to increase agricultural yields. The advice for 
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this system creates obstacles for efficient resource usage 

and collaborative decision-making.

5. Findings and Recommendations 

Agriculture is very important in Malawi, accounting for 

around 29% of the country's GDP and employing nearly 

80% of the people. Despite agricultural grounds 

accounting for over 47% of total land area, food 

insecurity persists, affecting approximately 6.7 million 

people in rural regions. The contemporary environment is 

defined by a high-input, high-productivity export sector 

dominated by a small number of large-scale farmers who 

use around 60% of productive land. In contrast, the vast 

majority of smallholder farmers plant low-yielding food 

crops, which present various issues such as dependency 

on rainfall and vulnerability to weather shocks.

Large-scale estate farmers, who occupy a sizable 

percentage of rich land, contribute to soil losses of 20 tons 

per hectare per year, resulting in yield losses ranging from 

4% to 25%. To overcome these difficulties and strengthen 

Malawi's agriculture management system, long-term 

development plans should be implemented. Farmers 

should be trained to implement new techniques and 

technologies that will increase productivity, improve 

nutrit ion, and lower child mortality. Promoting 

afforestation measures, such as tree planting, can also 

help to ensure sustainable farming practices. 

Collaboration with the Malawian government is critical for 

implementing and enabling agricultural policies that 

promote sustainable agriculture and solve the country's 

farmers' varied challenges.

6. Proposed System 

The envisioned Agricultural Management System is 

intended to be a user-friendly web-based platform that 

meets the different needs of agriculture enthusiasts. It 

strives to meet the specific needs of persons interested in 

agriculture, rather than simply serving as an information 

repository. Farmers will be able to easily search and 

access a wide range of information about crops, 

insecticides, pesticides, and more.

This Farming Management System is entirely online, 

simplifying the way farmers interact with agricultural 

example, a farmer faced with an unexpected pest 

infestation may suffer crop losses as a result of delayed 

action. The work addresses these difficulties by 

incorporating interactive features like a blog where 

farmers can seek advice from agricultural professionals. 

This real-time support system attempts to close the gap, 

allowing farmers to handle challenges and make 

educated decisions faster. For example, a farmer dealing 

with an unexpected crop disease might publish 

photographs and facts on the blog to obtain fast advise 

from specialists and other farmers, preventing crop harm.

In essence, the initiative aims to promote dynamic 

exchanges that offer farmers with current knowledge and 

expert perspectives, resulting in more efficient and 

informed agricultural operations.

4. Existing System 

The current agricultural research and extension system is 

often housed within a ministry of agriculture, with different 

organizations or departments responsible for various 

responsibilities. These entities, however, may differ in terms 

of organizational structure and operating practices. 

Universities and national research organizations 

concentrate on research, whereas the agriculture 

department focuses on extension efforts.

In this traditional structure, the primary emphasis is on 

breeding, testing, and distribution. The process of 

creating and distributing technology takes a top-down 

approach, with researchers developing superior varieties 

and passing them on to extension for demonstrations and 

farmer adoption. However, this walled strategy leads to 

separate program development for each function, 

resulting in program duplication. This not only wastes 

money, but also perplexes producers about which 

organization to contact.

This research and extension system has a tiered structure 

that stretches from national to field level. While internal 

communications inside an organization flow freely from 

upper to lower levels, exchanges between organizations 

are typically convoluted, rendering them ineffective. 

Lower-level coordination is generally based on explicit 

directions from higher levels. The fundamental nature of 
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patterns and soil conditions can help in crop planning 

and harvesting schedules.

Optimizing Agricultural Operations: By streamlining 

information on crops, insecticides, and other factors, 

the system aims to improve agricultural operations. 

For example, selecting various crops depending on 

soil conditions can help to promote more 

sustainable, efficient farming techniques.

Facilitating Collaboration: The platform intends to 

promote collaboration and information sharing in the 

agr icul ture indust r y.  Farmers share v iews, 

experiences, and best practices, forming a 

supportive community.

User-Friendly Platform: Creating a user-friendly 

platform is critical to the system's success. Farmers 

can easily manage their agricultural activities 

because of an easy interface, which contributes to 

the platform's improved adoption and efficacy.

In short, the proposed Agricultural Management 

System is more than just a repository of information; it 

is a dynamic platform designed to provide farmers 

with the tools and knowledge they need to operate 

sustainable and efficient agriculture.

8. System Specification 

The requirements and specifications for the development 

of the Agriculture Management System is outlined below:

9. Software Requirements 

WampServer:

Apache: Open – source Java servlet container 

developed by the Apache Software Foundation.

MySQL Server: It handles large databases much 

faster than existing solutions.

It consists of multi-threaded SQL server that supports 

different back ends, several different client programs 

and libraries, administrative tools, and application 

programming interfaces (APIs)

Its connectivity, speed, and security make MySQL 

Server highly suited for accessing databases on the 

Internet.

PHP, HTML, Bootstrap CSS: PHP for backend 

·

·

·

·

·

·

·

·

·

·

information. The system's user-centric design allows 

farmers to simply search for and retrieve crucial 

information, resulting in a more informed and efficient 

approach to agricultural techniques. The incorporation of 

articles and blogs expands their knowledge base by 

providing vital insights and best practices in agriculture.

6.1 Advantages

Universal Accessibility: Any user, regardless of 

location, can access data from the Information 

System. This inclusion ensures that agricultural 

knowledge is accessible to a worldwide audience.

Controlled Data Input: Authenticated individuals from 

prominent institutes are given authority to contribute 

information to the system via the internet. This limited 

access ensures that the data is reliable and 

authentic.

Data integrity and management: The data 

administrator is exclusively responsible for eliminating 

unneeded information and altering the database. 

This safeguard protects data integrity and prevents 

illegal adjustments, ensuring that the information is 

accurate.

7. System Objective 

The fundamental goals of this Agricultural Management 

System are strategically aligned with tackling critical 

difficulties in the agriculture sector.

Improving Production and Profitability: By providing 

farmers with a consolidated platform for information 

and tools, the system hopes to increase production 

and profitability. For example, providing information 

on appropriate planting times or advising effective 

pest control strategies can directly lead to higher 

yields.

Real-time Information Access: Farmers will have 

access to the most recent information from 

agriculture specialists, allowing them to stay up to 

date on improvements in agricultural methods, new 

technologies, and market trends.

Informed Decision-Making: The system's goal is to 

help farmers make more informed decisions by 

analyzing data. For example, data on weather 

·

·

·

·

·

·
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·Mouse: Optical mouse

11. System Architecture  

The architectural design overview of the AMS is detailed 

below, elucidating the system's structure, components, 

and interactions crucial for its successful implementation 

and functionality. In this section, a Use Case Diagram 

(Figure 1) and a Flowchart will be provided for further 

clarity and insight.

12. Use Case Diagram

In this Use Case Diagram, we have three main actors: User 

development, HTML for frontend and Bootstrap CSS 

for styling the contents.

10. Hardware Requirements   

Processor: Computer with at least 2GB memory, 

processor intel core i3 with a minimum speed of 1GHz

Main Memory: 1 GB

Ram: 1.00GB

Hard Disk: 240 GB

Monitor: CRT Monitor 15 inch

Keyboard: Multimedia Keyboard

·

·

·

·

·

·
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soon as they arise. The methodology encourages 

increased quality through regular testing and continuous 

integration, resulting in higher overall customer 

satisfaction. Agile's adaptable planning and focus on 

client needs help to ensure project success, while its 

emphasis on collaboration and continuous improvement 

fosters a dynamic and responsive development 

environment.

14.2 Algorithm 

The Agriculture Management System incorporates 

various algorithms to enhance functionality:

Recommendation algorithm has been used in this 

work to provide personalized recommendations to 

users based on their preferences, past interactions 

and data collected from the system.

Weather Forecasting Algorithm has also been used to 

provide accurate weather information to farmers. It 

uses a historical data, current conditions and 

predictive models to forecast future weather 

patterns.

·

·

(registered and unregistered), Employee, and Admin.

The User (Registered) actor is allowed to view the 

details of plants, medicines, and methods. They can 

also provide feedback, view weather updates, and 

read blog posts. They are also able to register and log 

in to their account to view their dashboard. The User 

(Unregistered) actor is allowed to view the details of 

plants, medicines, and methods. They can also 

provide feedback, view weather updates, and read 

blog posts. However, they are not able to register or 

log in to their account.

The Employee actor is allowed to add details about 

plants, medicines, and methods. They are also able 

to view those details.

The admin actor has access to all the functionalities 

of the system. They can view the list of all users and 

employees, view the details of plants, medicines, and 

methods, add a new employee, remove an 

employee, and view user feedback.

13. Data Flow Diagram

The flow diagram (Figure 2) shows the following: when one 

has opened the system it will display the home page. Then 

if one is already registered in the system, he will just login 

using the credentials used when creating account. New 

users will create account as a user and then they will login. 

After login they will be redirected to their dashboard and 

perform the tasks they want. After completing the task 

they will logout and the system will power off.

14. System Development

14.1 Methodology

The Agriculture Management System is developed using 

a web-based technology of software engineering 

methodologies, such as the Agile methodology. The Agile 

methodology is important in software development 

because it emphasizes flexibility, collaboration, and 

incremental progress. Agile enables teams to respond 

swiftly to changing needs, encouraging ongoing 

communication with stakeholders throughout the 

development process. Its iterative structure provides 

timely and consistent deliveries, allowing for a shorter 

time-to-market and lowering risks by correcting issues as 

·

·

·
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The testing focuses on verifying the functionality and user 

experience of each module, including registration, login, 

data entry, data retrieval and system administration 

features.

15. System Implementation

Figures 3 to 11 show the agriculture management system 

implementation about the home page, about us, 

contact page, weather page, blog page and user, 

employee and admin modules which are well explained 

in detail below.

15.1 Landing Page

This is the landing page which serves as a welcome part 

where it directs to get started into the agriculture 

management system.

15.2 Login Page

This is the login page for the users who already have an 

account.

15.3 Registration Page

This is where new users can create their accounts. This 

page allows employees and admins to login into their 

accounts by toggling the tabs accordingly.

15.4 Weather Page

This page allows users to get some more information 

about weather updates based on their location. It can 

also be accessed by unregistered users.

15.5 About Us

Allows users to get some more information about the 

quality and the services of the agriculture management 

system. It can also be accessed by unregistered users.

15.6 Contact Page

Allows users to provide feedback or queries about the 

services of the agriculture. It can be accessed by users 

·

·

·

·

Decision tree algorithm has been used for crop 

disease and pest identification.

14.3 Module Description

The Agriculture Management System is made up of three 

key modules: User, Employee, and Admin, each of which 

serves a specific purpose within the system.

User Module: allows users to create accounts and 

access particular information about plants, 

medicines, and agricultural methods. Users join by 

entering personal information such as their first and 

last names, email addresses, phone numbers, and 

passwords. After registering, users are taken to their 

individual Dashboard, which provides information 

about plants, medicines, and agricultural methods. 

Keywords: Agriculture Management, User Module, 

Dashboard, Plant Details, Medical Information.

Employee Module: is designed for agricultural staff to 

log in with their credentials. The admin manages 

account registration. Employees that log in have 

access to their Dashboard, where they can 

contribute by uploading new plant facts, medical 

information, and agricultural practices. 

Admin Module: Serves as the core control panel, 

allowing administrators to log in via the dedicated 

admin tab on the home page. Once logged in, 

administrators are taken to their Dashboard, which 

provides access to a variety of capabilities. 

Administrators can keep track of registered users and 

workers, as well as plant lists, medical information, 

and agricultural practices. Table 1 presents the 

module description.

14.4 Test Plan

This test plan outlines the testing approach for the system. 

1

2

3

4

Registration 

User login 

User dashboard

Admin dashboard

Verify user registration functionality.

Verify user login functionality

Verify user dashboard functionality

Verify admin dashboard functionality

User should be able to successfully register an account with 

valid information

User should be able to login using their registered 

credentials and access their dashboard

User should be able to view the plant details, medicine 

details and method details on their dashboard

Admin should be able to view user list, employee list 

and user feedback

User 

User 

User 

Admin

Test Id Item Description Expected Outcomes User Type Responsible

Table 1. Module Description
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15.9 Admin Module

This the dashboard for the admin. This allows the admin to 

view the following; employee list, user list, plant list, 

medicines list, Methods list and manage employees.

16. Discussion

The planned Agriculture Management System (AMS) 

proposes a significant transformation on how farmers 

access and use critical information to improve their 

who have not created accounts.

15.7 Blog Page

Allows users to get some more information on different 

agriculture related content. It can be accessed by users 

who have not created accounts.

15.8 Employee Dashboard

This the dashboard for the employees after login into the 

system.

Figure 3. Landing Page Figure 6. Weather Page

Figure 4. Login Page

Figure 5. Registration Page Figure 8. Contact Us Page

Figure 7. About Us Page
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management systems. These works demonstrate the 

potential of machine learning algorithms in addressing 

common agricultural difficulties. The scalability and 

adaptability demonstrated in these tests provide 

important insights into the proposed system's 

architecture.

The defined problem underscores the frequent 

challenges farmers confront in obtaining timely and 

reliable information. The interactive components, such as 

the blog, are presented as solutions to bridge the gap and 

provide farmers with real-time support. This strategy is 

consistent with the system's overall purpose of building a 

dynamic exchange platform. The system design, 

development methods, and algorithmic components 

are all important features of the proposed system's 

effectiveness. The Agile technique promotes adaptation 

and collaboration throughout the development process. 

The hardware and software requirements serve as a 

practical foundation for deploying the AMS while 

maintaining compatibility and efficiency.

The use case diagram and flow diagram visually depict 

the system's interactions, providing insight into user roles 

and operational flow. These visual tools improve 

comprehension of how users, staff, and administrators 

interact with the system.

The proposed AMS has the potential to change 

agricultural information systems. By tackling current issues, 

adding innovative technology, and emphasizing user-

centric design, the system becomes a comprehensive 

tool for farmers. Future work may include rigorous testing, 

including user feedback, and constant refinement to 

assure the system's effectiveness and widespread use in a 

variety of agricultural situations.

17. Result Comparison

When measuring the effectiveness of the Agriculture 

Management System (AMS), a result comparison is critical 

to determining the system's impact on farmers, 

agricultural practices, and overall productivity. The 

comparison entails comparing key performance 

indicators and outcomes to preset objectives outlined in 

the system's goals and specifications.

agricultural practices. It describes the system's key goals 

and features, highlighting its ability to boost production, 

profitability, and overall efficiency in farming operations. 

The system's primary features include real-time weather 

forecasts, market prices, and critical soil and crop data, 

which aid in informed decision-making. Furthermore, the 

use of an AI-powered chatbot promotes community-

driven knowledge sharing among farmers. Some 

literature studies emphasize the relevance of agricultural 

Figure 9. Blog Page

Figure 10. Employee Dashboard

Figure 11. Admin Module
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handling agricultural information, user accounts, and 

administrative capabilities, provides a solid platform for 

complete agricultural administration. By taking a user-

centric approach, the system ensures that farmers, 

agricultural personnel, and administrators can engage 

with the platform in a fluid manner, improving their overall 

experience.

This work's primary achievement is the promotion of 

effective communication and information sharing in the 

agriculture industry. The user module gives everyone, 

particularly farmers, access to precise and crucial 

information about plants, medications, and agricultural 

processes. This information democratization not only fills 

knowledge gaps, but also enables farmers to make better 

decisions, resulting in higher productivity and profitability. 

The employee module encourages active participation 

among agricultural staff, easing the process of adding 

new information about plants, medications, and 

practices. This collaborative feature ensures that the 

system's database is dynamic and reflects the changing 

environment of agricultural techniques. The collaboration 

of users and employees within the system results in a 

knowledge-sharing ecosystem that benefits all 

stakeholders.

At the system's core, the admin module serves as the 

nerve center, giving administrators with the tools they 

need to oversee and govern the entire platform. The 

ability to monitor user and staff lists, as well as plant, drug, 

and method specifics, allows managers to make 

educated judgments about system optimization and 

improvement.

Moving forward, it is critical to recognize that the path to 

effective agriculture management is dynamic and 

changing. Continuous additions, iterative improvements, 

and the incorporation of future technology will be critical 

to the Agriculture Management System's long-term 

relevance and effect. Furthermore, encouraging 

collaborations with agricultural professionals, research 

institutes, and government agencies can broaden the 

system's capabilities and help to the overall development 

of the agricultural sector.

·

·

·

·

·

Provide Farmers with Current Information and Tools: 

An evaluation of the accessibility and relevance of 

information and tools offered through the AMS is 

critical. When comparing the system's information 

timeliness and accuracy to past systems, it becomes 

clear how effective it is in keeping farmers informed.

Receive the Most Recent Insights From Agricultural 

Experts: User comments and interaction with expert 

advice channels, such as the blog and interactive 

features, indicate the system's effectiveness in 

fostering communication between farmers and 

agricultural specialists. Comparing the level of expert 

contact before and after implementation yields 

significant insights.

Optimize Agricultural Operations for Increased 

Productivity: The efficiency of agricultural operations, 

such as planting schedules, pest management 

tactics, and resource use, is used as a performance 

metric. The AMS's role in optimizing these procedures 

can be measured using key metrics.

Facilitate Collaboration and Information Sharing: 

Assessing the extent of collaboration and information 

exchange within the agricultural sector is critical. 

Comparative statistics on information sharing, 

community participation, and collaborative activities 

can help assess the system's success in promoting a 

cooperative atmosphere.

Create a user-friendly platform to streamline 

agricultural operations. The evaluation of the AMS's 

usability is based on user satisfaction and simplicity of 

use. Comparing user experiences, feedback, and 

system interactions before and after implementation 

yields information about the system's usability.

Conclusion

Finally, the precisely designed system design described in 

this work provides a strong and comprehensive answer for 

resolving the multiple issues involved with agricultural 

management. The successful completion of this work is a 

big step toward creating a more efficient, informed, and 

collaborative environment in the agricultural sector.

The system's architecture, which includes modules for 
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In essence, the completion of this work represents a big 

step toward increasing efficiency and collaboration in 

agricultural management. The system not only tackles 

current issues, but also pave the way for a technologically 

advanced, networked, and healthy agricultural 

ecosystem. As we grow the seeds of innovation and 

collaboration, the Agriculture Management System 

demonstrates technology's revolutionary capacity in 

transforming agriculture's future.
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UNVEILING SENTIMENT ANALYSIS: A COMPARATIVE STUDY OF LSTM 
AND LOGISTIC REGRESSION MODELS WITH XAI INSIGHTS

By

ABSTRACT

In this study, we delve into sentiment analysis and the role of Explainable Artificial Intelligence (XAI), with a focus on 

techniques such as Lime that bring transparency to machine learning (Logistic Regression) and deep learning (LSTM) 

models. We explore how ML predictions can be biased using XAI and how XAI helps us understand DL models used in 

sentiment analysis through research that has been made. Examining various research, we notice a gap – the lack of 

training and interpretation for both ML and DL models on the same dataset using XAI. Our research fills this gap, shedding 

light on ML and DL model predictions through XAI's lens. By completing our research work, we come to know that even 

with an accuracy level of 83% for the DL model, they outperform the ML model with an accuracy level of 92% in some 

cases. This distinction is only identified with XAI techniques, particularly Lime.

Keywords: XAI (Explainable Artificial Intelligence), LIME (Local Interpretable Model Agnostic Explanations), Sentiment 

Analysis, Machine Learning, Deep Learning.
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INTRODUCTION

Explainable AI (XAI) (Gohel et al., 2021; Goebel et al., 

2018) stands as a pivotal component in unraveling the 

complexities of machine learning and deep learning 

models. In the context of sentiment analysis for product 

reviews (Aqlan et al., 2019; Gohel et al., 2021; 

Shivaprasad & Shetty, 2017) XAI provides a crucial layer of 

transparency, allowing us to comprehend how these 

models arrive at their decisions. As we embark on this 

exploration, the goal is clear: to demystify the decision-

making processes of both traditional machine learning, 

embodied by logistic regression, and state-of-the-art 

deep learning, embodied by Long Short-Term Memory 

(LSTM) networks (Staudemeyer & Morris, 2019). XAI 

techniques, such as Lime, play a pivotal role in our study 

by elucidating the intricate inner workings of sentiment 

analysis models. In the era of complex machine learning 

models, the need for transparency and interpretability 

has become paramount. Local Interpretable Model-

agnostic Explanations, or Lime (Dieber & Kirrane, 2020) 

emerges as a powerful tool designed to shed light on the 

inner workings of these intricate models. Lime operates on 

the premise that while machine learning models may be 

highly accurate, their decision-making processes often 

resemble a "black box" – opaque and inscrutable. Lime 

seeks to demystify this black box by providing locally 

faithful explanations for individual predictions. This 

approach not only enhances our understanding of how a 

model reaches a particular decision but also enables 
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product reviews because it introduces a new way of 

understanding how machine learning and deep learning 

models make predictions. By using explainable AI 

techniques, we aim to reveal the 'why' behind these 

predictions, making the decision-making process more 

transparent and trustworthy. 

Love et al. (2023) talked about two types of artificial 

intelligence: machine learning (ML) and deep learning 

(DL). The paper introduces explainable artificial 

intelligence (XAI) to help us understand and trust these 

systems better although XAI has not been explored much 

in construction, and the paper suggests its potential 

benefits in making AI more understandable and 

accepted in the construction industry. but lacks in 

demonstration of practical experimentation. So (2020) 

highlighted the effectiveness of machine learning 

algorithms in predicting product ratings based on online 

reviews. However, the study's findings emphasize the 

need for caution, revealing potential biases in the data 

that impact predictions. This underscores the importance 

of not relying on machine learning algorithms entirely, as 

biases in datasets can affect the accuracy and reliability 

of predictions. Adak et al. (2022) looked at why more 

people are using food delivery services during COVID-19 

and how online reviews can help improve these services. 

To handle the large amount of feedback, the study 

suggests using artificial intelligence (AI). It tests different AI 

methods and finds that one called LSTM is the most 

accurate. They also use techniques to explain why the AI 

makes certain predictions, helping to understand which 

words in reviews contribute to positive or negative 

sentiments. The goal is to make food delivery services 

better by addressing customer complaints using AI and 

understanding what customers are saying in their reviews. 

Yadav and Vishwakarma (2020) the primary purpose of 

this survey is to highlight the power of deep learning 

architectures for solving sentiment analysis problems. 

Ribeiro et al. (2016) talked about how to use the LIME 

Technique to build a more trustable AI model.  Lundberg 

and Lee (2017) talked about how to use the SHAP 

Technique to build a more trustable AI model.  Xu et al. 

(2017) introduces the history of Explainable AI, starting 

users to validate the model's credibility. Lime, as a model-

agnostic technique, can be applied to various machine 

learning models and deep learning models, fostering 

interpretability across different domains. In the ever-

evolving landscape of sentiment analysis for product 

reviews, understanding the decisions made by machine 

learning and deep learning models is crucial. This 

research delves into the interpretability of such models, 

utilizing both traditional machine learning, represented 

by logistic regression, and cutting-edge deep learning, 

specifically Long Short-Term Memory (LSTM) networks. The 

overarching goal is to shed light on how these models 

perceive sentiments within the context of product reviews. 

While sentiment analysis has made significant strides, 

questions linger regarding the transparency of these 

models. To address this, we leverage the Lime XAI 

technique—a tool that grants us insights into the decision-

making process of our models. What sets this study apart is 

the exploration of both machine learning and deep 

learning on the same dataset. Remarkably, this avenue 

remains largely unexplored in prior research, making our 

approach distinctive. By inspecting sentiment analysis 

models through the lens of interpretability, we contribute 

not only to the enhancement of model trustworthiness but 

also to the broader field of explainable AI. The subsequent 

sections unfold the methodology, results, and 

implications of this exploration, aiming to demystify the 

intricacies of sentiment analysis in product reviews. 

Logistic Regression (Tyagi & Sharma, 2018) is a statistical 

method used for binary classification problems. In the 

context of sentiment analysis, it's commonly employed to 

predict whether a given text belongs to a positive or 

negative sentiment class. The algorithm models the 

probability that a given input belongs to a particular 

category. LSTM is a type of recurrent neural network (RNN) 

(Arras et al., 2017) architecture designed to capture long-

term dependencies in sequential data. In the context of 

sentiment analysis, LSTM networks are effective in 

understanding the context and relationships between 

words in a sentence.

1. Literature Work

This research is crucial in the field of sentiment analysis for 
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overview of state-of-the-art pre-trained models used for 

natural language processing, which is commonly used in 

the process of sentiment analysis. Gohel et al. (2021) 

talked about different ways to make AI more 

understandable, especially when dealing with text, 

images, audio, and video. It also discusses what these 

methods do well and where they can be improved, 

offering suggestions for future research. Hagras (2018) 

talked about XAI concepts and mentions areas, like type-

2 fuzzy logic systems, that need more exploration. This is to 

make sure that regular users can understand and analyze 

AI systems easily, building confidence in their use. 

Nasukawa and Yi (2003) illustrates a sentiment analysis 

approach to extract sentiments associated with polarities 

of positive or negative for specific subjects from a 

document instead of classifying the whole document as 

positive or negative. Sperandei (2014) mention Logistic 

regression is a tool used in statistics to understand how 

different factors influence a situation with two possible 

outcomes. The key goal is to figure out how each factor 

affects the likelihood of a specific outcome. By looking at 

all factors together, it helps to get a clear picture and 

avoid confusion. The article explains how this process 

works with examples, making it easy to understand. It also 

covers some important points to consider in the analysis. 

(Vaidya et al., 2023) focused on a sarcastic review system.

2. Research Gap

Reviewing prior studies (Table 1), we identify a gap in 

exploring both machine learning (ML) and deep learning 

(DL) models on the same dataset using XAI. Our research 

aims to fill this gap by thoroughly examining ML and DL 

models on a shared dataset, emphasizing the 

importance of XAI for better model understanding. 

Additionally, we will compare both models based on their 

explanations using Local Interpretable Model-Agnostic 

Explanations (LIME).

3. Methodology

The architecture diagram (Figure 1) for constructing a 

sentiment analysis model will use Machine Learning 

(Logistic Regression Algorithm) and Deep Learning (Long 

Short-Term Memory Algorithm (LSTM)) with LIME (Local 

from expert systems and traditional machine learning 

approaches to the latest progress in the context of 

modern deep Learning, describing the major research 

areas and the state-of-art approaches in recent years.

Goebel et al. (2018) talks about how Explainable AI (XAI) is 

not a new concept, dating back to early AI systems in the 

1980s. Early expert systems lacked learning capabilities 

but utilized abductive reasoning. Recent AI success with 

neural networks, while powerful, struggles with un-

debuggability and lacks explainability for human 

understanding. Future AI challenges include developing 

models that can provide explanations, incorporate 

human expertise, and facilitate contextual adaptation for 

real-world problem-solving. Raza et al. (2019) looks at 

using computer programs to understand the feelings 

expressed in scientific articles. The goal is to help 

researchers find good-quality papers by analyzing the 

sentiments in the articles. They used a dataset of over 

8,000 citation sentences and tested six different 

computer algorithms to classify the sentiment. By 

cleaning up the data and adding some extra features, 

like lemmatization and removing unnecessary words, 

they improved the system's accuracy by up to 9% 

compared to the basic setup. Hoffman et al. (2018) 

talked about the goodness of explanations of how well 

users understand AI systems and how the human-XAI work 

system performs. Athar (2014) examined sentiment 

analysis in scientific literature, particularly focusing on 

opinions expressed in citations. It underscores the 

importance of understanding sentiments toward cited 

papers for various purposes, such as evaluating research 

quality and identifying gaps in current approaches. 

Xia et al. (2011) compared different ways of improving 

how computers understand feelings in text. It explores 

combining various methods and tools to make these 

computer predictions more accurate. Silva and Ribeiro 

(2003) mention how important is removing stop words for 

developing large models.  According to Jagdale et al. 

(2019), opinion mining, data processing ML algorithms 

SVM, and NB techniques are efficient for product review.

Mathew and Bindu (2020) discussed various word 

embedding methods used for sentiment analysis, an 
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So (2020) 

Adak et al. 

(2019,2022) 

Love et al. (2023)

Yadav and 

Vishwakarma (2020)  

Ribeiro et al. (2016)  

Xu et al. (2019)

Lundberg 

and Lee (2017) 

Raza et al. (2019) 

Silva and 

Ribeiro (2003)  

Mathew and 

Bindu (2020)

Gohel et al. (2021)  

Machine Learning 

Algorithms, XAI

LSTM, XAI

Machine Learning (ML),

Deep Learning (DL), 

and XAI

Deep Learning

LIME

Theoretical 

Concepts of XAI

SHAP

Six Different Computer 

Algorithms

Stop Words Removal

Word Embeddings

XAI Methods 

Underscores the importance of not relying on machine learning 

algorithms entirely, as biases in datasets can affect the accuracy 

and reliability of predictions.

The goal is to make food delivery services better by addressing 

customer complaints using AI and understanding what customers 

are saying in their reviews.

The paper introduces explainable artificial intelligence (XAI) to help 

us understand and trust these systems better.

The primary purpose of this survey is to highlight the power of deep 

learning architectures for solving sentiment analysis problems.

This paper talks about how to use the LIME Technique to build a 

more trustable AI model.

Introduces the history of Explainable AI, starting from expert systems 

and traditional machine learning approaches.

This paper talks about how to use SHAP Technique to build a more 

trustable AI model.

They improved the system's accuracy by up to 9% compared to 

the basic setup.

Tells how important is removing stop words for developing large 

models.

Discusses various word embedding methods used for sentiment 

analysis

The paper talks about different ways to make AI more 

understandable 

Global analysis of feature importance

is insufficient to detect such bias.

Handling Large amounts of feedback

information

XAI has not been explored much in 

construction

Lack of use of XAI Methods for model 

interpretation.

Only covers the one XAI Technique 

i.e. LIME 

Only Theoretical concepts are 

covered

Only covers the one XAI Technique 

i.e. SHAP 

Limited to the field of Sentiment 

Analysis

Doesn't Explore other NLP Techniques

Research is limited to Pre-trained 

models

Again Only limited to Theoretical 

concepts. 

Authors and Citation Methods Findings Drawbacks

Table 1. Review of Literature
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note that these steps will offer a high-level overview of the 

process.

Data Collection: The dataset for this study will be 

sourced from Kaggle, specifically the "Amazon Fine 

Food Reviews" (McAuley & Leskovec, 2013) dataset. 

Two key columns, "text" and "sentiment," will be 

essential to the research.

Data Preprocessing: Data preprocessing will involve 

applying Natural Language Processing (NLP) (William 

et al., 2023) techniques to refine the text data. This will 

include the removal of stop words, tokenization, 

padding, and the conversion of sentiment labels, 

where negative sentiments will be represented as 0 

and positive sentiments as 1.

Model Selection and Training: For the machine 

learning component (Pang et al., 2002), the logistic 

regression model will be chosen, while the deep 

learning aspect will utilize the Long Short-Term 

Memory (LSTM) algorithm (Wang et al., 2016). Both 

models will be trained on the same dataset.

Model Evaluation: The models will be assessed based 

on accuracy and various metrics such as F1 score, 

·

·

·

·

Interpretable Model Agnostic Explanation).

Fundamental steps will be undertaken to build a 

sentiment analysis model using both machine learning 

(ML) and deep learning (DL) approaches. It's crucial to 
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Algorithm) and Deep Learning (Long Short-Term Memory 

Algorithm (LSTM)) with LIME (Local Interpretable Model 

Agnostic Explanation.   

The process starts with data col lection from 

Amazon.com. This data is then pre-processed using NLP 

techniques (Sun et al., 2014). Here, the text is tokenized, 

and converted into lowercase, and stop words and 

punctuation are removed. The next step involves 

stemming or lemmatization, where words are reduced to 

their base form. Part-of-speech tagging and named 

entity recognition may be used to identify specific entities 

like products or locations.

Next, sentiment lexicons are used to score the positive 

and negative sentiments of each word. This could involve 

using pre-built lexicons like Senti-Word-Net or building 

custom lexicons based on the specific domain of the 

reviews. The sentiment score of each word is then 

aggregated to get a sentiment score for the entire review.

To improve the model's accuracy, negation handling is 

performed. This identifies words like "not" or "never" that 

can reverse the sentiment of a phrase. For example, "not 

bad" would have a positive sentiment instead of 

negative.

The pre-processed data is split into training and testing 

sets. The model is then trained on the training data using a 

machine learning and deep learning model. During 

training, the model learns to identify patterns in the data 

that associate certain words or phrases with positive or 

negative sentiments.

Once trained, the model is evaluated using metrics like 

LIME, F1 score, recall, and precision. LIME provides insights 

into which words or phrases influenced the model's 

predictions for specific reviews. The F1 score considers 

both precision (the ability to identify positive reviews 

correctly) and recall (the ability to identify all positive 

reviews). Recall is important for identifying as many 

positive reviews as possible, while precision is important for 

minimizing false positives. If the model performs well, it is 

then tested on user input. This could involve feeding the 

model a new review and seeing if it can correctly predict 

its sentiment. If the model does not perform well, the 

precision, and recall values. The evaluation process 

will also incorporate Lime XAI (Explainable AI) 

techniques to gain insights into the interpretability of 

the models.

Model Testing: The final phase will involve testing the 

models with different inputs to assess their 

performance and interpretability based on the 

explanations they provide. This comprehensive 

approach will aim to scrutinize the effectiveness and 

transparency of both machine learning and deep 

learning models in sentiment analysis for product 

reviews.

This study aims to advance the field of sentiment analysis 

for product reviews by integrating Explainable AI (XAI) 

techniques, ultimately providing more accurate 

sentiment classifications and transparent insights into the 

reasons behind these classifications.

4. Objectives

To develop a sentiment analysis model.

To interpret the model with the Explainable AI (LIME) 

technique.

Comparison between machine learning and deep 

learning model on the same product dataset based 

on their interpretability.

5. Implementation

Proposed Algorithm:

START:

Step 1: Data Collection (Amazon fine food reviews from 

Kaggle).

Step 2: Data Preprocessing (tokenization, vectorization, 

stemming, padding, embedding).

Step 3: Model Training and Selection (logistic regression 

and long short-term memory)

Step 4: Model Evaluation (Accuracy, F1 score, recall, etc. 

LIME)

Step 5: Model testing on various user inputs

END:

This is the flow for developing our sentiment analysis 

model using Machine Learning (Logistic Regression 

·

·

·

·
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low loss suggests a strong alignment between the model's 

predictions and the true sentiment labels. The achieved 

accuracy of 83.57% further emphasizes the model's 

proficiency in correctly predicting sentiments.

Breaking down the classification report, the precision 

scores for sentiment classes 0 and 1 are 0.70 and 0.87, 

respectively. These values indicate the accuracy of the 

model in positive predictions. The recall scores, 

measuring the model's ability to capture actual positive 

instances, are 0.54 for class 0 and 0.93 for class 1. The F1 

scores, representing the harmonic mean of precision and 

recall, are 0.61 for class 0 and 0.90 for class 1. The overall 

metrics highlight an accuracy of 83.57%, with macro 

average values of 0.78 precision, 0.73 recall, and 0.75 

F1-score. The weighted average metrics, considering the 

number of instances for each class, yield values of 0.83 

precision, 0.84 recall, and 0.83 F1-score. This 

comprehensive assessment showcases the model's 

effectiveness in sentiment analysis on the test dataset.

These are the results obtained by LSTM and Logistic 

regression after successfully applying the LIME technique. 

From Figures 2 and 3, it is observed that both models 

perform equally well on complex user inputs, even though 

there is an accuracy difference between the logistic 

regression and LSTM models.

After evaluating our models on a test text expressing a 

negative sentiment towards a product, we observed 

interesting results. The LSTM model predicted a 60% 

chance of negativity (class 0) and a 40% chance of 

positivity (class 1) according to Lime. On the other hand, 

despite having a higher overall accuracy of 92%, the 

Logistic Regression model showed a probability of only 

5% for negativity and 95% for positivity. This discrepancy 

suggests that, even with a lower accuracy of 83%, the 

LSTM model, guided by Lime explanations, demonstrated 

a better understanding of the nuanced sentiment 

expressed in the text. Lime's insights (Figures 4 and 5) 

highlighted the LSTM model's capacity to capture the 

subtleties of sentiments, showcasing the importance of 

interpretability tools in comprehending and trusting 

model predictions. This level of model understanding, 

made possible by explainable Artificial Intelligence (XAI), 

process is repeated from the data preprocessing step. 

This could involve trying different NLP techniques, 

sentiment lexicons, or increasing the size of the dataset.

6. Results

6.1 Results for Logistic Regression Algorithm

The Logistic Regression model, implemented using a 

sophist icated pipeline, exhibits commendable 

performance across various evaluation metrics. With a 

precision score of approximately 92.08%, the model 

demonstrates a high degree of accuracy in identifying 

positive instances among all predicted positives. 

Simultaneously, the recall score of 92.08% signifies the 

model's effectiveness in capturing the majority of actual 

positive cases. The Area under the ROC Curve (AUC) 

attaining 95.03% emphasizes the model's robust ability to 

distinguish between positive and negative instances. This 

e levated AUC score showcases the model 's 

discriminatory power and reliability in making accurate 

predictions.

Furthermore, the harmonic mean of precision and recall, 

encapsulated in the F1 score (91.61%), indicates a 

balanced performance in handling both false positives 

and false negatives. The accuracy score, standing at 

92.08%, underscores the overall correctness of the 

model's predictions. In summary, the Logistic Regression 

model, bolstered by a well-designed pipeline, not only 

achieves high accuracy but also excels in precision, 

recall, AUC, and F1 score (Table 2), collectively 

contributing to its effectiveness in sentiment analysis for 

product reviews.

6.2 Results for LSTM Algorithm

In evaluating the LSTM model's performance, the 

calculated loss of approximately 0.3952 signifies the 

model's ability to minimize the discrepancy between 

predicted and actual sentiments in the test dataset. This 

Evaluation Matrix for Sentiment Analysis Model

Parameter LSTM Logistic Regression

Accuracy

Recall

F1 Score

Precision 

0.83

(for 0=0.54, for 1=0.93)

(for 0=0.61, for 1=0.90)

(for 0=0.70, for 1=0.87) 

0.92

0.92

0.91

0.92 

Table 2.  Evaluation Metrics for Sentiment Analysis Model 
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Figure 2. LSTM Result on Complex Inputs

Figure 3. Logistic Regression Results on Complex Inputs

Figure 4. LIME Results for LSTM for Negative Sentiment
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(2017). Explaining recurrent neural network predictions in 

sentiment analysis. arXiv preprint arXiv:1706.07206. 

https://doi.org/10.48550/arXiv.1706.07206 

[4]. Athar, A. (2014). Sentiment analysis of scientific 

citations. University of Cambridge, Computer Laboratory 

(pp. 1-114). https://doi.org/10.48456/tr-856

[5]. Dieber, J., & Kirrane, S. (2020). Why model why? 

Assessing the strengths and limitations of LIME. arXiv 

preprint arXiv:2012.00093. https://doi.org/10.48550/ 

arXiv.2012.00093

[6]. Goebel, R., Chander, A., Holzinger, K., Lecue, F., 

Akata, Z., Stumpf, S., ... & Holzinger, A. (2018). Explainable 

AI: The new 42?. In International Cross-Domain 

Conference for Machine Learning and Knowledge 

Extraction (pp. 295-303). Springer, Cham. https://doi.org/ 

10.1007/978-3-319-99740-7_21  

[7]. Gohel, P., Singh, P., & Mohanty, M. (2021). Explainable 

AI: current status and future directions. arXiv preprint 

arXiv:2107.07045. https://doi.org/10.48550/arXiv.2107. 

07045

[8]. Hagras, H. (2018). Toward human-understandable, 

explainable AI. Computer, 51(9), 28-36. https://doi. 

org/10.1109/MC.2018.3620965   

[9]. Hoffman, R. R., Mueller, S. T., Klein, G., & Litman, J. 

(2018). Metrics for explainable AI: Challenges and 

prospects. arXiv preprint arXiv:1812.04608. https://doi. 

org/10.48550/arXiv.1812.04608   

emphasizes the critical role of transparency in model 

decision-making.

Conclusion

Our research findings are fascinating. When testing 

models on negative sentiments, the LSTM, guided by Lime 

explanations, showed a detailed prediction (60% 

negativity, 40% positivity). Surprisingly, the Logistic 

Regression model, despite its 92% accuracy, gave low 

negativity (5%) and high positivity (95%). These results are 

consistent across various cases, highlighting the LSTM's 

nuanced understanding. This showcases the crucial role 

of Lime and explainable AI (XAI) in making AI decisions 

clear and reliable.
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RESUME SCREENER SYSTEM

By

ABSTRACT

This research paper introduces a state-of-the-art "Resume Screener System" aimed at revolutionizing and automating 

the labor-intensive task of resume analysis for recruitment purposes. Developed using Python, the system integrates 

Artificial Intelligence and Natural Language Processing techniques to streamline the hiring process. Utilizing a dataset 

sourced from Kaggle, comprising a thousand resumes converted into textual data, the system undergoes 

comprehensive model training and evaluation. Employing advanced machine learning methodologies such as the 

Support Vector Classifier (SVC) and Neighbours Classifier, the system rigorously tests and analyzes these models to 

determine the most effective approach. By evaluating each model's performance against predefined criteria, the 

system identifies the optimal model for resume screening. The primary objective of this work is to provide recruiters and 

HR professionals with an innovative tool that efficiently matches job requirements with candidates' skill sets as presented 

in their resumes. By automating the initial screening phase, the system not only saves time and effort but also ensures a 

more objective and consistent evaluation of applicants. This research contributes to the advancement of machine 

learning applications in the field of human resources, illustrating the transformative impact of technology on traditional 

hiring practices.

Keywords: Support Vector Classifier, KNN Classifiers, OneVSRest Classifier, tfidf Vectorizer, Natural Language Processing.
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INTRODUCTION

In response to the evolving demands of modern 

recruitment processes, this research initiative aims to 

develop an advanced "Resume Screener System" that will 

revolutionize traditional hiring methodologies through the 

strategic integration of cutting-edge Artificial Intelligence 

(AI) and Natural Language Processing (NLP) technologies. 

The system's core objective is to streamline the labor-

intensive task of resume analysis, thereby enhancing 

efficiency and accuracy in candidate evaluation. 

Developed using Python as its principal programming 

language, the system ensures seamless integration of 

sophisticated machine learning algorithms, catering to 

the diverse needs of recruiters and HR professionals.

Central to the system's effectiveness is its utilization of a 

comprehensive dataset sourced from Kaggle, 

compris ing a thousand resumes meticulously 

transformed into textual representations. This rich dataset 

serves as the foundation for the system's multifaceted 

approach to resume analysis, empowering users with the 

tools to efficiently match job requirements with the diverse 

skill sets presented in applicant resumes. Key to its 

functionality is the implementation of the KNeighbors 

Classifier, a crucial machine learning module that 

enhances the system's ability to discern intricate patterns 

and accurately classify resumes based on their proximity 

to similar profiles. Additionally, the integration of the One-

vs-Rest Classifier further amplifies the system's capacity to 

tackle multi-class classification challenges, providing a 
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(ESVMPCM) to improve pattern classification accuracy, 

demonstrated on the Reuters dataset with various 

performance metrics. Amin et al. (2019) introduces a web 

application tailored for resume screening in job 

recruitment, featuring interactive functionalities for both 

applicants and recruiters. Leveraging machine learning 

and Natural Language Processing techniques, the system 

evaluates resumes against job requirements, providing 

recruiters with ranked candidate lists for efficient 

selection.

Zaroor et al. (2018) proposes a hybrid approach to 

automatically extract structured information from diverse 

resumes and efficiently match them with relevant job 

offers. By employing conceptual-based classification 

and leveraging an integrated knowledge base, 

promising precision results are achieved compared to 

convent ional machine learn ing methods, as 

demonstrated with real-world recruitment data. Schmitt 

et al. (2016) explores automatic job seeker and recruiter 

matching using data from a recruitment agency, 

revealing discrepancies between recommendation 

performance in collaborative filtering and cold start 

modes, potentially attributed to language differences.

Kmail et al. (2015, November) proposes an automatic 

online recruitment system that addresses the limitations of 

traditional methods by leveraging multiple semantic 

resources and statistical concept-relatedness measures. 

Through empirical validation, the system demonstrates 

potential in improving precision and efficiency in 

matching candidates to relevant job postings, offering a 

promising solution for modern recruitment challenges. 

Chen et al. (2015) presents a novel framework for 

extracting knowledge from resumes, independent of file 

format, through text segmentation and classification 

processes. Experimental results on real datasets 

demonstrate its superiority over previous methods in 

building structured resume repositories.

Kmail et al. (2015, August) introduces an automatic 

semantics-based online recruitment system that utilizes 

multiple semantic resources and statistical-based 

concept-relatedness measures to enhance the precision 

of matching candidate resumes with job posts. Senthil 

comprehensive understanding of each resume's primary 

focus areas.

As the development progresses, the work remains 

committed to delivering a sophisticated and reliable tool 

for resume screening. The system aspires to offer a user-

friendly experience, bridging the gap between 

technological innovation and recruitment efficiency. By 

empowering both data scientists and developers with 

intuitive functionalities and streamlined workflows, the 

system endeavors to redefine the recruitment landscape, 

ushering in a new era of efficiency, accuracy, and 

inclusivity in candidate evaluation processes.

1. Literature Review

The literature review examines prior studies on resume 

screener systems. It assesses the effectiveness of these 

systems in streamlining job searches and their impact on 

students' professional growth and transition into the 

workforce, while identifying gaps for further exploration in 

the present study.

Priyanka and Parveen (2023) introduces a hybrid deep 

learning-based approach, combining Pyramid Dilated 

Convolutional Neural Network with Bidirectional Gated 

Recurrent Unit (PDCNN-Bi-GRU), to extract skill-related 

features from resumes and match them with job 

categories. Surendhiran et al. (2023) proposes an 

automated solution for classifying resumes to their 

suitable positions, aiming to streamline the time-

consuming and expensive manual screening process 

faced by hiring companies.

Bachate et al. (2023) suggested that college community 

now has access to a transformative portal offering real-

world interview experiences and a cutting-edge resume 

analysis tool, streamlining the job search process and 

broadening hor izons for profess ional growth. 

VeeraSekharReddy et al. (2022) introduces the AL-CRF 

model, combining Conditional Random Field and Active 

Learning for Named Entity Recognition, which iteratively 

trains the classifier until stability, offering a more efficient 

and cost-effective approach to NLP tasks.

Thatha et al. (2023) proposes an Enhanced Support 

Vector Machine based Pattern classification method 
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processes the text data, and predicts the corresponding 

job category using the trained machine learning models.

The Proposed Resume Screener System can be 

categorised mainly into four modules. They are

Dataset Exploration

Dataset Cleaning

Training

Testing

·

·

·

·

Kumaran and Sankar (2013) introduces EXPERT, an 

intelligent e-recruitment tool leveraging ontology 

mapping for candidate screening. Through three phases, 

EXPERT constructs candidate and job requirement 

ontologies, enabling accurate matching and retrieval of 

eligible candidates.

2. Proposed System

The proposed "Resume Screener System" introduces an AI 

and NLP-powered solution aimed at automating and 

enhancing resume analysis in recruitment. Utilizing a 

robust dataset from Kaggle, it streamlines the labor-

intensive task of aligning job requirements with applicant 

skill sets. By integrating advanced machine learning 

algorithms and text data processing, this system marks a 

significant advancement in modernizing talent 

acquisition processes.

3. Overall Working Model

The proposed resume screener system aims to automate 

and enhance the efficiency of resume analysis in 

recruitment processes. As shown in Figure 1, it begins with 

an initial module focused on dataset exploration, 

loading, and basic analysis to understand the structure 

and content of the dataset. This includes importing 

essential libraries, loading the dataset into memory, and 

exploring key attributes such as the distribution of resume 

categories. Following this, Module II focuses on dataset 

cleaning, employing text preprocessing techniques to 

remove noise and irrelevant information from the 

resumes' text content. This involves cleaning the resumes 

using regular expressions, removing stop words, and 

tokenizing the text data.

Module III involves training data preparation, where the 

dataset is split into training and testing sets, and machine 

learning models such as Support Vector Classifier (SVC) 

and K-Nearest Neighbors (KNN) are trained using TF-IDF 

vectorization. The trained models are then evaluated on 

the test data to assess their performance in classifying 

resumes into job categories. Subsequently, Module IV 

tests the developed resume screening system by 

applying it to real-world resume data in PDF format. The 

system extracts text from PDF resumes, cleans and 

Figure 1.Overall Working Model for the Proposed System
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application.

3.2 Dataset Cleaning

Data Cleaning plays a vital role in preparing the text data 

for further analysis, classification, and clustering, ensuring 

the effectiveness of the resume screening application by 

enhancing the quality and consistency of the dataset. It 

focuses on preparing the text data by removing noise and 

irrelevant information from the resumes content to 

enhance the quality and consistency of the dataset.

As Shown in Figure 3, the module begins by utilizing regular 

expressions to eliminate various patterns such as URLs, 

mentions, hashtags, and punctuation from the text. 

Additionally, non-ASCII characters are replaced, and 

extra white spaces are removed to ensure text uniformity. 

Subsequently, common stop words are filtered out, 

enhancing the relevance of the cleaned resumes. In 

Figure 4, we can analyse the cleaned resume texts and 

actual data presented.

Moreover, the text data undergoes tokenization, breaking 

down each resume entry into individual words or tokens. 

This tokenization process facilitates subsequent text 

processing tasks, including lemmatization and feature 

extraction.

3.3 Training

In this module, it focuses on preparing the training data for 

machine learning model training, as shown in Figure 5, It 

begins with text data processing using NLTK for 

tokenization and lemmatization. The dataset is then split 

3.1 Dataset Exploration

The module focused on "Dataset Exploration" is 

fundamental as shown in Figure 2. It emphasizes the 

importance of understanding the dataset's structure and 

content before further processing and modeling. It 

initiates with the importation of necessary tools for data 

analysis and visualization. Subsequently, the module 

loads the dataset into memory, addressing potential 

encoding errors to ensure seamless compatibility. 

Exploration tasks follow, including assessing the dataset's 

original length, displaying initial rows, and examining its 

dimensions.

Moreover, the module analyzes the distribution of resume 

categories, employing visualizations like bar charts and 

pie charts for intuitive representation. Lastly, it facilitates 

access to individual entries within the dataset, enabling 

detailed inspection and understanding of specific 

resume entries. Overall, this module establishes the 

groundwork for dataset exploration, crucial for 

comprehending dataset characteristics and guiding 

subsequent research steps. Such exploration allows 

researchers to adapt datasets based on specific 

requirements or the recruitment company's nature, 

ensuring relevance and efficacy in the resume screening 

Figure 2. Working Model for the Data Exploration Figure 3. Working Model Data Cleaning
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this dataset, the most accurate model may vary based 

on the dataset characteristics. However, in this case, the 

SVC classifier is selected as the most accurate model for 

the resume screening system. Overall, it encompasses 

essential steps of text data preprocessing, model training, 

evaluation, and prediction, laying the foundation for an 

efficient resume screening system.

3.4 SVC

This segment of code encapsulates the implementation 

of a Support Vector Classifier (SVC) model, a sophisticated 

machine learning algorithm widely used for text 

classification tasks. Through the integration of the TF-IDF 

vectorization technique, raw textual data is seamlessly 

transformed into a numerical format, enabling 

comprehensive analysis and classification. Following 

meticulous training on the designated dataset, the SVC 

model is proficiently primed to discern patterns and 

accurately categorize text samples. Ultimately, the 

evaluation of the model's performance via the 

accuracy_score metric underscores its efficacy in 

achieving precise classification outcomes.

3.5 KNN

In a parallel exploration, the implementation of the k-

Nearest Neighbors (KNN) classifier is undertaken, 

presenting an alternative avenue for text classification 

into training and testing sets to train and evaluate the 

models' performance. The Support Vector Classifier (SVC) 

is chosen as the main machine learning model for its 

effectiveness in text classification tasks, trained using a 

pipeline with TF-IDF vectorization. Predictions are made 

on the test data, and accuracy scores are calculated to 

assess the model's performance. Additionally, the K-

Nearest Neighbors (KNN) classifier is trained for 

comparison. It is crucial to note that while the Support 

Vector Classifier (SVC) yielded the highest accuracy for 

Figure 4. Raw Data and Cleaned Data

Figure 5. Working Model of Training Module
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preprocessing steps to ensure text cleanliness and 

standardization (Figure 8). Subsequently, the cleaned text 

undergoes further processing to remove irrelevant 

elements such as punctuation and stopwords. The 

resulting cleaned text is then subjected to model 

prediction, where the system utilizes the resume content 

to determine the appropriate job category. In Figure 9, 

the predicted category is presented for immediate 

evaluation of the system's performance in resume 

classification.

Conclusion

In summary, this research endeavor has delved into the 

development and evaluation of a resume screening 

system leveraging advanced machine learning 

techniques. Through the meticulous exploration of 

dataset structures, preprocessing methodologies, and 

model implementations, significant strides have been 

made towards automating the recruitment process. The 

adoption of Support Vector Classifier (SVC) and k-Nearest 

Neighbors (KNN) algorithms has demonstrated promising 

outcomes in classifying resumes into relevant job 

categories, with SVC exhibiting particularly notable 

accuracy.

endeavors. Commencing with the partitioning of the 

dataset into training and testing subsets, the KNN model 

undergoes training on the designated training data, 

where it encapsulates the inherent patterns latent within 

the textual corpus. Central to the KNN algorithm's 

methodology is its propensity to classify samples 

predicated on their proximity to neighboring data points 

within the feature space, a tenet upheld during the 

predictive phase. Subsequently, the accuracy_score 

metric, serving as a pivotal benchmark for model 

efficacy, elucidates the KNN classifier's prowess in 

furnishing precise classification outcomes, thereby 

augment ing the spect rum o f  c las s i f i ca t ion 

methodologies scrutinized within this scholarly discourse.

When we analyse Figure 6, It is shown that SVC Classifier 

gives most accurate than KNN in our findings. So SVC 

Model is taken further proceedings.

3.6 Testing

The Testing module serves a pivotal role in validating the 

efficacy of the resume screening system by assessing its 

performance on real-world resume data in PDF format. 

This step is crucial for evaluating the system's capability to 

accurately classify resumes into relevant job categories, 

ensuring its practical reliability in recruitment processes. 

As shown in Figure 7, the resume data is extracted from 

PDF files using appropriate libraries, followed by 

Figure 6. Comparison of SVC and KNN Accuracy

Figure 7. Working Model of Testing
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refinement processes could contribute to the system's 

adaptability and responsiveness to evolving recruitment 

dynamics (Fazel-Zarandi & Fox, 2009). Additionally, 

exploring ensemble learning techniques and deep 

learning architectures could unlock further potential in 

optimizing classification performance and scalability. 

Lastly, expanding the scope of evaluation to include 

larger and more diverse datasets, along with real-world 

deployment scenarios, would provide invaluable insights 

into the system's robustness and practical utility in 

Future Work

Moving forward, several avenues for future research and 

enhancement of the proposed resume screening system 

are envisioned. Firstly, the integration of additional 

features such as semantic analysis and contextual 

understanding could enrich the model's decision-making 

capabilities, potentially leading to more nuanced and 

accurate classifications. Furthermore, the incorporation 

of user feedback mechanisms and iterative model 

Figure 8. Extracted Resume

Figure 9. Cleaned Resume and its Predicted Category of Job
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