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Distributed Denial of Service (DDoS) attacks have emerged as
one of the most pervasive and damaging threats to network
security, disrupting services and incurring substantial financial
costs. Machine learning (ML) has been widely explored as a
potential solution to enhance DDoS detection and mitigation.
This systematic review evaluates the effectiveness of ML
techniques in detecting DDoS attacks, synthesizing findings from
studies published between 2004 and 2024. The review analyzes
models such as Random Forest, Support Vector Machines
(SVM), and K-Nearest Neighbors (K-NN) based on key
performance metrics like accuracy, precision, recall, and F1I-
score. A comprehensive search of multiple databases, including
Web of Science, IEEE, Scopus, ScienceDirect, and Google
Scholar, resulted in 19 studies that met inclusion criteria. The
findings show that ensemble methods, particularly Random
Forest, consistently outperformed other models in terms of
detection rates, mainly due to their ability to handle large feature
sets and reduce overfitting. Support Vector Machines also
performed well in specific scenarios. However, their
effectiveness was sometimes limited by computational
complexity and the dataset size. K-Nearest Neighbors showed
mixed results, depending on the nature of the attack patterns.
This review emphasizes the potential of ensemble learning
approaches for DDoS detection, demonstrating their robustness
in dynamic environments. The review identifies key gaps in the
existing research, including the need for better feature selection
and exploring deep learning techniques to enhance DDoS
detection accuracy and adaptability further. This study
contributes valuable insights into the strengths and limitations of
ML-based DDoS detection models, offering a foundation for
future advancements in the field. It underscores the importance
of continued research into hybrid and deep learning models to
address the evolving and increasingly sophisticated nature of
DDoS attacks in real-world applications.

This article is open access under the CC BY license (http://creativecommons.org/licenses/by/4.0/)

1.0. Introduction

Cybersecurity in smart grids and critical infrastructure has become a focal point due to the increasing reliance on
Information and Communication Technology (ICT). This dependency enhances efficiency and operational control and
introduces significant cyber-attack vulnerabilities [1]. Smart grids, which integrate digital technology with the
traditional power grid, enable real-time monitoring and automated control but expose critical infrastructure to new cyber
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threats [2]. Recent high-profile cyber-attacks, such as the 2015 Ukraine power grid attack that left over 230,000 people
without electricity and the 2021 Colonial Pipeline ransomware attack, which disrupted fuel supplies across the Eastern
United States, underscore the potential for widespread societal and economic disruption [3]-[5].

The sophistication and frequency of these attacks have escalated dramatically. According to recent reports, Distributed
Denial of Service (DDoS) attacks increased by 31% in 2022 compared to the previous year, with attacks growing in
number, complexity, and scale [6]. The proliferation of Internet of Things (IoT) devices, combined with increasingly
sophisticated malware, has expanded the attack surface for malicious actors targeting critical infrastructure [7]. These
developments necessitate advanced detection and mitigation strategies capable of adapting to evolving threats.

Machine Learning (ML) has emerged as a transformative tool in cybersecurity, offering capabilities to identify patterns,
predict potential threats, and automate response mechanisms [8]. Unlike traditional rule-based systems, ML algorithms
can analyze vast network traffic data, detect subtle anomalies, and adapt to novel attack vectors in real time. To illustrate
the growing academic and technological interest in this field, a Google Ngram analysis was conducted to track the
frequency of key terms such as "Machine Learning," "Cybersecurity," and "Smart Grids" in published literature over
time (Figure 1).
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Figure 1: Google Ngram Analysis Showing the Rising Frequency of "Machine Learning," "Cybersecurity,” and
"Smart Grids" in Published Literature (2000—2022)

The Google Ngram graph illustrates distinct trends in the prominence of these terms between 2004 and 2022, reflecting
broader shifts in technological focus and research priorities. Machine Learning shows a significant rise beginning
around 2014, with a sharp increase continuing through 2022, indicating its rapid adoption across various fields,
including healthcare, finance, and cybersecurity. Similarly, cybersecurity has steadily grown since 2008, accelerating
further after 2016, mirroring the growing awareness of digital threats and the escalating need for robust security
solutions amidst the rise of IoT devices and cloud computing. In contrast, Smart Grids exhibit a modest increase, with
relatively flat growth. This suggests that while smart grids are crucial in the energy sector, they have not garnered the
same attention in academic literature as machine learning and cybersecurity. These trends highlight the increasing
relevance of ML and cybersecurity and a potential research gap in smart grid security, emphasizing the need for
integrating advanced ML techniques into smart grid cybersecurity frameworks. ML algorithms can process vast amounts
of data, detect anomalies, and adapt to new attack vectors, making them ideal for securing dynamic and complex smart
grid systems [9].

Detecting and mitigating cyber threats in smart grids presents unique challenges. The interconnected nature of these
systems means that a vulnerability in one component can compromise the entire network [1]. Traditional cybersecurity
approaches, such as rule-based systems and signature-based detection, are often insufficient against sophisticated and
evolving cyber threats [10]. These methods struggle with real-time data processing and fail to detect novel or complex
attack patterns, leading to delayed responses and increased risk of system compromise [11].

Furthermore, the heterogeneity of smart grid components, which include various sensors, communication protocols, and
control devices, complicates the development of a unified security framework [12]. The critical nature of these
infrastructures amplifies the impact of successful attacks, highlighting the urgent need for more robust, adaptive, and
intelligent security solutions [13].
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Despite significant progress in applying machine learning to cybersecurity, several gaps and limitations remain. Current
ML-based solutions often struggle with high computational complexity, limited scalability, and the inability to handle
real-time data processing in dynamic environments [14], [15]. Furthermore, many existing models are not adaptable
enough to detect emerging and sophisticated attack patterns, and the application of hybrid models combining supervised,
unsupervised, and reinforcement learning approaches remains underexplored [16]-[18].

The novelty of this research lies in its comprehensive review and synthesis of current machine learning techniques,
identifying the gaps in their real-world applications for smart grids and critical infrastructure. This review also proposes
novel hybrid ML techniques and strategies to address the challenges of scalability, adaptability, and real-time threat
detection. This research provides a roadmap for developing more efficient, scalable, and resilient ML-driven
cybersecurity solutions tailored to smart grids and critical infrastructure needs by examining case studies and practical
applications.

1.1. Objectives of the Review

This systematic review aims to comprehensively analyze the application of ML techniques in enhancing cybersecurity
for smart grids and critical infrastructure. The objectives are to:

1. Evaluate the effectiveness of supervised, unsupervised, and hybrid ML techniques in detecting and mitigating
cyber threats.

2. Identify gaps in the existing literature, focusing on the limitations of current ML applications and the challenges
faced in real-world implementations.

3. Propose future research directions to address identified gaps and improve the resilience of smart grids against
cyber threats.

1.2. Scope of the Review

The review focuses on various ML techniques, including supervised, unsupervised, and hybrid approaches, and their
applications in cybersecurity for smart grids and critical infrastructure. It includes case studies and practical applications
that demonstrate the real-world effectiveness of these techniques. The review covers advancements in anomaly
detection, intrusion detection systems (IDS), and the integration of ML with other emerging technologies to enhance
cybersecurity.

2.0. Methodology
2.1. Systematic Review Protocol

This review follows the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines
to ensure a transparent, reproducible, and comprehensive literature analysis [19]. Figure 2 shows the PRISMA diagram
for this study.

2.2. Data Sources and Search Strategy

The literature search for this review covered publications from 2004 to 2024. Searches were conducted using Boolean
operators across multiple databases, including Google Scholar, IEEE Xplore, Scopus, ScienceDirect and Web of
Science. The search terms included ("Machine Learning" AND "Cybersecurity" AND "Smart Grids" AND "Critical
Infrastructure" AND ("Anomaly Detection" OR "Intrusion Detection Systems"))

2.3. Inclusion and Exclusion Criteria

The inclusion criteria for this review focused on peer-reviewed articles, conference papers, and case studies published
in the last 20 years, specifically addressing the application of ML in enhancing cybersecurity for smart grids and critical
infrastructure. Only studies that explore the use of ML techniques, such as anomaly detection, intrusion detection
systems, and other relevant cybersecurity applications within the context of smart grids, were considered. This ensured
that the review captured the most recent advancements and examined the evolving challenges and solutions that address
modern cybersecurity threats.
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On the other hand, articles excluded from this review include non-English papers, as language barriers could hinder
accurate interpretation and comparison of methodologies and results. Additionally, studies without full-text access were
excluded to ensure a comprehensive evaluation of the content and methodology. Articles that did not directly relate to
cybersecurity within the context of smart grids and critical infrastructure were also excluded, ensuring that the focus
remained explicitly on the intersection of ML and cybersecurity.

Records ldentifled (22,651)

from:

Web of Science (19,841)
|EEE (13)
Scopus (8)

ScienceDirect (239)
Google Scholar (2,560

Records Identified
Y

Records after duplicates removed {19,661)

[Records Screened
\

Recorts screened (2,661

¥
'Aords Excluded Full-text Articles Assessed

Records excluded after title/absiract screening (17,000) Full-text arlicles assessed for eligibility {19)
ﬁ—lexl Articles Exchmmdies Included (19)
Full-text articles excluded (2,642) Studies included in final review (18)

Figure 2: PRISMA Diagram
2.4. Quality Assessment

The quality assessment of the included studies in this review evaluates key factors relevant to machine learning-driven
cybersecurity solutions for smart grids and critical infrastructure. The evaluation consists of four main criteria: clear
research objectives, relevance to smart grid cybersecurity, appropriateness of the methodology, and the
comprehensiveness of the results evaluation. Studies that clearly defined their objectives/hypotheses demonstrated a
strong connection to the field of smart grid cybersecurity, employed appropriate machine learning techniques, and
provided thorough evaluations of their results, which received higher quality ratings. This assessment ensures that the
review captures studies that meet the essential criteria for advancing the understanding of cybersecurity challenges and
solutions within the context of smart grids.

2.5. Data Extraction and Synthesis

The extracted key information included the ML techniques, datasets, performance metrics, and results. Qualitative and
quantitative synthesis methods were employed to analyze the findings and draw comprehensive conclusions.

3. Results
3.1 Study Characteristics

In the systematic review process, a total of 22,661 records were initially identified from multiple databases, including
Web of Science (19,841), IEEE (13), Scopus (8), ScienceDirect (239), and Google Scholar (2,560). After the removal
of 3,000 duplicate records, 19,661 unique articles remained. Following title and abstract screening, 17,000 articles were
excluded for not meeting the inclusion criteria, leaving 2,661 records for further evaluation. These remaining articles
underwent full-text screening, during which 2,642 were excluded due to not meeting the eligibility criteria. Ultimately,
19 studies passed all inclusion requirements and were included in the final systematic review.
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3.2 Overview of the Research Landscape

Cybersecurity in smart grids and cyber-physical systems (CPS) has received increasing attention in recent years due to
the growing integration of communication networks, Internet of Things (IoT) devices, and control systems. This
integration enhances operational efficiency and system intelligence. It introduces new vulnerabilities to sophisticated
cyber threats such as DDoS attacks, False Data Injection Attacks (FDIA), and data integrity breaches. To address these
challenges, ML has emerged as a key approach for detecting, classifying, and mitigating cyber-attacks. The rising
frequency and complexity of such threats have exposed the shortcomings of traditional security measures, reinforcing
the need for dynamic and adaptive cybersecurity solutions. ML techniques capable of processing vast amounts of data,
identifying anomalies, and responding to evolving threats offer considerable potential. However, implementing ML
models such as Random Forests, Support Vector Machines, and Deep Learning in real-world settings presents several
challenges. These include high computational requirements, limited scalability, difficulties with real-time processing,
and issues like data imbalance, overfitting, and reduced adaptability to novel attack strategies. As a result, many high-
performing models in controlled environments fail to maintain the same effectiveness in practical applications. These
limitations highlight the need for more robust, scalable, and efficient ML-based cybersecurity frameworks. This
systematic review critically examines current ML-driven solutions for securing smart grids and critical infrastructure,
identifies key gaps in the literature, and proposes future research directions to enhance the resilience and security of
these essential systems. Table 1 offers a comparative overview of the selected studies, summarizing methodologies, ML
techniques, datasets, performance metrics, results, and identified limitations to support the analysis and conclusions

presented in this review.

Table 1: Included Studies

7(3) 2025 pp. 159-184

Author Methodolog | ML Datasets Performance | Results Gaps/Limitati

y Techniques Metrics ons
Used

Leligou Hybrid ML | Supervised & | Real-time Accuracy, Accuracy: Unrealistic

[20] + Rule- | Unsupervised | F2F supply | TPR 99.97%, datasets in prior
based IDS ML (8 | chain TPR: work; lack of

techniques) traffic (via 99.96%, flow-level
CIC- Real-time summary
FLOWME deployment
TER) accuracy:
98.71%

Balta [21] | Digital Twin | Data-driven Experiment | Detection Effective in | Existing models
for anomaly | ML, Physics- | al data from | accuracy, transient not extensible to
detection based models, | 3D printers | false alarms response; practical CPMS

SME detects

knowledge abnormality
vs. expected
anomaly

Yuanchen | Reconstructi | Deep and | Two Accuracy High Retraining

g [22] ve ML for | shallow DDoS- accuracy; no | needed in
DDoS reconstructive | specific retraining for | existing ML

models benchmark new attacks models;
datasets practical
disruption

Alharthi Literature ML & DL | Various Not specified | Broad No  empirical

[23] survey techniques cited overview of | validation  or

studies ML/DL  in | model proposal
IoT-DDoS

Swarup MVCC Majority IEEE 24 & | Detection Outperforme | The comparison

[24] ensemble voting-based | 39 bus | accuracy d  state-of- | scope could be
detection of | ensemble systems the-art expanded
FDIA learning methods

Cai [25] Adaptive Info entropy + | Real-world | Mitigation Accuracy: Does not rely on
detection Unsupervised | DDoS accuracy 99.13%, predefined
(ADAM) in | ML traffic Reduced FPR | attack features
SD-CPS by 35-59%
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Vinod Multilabel Binary IEEE  14- | Accuracy Binary Focused on
[26] classificatio | Relevance, bus system Relevance: FDIA, not
n of FDIA Classifier 95.1% generalizable to
Chain accuracy other attacks
Dhaou ML + | Quantum Real DDoS | Detection Effective Still early in
[27] Quantum SVM dataset effectiveness | DDoS QC-ML
Computing (QSVM) detection on | integration for
smart cybersecurity
microgrid
Kumari Al-Driven XGBoost, Custom Accuracy, 99.12% Integration
[28] Detection + | SHA-512 testbed cycles/byte accuracy, challenges in
Prevention cryptography better  than | real systems
existing
Raza [29] | Review + | SVM, DBN, | Public Various Comprehensi | Not an
comparative | RNN, CNN, | datasets performance | ve coverage | empirical
analysis anomaly (such as | metrics of ML in CPS | implementation
detection NSL-KDD) security
Gyawali ML-based Decision, IEEE-34 Recall, Identified Needs
[30] cyberattack | tree, bagging | bus  with | precision and | false-data clarification on
detection and random | attack accuracy injection ML models
forest simulation attacks
Aribisala | Hybrid feed- | ANN, PCA, | NSL-KDD | Accuracy 99.59% with | Model
[31] forward Hyperparame Sigmoid generalization
ANN (SEQ- | ter tuning activation to other datasets
FFNN) untested
Saghezch | ML-based 11 ML | Real Accuracy, Decision Previous
i[32] anomaly algorithms, factory data | FPR Tree: 99.9% | methods based
detection in | incl. Decision | (semicondu accuracy, on synthetic
CPPS Tree ctor) 0.001 FPR data
Meriaux | Performance | DT, RF, | KDDCup'9 | Accuracy, Compared Limited to the
[26] comparison | QDA, SVM, | 9, time, storage ML classification of
NB, XGBoost | CICIDS'17 performance | DDoS only
on smart
grids
Singh Cyber- VMD + | IEEE 39 | Accuracy, High Processing
[33] Physical Decision Tree | bus system | Recall, F- | performance | overhead
Anomaly Measure in
Detection noisy/noise-
(CPADS) free settings
Farrukh Hierarchical | Supervised Custom Accuracy 95.44% Comparison
[34] 2-layer ML | ML testbed accuracy with only a few
recent models
Wang DoS SVM, DT, | KDD99 Accuracy SVM  best | Older dataset,
[35] detection via | Naive Bayes performer limited modern
ML attack types
Chengmi | SDAE + | SDAE, Co- Classification | >90%, 8% | Complexity in
ng [36] Ensemble XGBoost simulated accuracy improvement | heterogeneous
ML HIL testbed vs. state-of- | data fusion
the-art
Junejo Behavior- Supervised Water FP rate, | Fast, robust, | Complex
[37] based ML treatment precision, low FP system
detection CPS recall modeling is
testbed needed

3.3 Publication Trends

The evolution of ML applications in CPS security reveals several noteworthy trends, as reflected in the selected studies
(Table 2). Over the past few years, a discernible shift has been toward more advanced, context-aware, and practically

deployable ML-based solutions, addressing detection effectiveness and operational constraints.

164




Idowu Afe et al. / NIPES Journal of Science and Technology Research
7(3) 2025 pp. 159-184

1. Emergence of Hybrid and Ensemble Approaches

Recent contributions, such as those by Leligou [20] and Swarup [24], highlight the growing preference for hybrid and
ensemble methodologies that integrate supervised, unsupervised, and rule-based learning paradigms. These models
leverage the strengths of multiple techniques to enhance detection accuracy and robustness, particularly in complex
environments. For instance, Leligou's hybrid intrusion detection system (IDS) achieved a reported accuracy of 99.97%,
illustrating the efficacy of combining diverse ML strategies.

2. Transition Toward Realistic and Real-time Datasets

There is a notable trend toward utilizing real-world or operational datasets, in contrast to earlier reliance on synthetic or
legacy benchmarks such as KDD99 or NSL-KDD. Studies by Saghezchi [32] and Leligou [20] employed real factory
and real-time flow-level traffic data, respectively, marking a critical move toward improving external validity and
deployment readiness. This shift addresses longstanding concerns about the overfitting and limited generalizability of
models trained solely on simulated data.

3.  Context-specific and Domain-informed Modeling

Several recent studies emphasize the importance of domain-specific adaptations and context-aware modeling. For
example, Balta [21] integrates data-driven ML with physics-based models and expert knowledge in a digital twin
framework for industrial anomaly detection. Similarly, Yuancheng [22] adopts reconstructive learning techniques for
DDoS detection, emphasizing models that require minimal retraining for new attack variants. These approaches reflect
a broader movement toward solutions tailored to the operational semantics of specific CPS domains.

4. Focus on Complex Threat Vectors: FDIA and DDoS

There is increasing attention on advanced threats such as False Data Injection Attacks (FDIA) and Distributed Denial
of Service (DDoS), which are particularly disruptive in critical infrastructure. Studies such as those by Vinod [26] and
Cai [25] explore nuanced detection techniques, including multilabel classification and entropy-based unsupervised
learning, respectively. These efforts aim to improve detection specificity and reduce false positive rates, crucial for
maintaining trust in CPS environments.

5. Integration of Emerging and Interdisciplinary Technologies

Several recent works demonstrate the incorporation of emerging technologies, including quantum computing [23] and
cryptographic techniques [28], into ML-based CPS security frameworks. Though still in the exploratory phase, these
integrations suggest a growing interest in leveraging cross-disciplinary innovations to overcome limitations such as
scalability and resistance to adversarial attacks.

6. Benchmarking and Comparative Performance Evaluation

Authors such as Meriaux [26] and Raza [29] emphasize the importance of benchmarking ML algorithms across various
datasets and performance metrics. Such comparative analyses facilitate the identification of optimal algorithms for
specific tasks. However, many of these studies remain confined to classification scenarios and often lack real-time
constraints or operational deployment considerations.

7. Persistent Challenges in Generalization and Practical Deployment

Despite methodological advances, several studies acknowledge ongoing challenges, particularly for model
generalization and real-world implementation. For instance, [31]and Vinod [26] report strong performance on
benchmark datasets but also note limitations in cross-domain applicability. Additionally, integration issues,
computational overhead, and limited scalability impede the practical deployment of ML models in live CPS
environments.

Table 2: Trends and Strengths Across Studies

Trend Highlights

Hybrid Approaches Many studies, such as Leligou [20], Hu [36] and Kumari [28], combine ML with rule-
based systems, cryptographic schemes, or digital twins to improve detection robustness.
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Use of Realistic & | There is an evident shift toward using real-world datasets such as Saghezchi [32], Balta
Domain-Specific Data [21], and Yuancheng [22] over synthetic or generic benchmarks like KDDCup'99.
Advanced Models Deep learning (Such as SDAE, ANN, CNN), ensemble methods (XGBoost, MVCC),
and even quantum ML (QSVM) are explored for more accurate detection, Dhaou [27],
Swarup [24], and Hu [36].

Performance Emphasis | Most studies focus heavily on accuracy, true positive rate (TPR), and false positive rate
(FPR), with several models achieving over 99% accuracy such as, Saghezchi [32],
Kumari [28], and Aribisala [31].

3.4 Categorization by year of publication

The distribution of publications over time reveals a clear upward trajectory in research activity related to ML
applications for CPS security. Out of 19 studies reviewed, 2022 emerged as the most prolific, with six published works
reflecting a peak in scholarly attention. This surge is part of a broader trend of steady growth observed from 2021
through 2024, suggesting increasing academic and practical interest in leveraging ML to address evolving CPS security
challenges (Figure 3). The sustained rise in publications during this period underscores the field's maturation and the
urgency to develop robust, real-world solutions to emerging threats across critical infrastructure systems.

6

Number of Studies
w

0 0

T : r T T T T T T
2016 2017 2018 2019 2020 2021 2022 2023 2024
Year of Publication

Figure 3: Year of Publication
3.5. Categorization by Machine Learning Techniques

ML techniques used in cybersecurity for smart grids and critical infrastructure vary significantly, each addressing
specific security challenges. In supervised learning, a Random Forest Classifier (RFC) is employed three times,
reflecting its common use for classification tasks. Decision Trees and Multi-layer Perceptron (MLP) are each applied
twice, demonstrating their effectiveness in classification and prediction. K-Nearest Neighbors (KNN) is also used twice,
indicating its value in pattern recognition. Support Vector Machines (LSVM) and statistical ML models are applied less
frequently, but these methods are more specialized. In the unsupervised learning category, techniques like Variational
Mode Decomposition (VMD) and Stacked Denoising Autoencoders are utilized for anomaly detection. Information
Divergence is explicitly used to detect DDoS attacks. Deep learning models, such as Convolutional Neural Networks
(CNN) and Long Short-Term Memory (LSTM) networks, indicate the growing shift toward more complex architectures
capable of capturing intricate patterns in cybersecurity data.

Additionally, hybrid and ensemble techniques, such as Gradient Boosting and models combining multiple classifiers or
even integrating Game Theory, demonstrate innovative methods that leverage the strengths of different models to
enhance security. These diverse machine-learning techniques collectively contribute to building robust cybersecurity
solutions for dynamic and evolving threats that smart grids and critical infrastructure face. Figure 4 shows the
categorization by machine learning techniques.
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Figure 4: Frequency of Machine Learning Techniques in Cybersecurity for Smart Grids and Critical Infrastructure
3.6. Categorization by Application Domain

The application domains in the reviewed studies span a wide range of cybersecurity areas within critical infrastructure.
Power system security is addressed in several studies, focusing on grid disturbances and power system datasets,
highlighting the importance of safeguarding electrical grids. DDoS detection emerges as a primary concern, with
multiple studies targeting various DDoS attacks and mitigation aspects. This includes approaches to detecting and
mitigating attacks in systems like IoT and cloud environments, emphasizing the need for robust defences. IoT security
and intrusion detection are also discussed in several studies, underscoring the growing need to secure interconnected
devices. SCADA systems are specifically addressed, emphasizing the importance of intrusion detection in industrial
control systems. Cyber-physical systems and smart grid environments are each the focus of individual studies, with
techniques designed to detect attacks and safeguard simulation data. The review also covers cloud security, particularly
SYN flood detection, and the role of SDN in cybersecurity, with studies exploring its use for attack detection in
software-defined networks. A limited number of studies discuss grid networks and botnet detection, further showcasing
the diversity of application domains covered in the literature. Feature extraction for IDS and DDoS mitigation in grids
round out the domains explored, each with a singular study contributing to the broader field. Figure 5 shows the
application domains in cybersecurity for smart grids and critical infrastructure.

Botnet Detection -

Feature Extraction for IDS
Grid Networks

SDN 4

Cloud Security

Smart Grid

Cyber-Physical Systems

Application Domains

SCADA Systems
10T Security/Intrusion Detection
DDoS Detection

Power System -

0 1 2 3 4 5
Number of Studies

Figure 5: Application Domains in Cybersecurity for Smart Grids and Critical Infrastructure

167




Idowu Afe et al. / NIPES Journal of Science and Technology Research
7(3) 2025 pp. 159-184

3.7. Categorization by Datasets Used

The literature reviewed reveals the diverse use of public and custom datasets in machine learning-driven cybersecurity
applications. Public datasets like CICIDS2017 and UNSW-NB15 are frequently used, with CICIDS2017 appearing in
two studies and UNSW-NBIS5 in three. These datasets are crucial for evaluating attack detection methods, especially in
the context of DDoS attacks and other security threats. In addition, the NSL-KDD dataset is utilized for intrusion
detection. At the same time, the IEEE 39-bus system is applied for power grid disturbance detection. Alongside these
public datasets, custom and simulated datasets are commonly employed to address domain-specific challenges. For
instance, custom datasets related to AC/DC attack vectors and SDN environments are used in studies focused on specific
types of attacks. In contrast, simulated datasets like Smart Grid Simulation Data and Simulated Grid Datasets cater to
smart grid security evaluations. Botnet DDoS datasets are used to test DDoS mitigation techniques in IoT environments.

Furthermore, SCADA and industrial data are integral to understanding the vulnerabilities in industrial control systems,
with datasets from SCADA systems, power system disturbances, and power grid data used in the reviewed studies. The
focus on IoT-specific datasets emphasizes the growing importance of securing interconnected devices, as seen in studies
addressing IoT security and network traffic data. Additionally, TCP/IP header data is applied in studies focusing on
SYN flood detection and other network-level threats. This variety of datasets highlights the wide-ranging scope of
research, demonstrating the tailored approaches used to address specific cybersecurity challenges within smart grids
and critical infrastructure. Figure 6 shows the frequency of dataset usage in machine learning-driven cybersecurity
applications.

TCP/IP Header
10T Network Traffic 4
loT-specific
Power Grid
Adhikari Power System -
Power System Disturbance -
SCADA System
Botnet DDoS
Simulated Grid

Dataset Names

Smart Grid Simulation
Custom SDN
Custom AC/OC
IEEE 39-bus
NSL-KDD
UNSW-NB15
CICIDS2017

0.0 0.5 10 15 2.0 2.5 30
Frequency of Usage

Figure 6: Frequency of Dataset Usage in Machine Learning-Driven Cybersecurity Applications
3.8. Performance Metrics and Analysis

The performance metrics employed in the studies encompass a variety of measures commonly used to evaluate the
effectiveness of machine learning models in cybersecurity applications. Accuracy emerges as the most frequently
utilized metric, appearing in 12 studies, with several achieving high accuracy scores, particularly those above 95%.
Models in this range are often considered excellent, as they demonstrate reliable performance in distinguishing between
different classes or predicting outcomes, making them suitable for deployment in critical applications like cybersecurity.
In contrast, moderate accuracy (90%-94%) is also common, with studies showing solid performance, though there is
still room for improvement. These models are generally effective but may experience occasional errors, such as false
positives or negatives, which can be critical in sensitive environments. Lower accuracy models (below 90%) face
challenges like data imbalance or inadequate training, making them less suitable for high-stakes deployment. However,
they still hold value for research and optimization purposes. Metrics like precision, recall, and F1-score are frequently
used to assess model performance, providing insights into how well the models perform regarding true positive and
negative rates. Detection and false positive rates are included in some studies, highlighting the importance of minimizing
errors in attack detection scenarios. Other metrics, such as ROC-AUC and detection success, further complement the
performance evaluations and help gauge the overall robustness of the models. This categorization of accuracy ranges
high, moderate, and lower serves as a benchmark, offering valuable insights into the models' performance in different
application domains, such as DDoS detection, IoT security, and power system disturbances. Figure 7 shows the
performance matrix accuracy categories.
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Number of Studies

High Accuracy (=95%) Moderate Accuracy (90%-94%) Lower Accuracy (<90%)
Accuracy Range

Figure 7: Performance Metrics Accuracy Categories

3.9. Identified Gaps and Limitations

The gaps and limitations identified in the literature on ML applications for cybersecurity in smart grids and critical
infrastructure highlight several key challenges that need to be addressed in future research. One of the most common
issues is high computational complexity and resource demands, which pose a significant barrier to real-time
implementations of ML-based cybersecurity solutions. These deep learning-based, resource-intensive models are
complex to deploy in environments with limited computational resources. Exploring hybrid ML models and
optimization strategies that balance efficiency with detection effectiveness is essential. Another recurring issue is limited
scalability, especially when dealing with large or dynamic datasets in systems like smart grids and IoT networks. To
address this, the review investigates advanced techniques such as ensemble learning, distributed learning, and cloud-
based approaches to enhance scalability and ensure ML models can handle modern infrastructure's increasing size and
complexity. Real-time data processing and adaptability to evolving threats are major concerns, with many models
struggling to detect new, unseen attack patterns. This highlights the need for unsupervised learning techniques to detect
anomalies autonomously without relying heavily on labeled data and strategies for continuous learning and model
retraining. Dataset-specific constraints and lack of generalizability are further limitations, as many models perform well
on specific datasets but fail to generalize across different systems. The review evaluates various ML techniques'
generalizability. It explores approaches like transfer learning to improve adaptability across diverse real-world
applications. In high-traffic or dynamic environments, some ML models experience performance drops, making them
unsuitable for deployment in critical infrastructure.

To mitigate this, the research focuses on hybrid models, data fusion, and edge computing techniques that can handle
large data streams while maintaining accuracy. High false positive rates and overfitting also remain persistent issues,
which can lead to unnecessary alerts or unreliable detections. The review explores strategies for reducing overfitting,
such as model regularization and feature selection, while assessing advanced ensemble methods to improve the
reliability of detection systems. Lastly, limited cross-domain validation restricts the applicability of some ML models,
necessitating a focus on enhancing the transferability of cybersecurity solutions across different critical infrastructure
sectors to create more versatile and adaptable ML-based security systems. Figure 8 shows a word cloud for the identified
gaps and limitations.
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Figure 8: Identified Gaps and Limitations
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4.0. Overview of Cybersecurity Challenges in Smart Grids and Critical Infrastructure
4.1. Nature of Cyber Threats

Smart grids, which are increasingly central to the operation of modern infrastructure, face a wide range of cyber threats.
These threats include False Data Injection (FDI) attacks, DoS attacks, malware, and phishing, all of which can
significantly disrupt the normal functioning of the grid. FDI attacks, for example, can manipulate sensor data to mislead
operators into making incorrect decisions. In contrast, DoS attacks aim to overwhelm grid systems with traffic, rendering
them unavailable. The presence of malware in grid systems can lead to the corruption or destruction of critical data, and
phishing attacks target human vulnerabilities to gain unauthorized access to the system. These types of attacks can lead
to financial losses, data theft, and disruptions to grid operations, affecting not just energy distribution but also the
economic stability of entire regions. Cyber-attacks on critical infrastructure pose significant risks due to the integration
of IT systems and the interconnected nature of these infrastructures. The increasing sophistication of attacks necessitates
a comprehensive approach to cybersecurity, including implementing advanced defense technologies and a risk-based
strategy to enhance resilience. These incidents demonstrate the sophisticated nature of modern cyber threats and the
need for robust, adaptive security mechanisms in smart grids.

4.2. Limitations of Traditional Cybersecurity Methods

Traditional cybersecurity approaches, such as rule-based and signature-based detection systems, have long been
employed to safeguard digital systems. However, they exhibit notable limitations when applied to smart grids. These
systems rely on predefined rules and known attack signatures to identify threats. However, reliance on these fixed
patterns significantly hinders their ability to detect new, emerging, or sophisticated attacks. As cyber attackers
continually evolve their techniques, rule-based systems often fail to recognize previously unseen attack vectors.
Moreover, smart grids generate massive amounts of real-time data from various sources, making it challenging for
traditional methods to process and analyze this information swiftly. The result is often delayed detection, which can
exacerbate the damage caused by cyber-attacks. Conventional methods also lack the flexibility to adapt to new threats,
especially in dynamic and complex environments like smart grids. As grid systems grow increasingly interconnected
and automated, the need for more intelligent, adaptive, and scalable cybersecurity methods becomes even more
apparent. Consequently, these methods have been effective in specific contexts. However, their limitations in handling
the complex, real-time, and evolving nature of cyber threats in smart grids call for exploring and implementing more
advanced, machine learning-driven solutions [38].

Therefore, the nature of cyber threats targeting smart grids, combined with the limitations of traditional cybersecurity
approaches, highlights the critical need for more sophisticated, adaptive, and efficient methods to ensure the protection
and resilience of these vital infrastructures. Integrating advanced technologies, such as machine learning and anomaly
detection, can help address these challenges and offer more comprehensive, dynamic defense mechanisms in the face
of evolving cyber risks.

5. Machine Learning Techniques in Cybersecurity

ML techniques have emerged as powerful tools for enhancing cybersecurity in smart grid systems, which are
increasingly vulnerable to cyber threats due to their interconnected nature and reliance on digital infrastructure [39].
These methods are critical for anomaly detection, intrusion detection, and identifying complex attack patterns,
particularly in scenarios where traditional methods struggle. This section discusses various ML techniques, their
architectures, hyperparameter tuning strategies, and the challenges that arise, including computational constraints and
overfitting, especially with high-dimensional datasets.

5.1 Supervised Learning Approaches

Supervised learning techniques, such as Decision Trees, Random Forests, Support Vector Machines (SVM), and Neural
Networks, are widely employed in cybersecurity for smart grids to detect and mitigate cyber threats like false data
injection attacks [40]. These models require labeled datasets where input data is paired with predefined output labels,
enabling the model to distinguish between benign and malicious activities.

170



Idowu Afe et al. / NIPES Journal of Science and Technology Research
7(3) 2025 pp. 159-184

5.1.1 Model Architectures

1. Decision Trees: These trees work by recursively splitting data into branches based on feature values, aiming
to create partitions that maximize purity within each partition. Although interpretable and easy to implement,
decision trees tend to overfit, especially with high-dimensional data, where small variances can lead to overly
complex decision boundaries. This tendency for overfitting may hinder their ability to generalize to new,
unseen data [41].

1i. Random Forests (RF): Random Forests are an ensemble method composed of multiple decision trees, each
trained on a random subset of the data. Predictions are made by aggregating the individual tree predictions,
typically using a majority vote for classification tasks. This approach reduces overfitting, offering a robust
solution for handling noisy data and enhancing generalization [42]. Random Forests are particularly effective
in handling high-dimensional data, reducing variance, and performing well even in noise and collinearity [43].

1ii. Support Vector Machines (SVM): SVMs aim to find the optimal hyperplane that separates different classes
in high-dimensional space. Using kernel functions (such as linear, polynomial, and radial basis functions),
SVMs effectively classify data that is not linearly separable. However, SVMs can be computationally intensive,
especially when large datasets or complex kernel functions are involved (Wang et al., 2024). The complexity
of training an SVM model makes it a demanding choice for large-scale systems.

v. Neural Networks (NN): Neural Networks, particularly Multi-Layer Perceptrons (MLP), are highly effective
in classification tasks. MLPs apply activation functions (such as ReLU and softmax) to transform input data
into output predictions. They are beneficial for detecting complex patterns in data, but they require substantial
labeled datasets for training [45]. Furthermore, improper regularization may lead to overfitting, negatively
impacting their ability to generalize to new data [46].

5.1.2 Hyperparameter Tuning

To optimize the performance of supervised models, techniques like grid search and random search are used for
hyperparameter tuning. These methods exhaustively search for the best combination of parameters, such as tree depth
in Random Forests or learning rates in Neural Networks. However, grid search can be computationally expensive,
especially for models with large parameter spaces [47].

1. Random Forest: Hyperparameters such as the number of trees (n_estimators), depth of trees (max_depth),
and the number of features considered for splits (max_features) play an essential role in determining model
performance [48].

1. SVM: Key parameters, including the kernel function (such as linear, RBF) and the regularization parameter
(C), are essential for tuning the model to classify complex attack patterns [49].
1ii. Neural Networks: Optimizing hyperparameters like learning rate, batch size, and dropout rates helps balance

accuracy and generalization [50].

Despite their success, supervised learning faces limitations in real-time applications. They heavily rely on large labeled
datasets, which may not be readily available in dynamic environments like smart grids. Furthermore, their inability to
detect novel or evolving attacks without prior knowledge poses a challenge for adaptive cybersecurity solutions [51].

5.2 Unsupervised Learning Approaches

In contrast to supervised learning, unsupervised learning techniques such as K-Means clustering, Autoencoders, and
Isolation Forests are valuable for cybersecurity tasks when labeled data is scarce or unavailable. These methods focus
on anomaly detection, identifying unusual behavior or deviations from normal system operations without requiring prior
knowledge of attack types [52].

5.2.1 Model Architectures

1. K-Means Clustering: K-Means groups data into clusters based on similarities, with data points that do not fit
well into any cluster being flagged as anomalies. While effective for simple datasets, K-Means struggles with
more complex data, especially when patterns exhibit non-spherical distributions or significant noise [53]. This
model may also face challenges in determining the optimal number of clusters.

1i. Autoencoders: These neural networks are designed to learn a compressed representation of standard data and
reconstruct it to its original form. Anomalous data points are detected based on high reconstruction errors [54].
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Autoencoders are effective in high-dimensional datasets and can handle deviations from normal behavior.
However, they require careful tuning to avoid overfitting and achieve optimal results.

1ii. Isolation Forest: Unlike traditional clustering techniques, this model isolates outliers by recursively
partitioning the dataset. It isolates anomalous points faster and more efficiently than methods like K-Means,
making it an attractive choice for large datasets [55]. The algorithm's efficiency in detecting anomalies is one
of its most significant advantages.

Unsupervised learning techniques often struggle with high false positive rates, where normal activities may be
misclassified as anomalies. Moreover, selecting the optimal number of clusters in K-Means or tuning thresholds in
Autoencoders can be challenging without domain-specific knowledge. Advanced techniques such as density-based
clustering or anomaly scoring can help refine these models, reducing false positives and improving detection accuracy
[56].

5.3 Hybrid and Ensemble Methods

Hybrid and ensemble methods combine the strengths of both supervised and unsupervised learning techniques,
improving detection capabilities and robustness while adapting to various attack scenarios. These methods are essential
for tackling complex threats in dynamic environments like smart grids.

5.3.1 Hybrid Models

1. Autoencoder + SVM: The Autoencoder detects anomalies. At the same time, the SVM refines the
classification to increase precision, particularly in distinguishing normal activities from malicious behaviors
[57].
1i. Random Forest + K-Means: Random Forests classify known attack types. At the same time, K-Means helps
identify novel patterns, enhancing the system's ability to detect new and previously unseen attacks [58].

5.3.2 Ensemble Techniques

1. Bagging: Methods such as Random Forest combine multiple classifiers to reduce variance and prevent
overfitting. Each classifier is trained on a random subset of data, and the final prediction is determined by
aggregating individual predictions [59].

1. Boosting: Techniques like AdaBoost and XGBoost iteratively improve weak classifiers by adjusting weights
on misclassified data points. These techniques are particularly useful when dealing with imbalanced datasets,
as they ensure the model focuses on hard-to-classify instances [60].

Ensemble and hybrid methods improve model accuracy and robustness but often introduce higher computational costs,
complicating real-time deployment in environments with limited resources [61].

5.4 Deep Learning in Smart Grid Security

Deep learning techniques, including Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM)
networks, provide powerful solutions for cybersecurity in smart grids, particularly when analyzing time-series data and
detecting complex attack patterns.

5.4.1 Model Architectures

1. Convolutional Neural Networks (CNNs): CNNs are designed to capture spatial dependencies and
hierarchical features in data. CNNs are widely used for image processing. They are also effective in smart grid
cybersecurity for time-series data [62]. They apply filters to detect local dependencies and patterns, then pool
layers to reduce dimensionality. CNNs are computationally intensive, requiring substantial hardware resources
to function effectively. However, various optimization techniques, such as stochastic computing, hardware-
efficient dataflows, approximate computing, and FPGA implementations, can significantly reduce power
consumption, memory usage, and computational complexity while maintaining accuracy [63].

ii.  Long Short-Term Memory (LSTM) Networks: LSTMs, a Recurrent Neural Network (RNN) type, are
excellent for handling sequential data with long-term dependencies. They are particularly effective in detecting
evolving threats, such as Advanced Persistent Threats (APTs) and DDoS attacks [64]. The architecture includes
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memory cells that retain information over time, allowing for the detection of temporal dependencies in time-
series data.

5.4.2 Hyperparameter Tuning for Deep Learning

1. CNNs: Important hyperparameters include kernel size, learning rate, and dropout rate, and kernel size is crucial
for improving the performance, accuracy, and generalization ability of CNNs while preventing overfitting [65].
11. LSTMs: Hyperparameters such as sequence length (time steps), learning rate, and hidden layer size

significantly affect the network's ability to detect anomalies in time-series data [66].

Deep learning models face several challenges. They are computationally demanding, requiring high-performance GPUs
for training and inference. In resource-constrained smart grid environments, this can limit their practicality.
Furthermore, deep learning models are prone to overfitting, especially when dealing with small or imbalanced datasets.
Techniques like dropout, early stopping, and data augmentation effectively mitigate overfitting, enhance generalization,
and improve model performance in neural networks [67].

6. Datasets and Benchmarking
6.1. Commonly Used Datasets

Publicly available datasets such as UNSW-NB15, NSL-KDD, and CICIDS2017 are widely used in cybersecurity for
training and evaluating machine learning models. These datasets contain labeled data that can be used to develop
intrusion detection systems (IDS) and to benchmark the performance of various machine learning algorithms. UNSW-
NBI1S5, for example, provides a comprehensive set of network traffic data, including both normal and attack traffic,
which is essential for testing the efficacy of different detection models. Similarly, NSL-KDD is an enhanced version of
the older KDD Cup 99 dataset, often used for evaluating intrusion detection systems due to its variety of attack types
and real-world relevance. CICIDS2017, developed by the Canadian Institute for Cybersecurity, offers modern network
traffic data with more recent attack types, making it a crucial resource for researchers working on contemporary
cybersecurity problems.

In addition to these general-purpose datasets, specialized datasets for smart grids are also essential for developing and
testing intrusion detection systems tailored to these critical infrastructures. These datasets often focus on Phasor
Measurement Unit (PMU) data and power system events, providing unique insights into the behavior of power systems
under normal and attack conditions. Such datasets are invaluable for testing cybersecurity models in scenarios that
reflect smart grids' operational characteristics and vulnerabilities. They offer critical data points, such as voltage and
current measurements, which can be used to identify abnormal patterns that may indicate a cyber attack on the grid.
Given the complexity and specificity of smart grid systems, these specialized datasets play a crucial role in enhancing
the robustness and relevance of machine learning models in smart grid systems by improving energy management,
stability prediction, and system efficiency [68].

6.2. Challenges in Dataset Availability and Standardization

One of the primary challenges in obtaining high-quality datasets for smart grid cybersecurity is data privacy and access
issues. Smart grid systems often involve sensitive operational data, which can be difficult to access due to privacy
regulations, security concerns, and proprietary restrictions. Utilities and other stakeholders may be unwilling to release
detailed data because of the risks of exposing vulnerabilities or violating privacy laws. This makes it challenging for
researchers to obtain the necessary real-world data to develop and test intrusion detection models. Furthermore, the lack
of standardized datasets complicates the comparability of research findings. Without common benchmarks, assessing
the performance of different models or evaluating the generalizability of findings across various contexts becomes
difficult.

The lack of standardized datasets also impedes the development of universally applicable models. Given that smart
grids can vary significantly in terms of architecture, communication protocols, and operational conditions, a dataset that
works well for one grid system may not be suitable for another. This lack of consistency in the available data can lead
to highly specialized models for systems that are ineffective in broader contexts. As a result, researchers may struggle
to create solutions that can be applied across a wide range of smart grid environments.
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Synthetic data generation and simulation techniques are often employed to address these challenges. These methods
allow researchers to create artificial datasets that mimic the characteristics of real-world smart grid systems. By
simulating different attack scenarios, researchers can create diverse datasets that help to train and test machine learning
models without compromising privacy or security. Simulation tools can model various aspects of grid behavior,
including normal operations and potential threats, thus providing a controlled environment for evaluating intrusion
detection systems. Despite their utility, synthetic datasets have limitations. They may not capture all the nuances of real-
world data, and the simulated attack scenarios may lack the complexity or unpredictability of actual cyber threats.
Therefore, combining synthetic data with real-world data is essential for creating robust and effective models for smart
grid cybersecurity whenever possible.

Therefore, while publicly available datasets like UNSW-NBI15, NSL-KDD, and CICIDS2017 provide essential
resources for general cybersecurity research, specialized datasets for smart grids are critical for developing tailored
intrusion detection systems for this domain. However, data privacy, access, and standardization challenges continue to
hinder progress. Synthetic data generation and simulation provide valuable solutions. However, they must be carefully
balanced with real-world data to ensure the effectiveness and applicability of machine learning models for smart grid
cybersecurity.

7. Evaluation Metrics and Performance Analysis
7.1 Common Metrics

Evaluating the performance of ML models is crucial to ensure that the selected models meet the required standards for
detecting and mitigating cyber threats effectively. Various performance metrics are employed to assess how well an ML
model performs in real-world cybersecurity scenarios. Common metrics include Accuracy, Precision, Recall, F1-Score,
ROC-AUC, and False Positive Rate. These metrics provide valuable insights into the strengths and weaknesses of a
model in distinguishing between normal and malicious activities.

1. Accuracy measures the percentage of correct predictions the model makes [69]. However, it may not provide
a complete picture, particularly in imbalanced datasets, such as benign samples significantly outnumber
malicious ones. High accuracy might be misleading in these cases, as a model could predict the majority class
without identifying threats.

il. Precision refers to the percentage of true positive results from all positive predictions. This metric is essential
in minimizing false positives and unwanted alarms that could overwhelm cybersecurity professionals and lead
to unnecessary interventions. High precision ensures that it will likely be correct when the model predicts a
threat [70].

1ii. Recall measures the percentage of true positives out of all actual positives, prioritizing the model's ability to
detect as many threats as possible. This might come at the cost of increased false positives, a trade-off critical
in cybersecurity contexts where missing a threat could have severe consequences. In smart grid environments,
false alarms could disrupt operations, so recall optimization must be carefully balanced with precision to avoid
unnecessary downtime [71].

1v. F1-Score is a harmonic mean of Precision and Recall, which balances the trade-off between the two. This
metric is beneficial when there is an uneven class distribution, as it avoids the bias toward the majority class
that accuracy might introduce [72]. The Fl-score is commonly used when both false positives and false
negatives are costly.

V. ROC-AUC (Receiver Operating Characteristic - Area Under Curve) is another important metric that
indicates the model's ability to distinguish between classes under various thresholds. A higher AUC score
generally suggests better model performance [73]. ROC-AUC is particularly useful for evaluating models that
need to balance different thresholds of detection sensitivity, such as those used in evolving cyberattack
detection.

Vi. False Positive Rate (FPR) measures the proportion of benign events misclassified as threats. A high FPR can
be particularly problematic in cybersecurity systems as it could lead to unnecessary interventions and disrupt
the grid's or infrastructure's normal functioning. In smart grids, minimizing false positives is critical to ensuring
normal operations are not interrupted unnecessarily [74].

These metrics collectively provide a balanced view of a model's performance, allowing for a comprehensive evaluation
of its suitability in detecting cyber threats and minimizing unnecessary alerts. The trade-offs between these metrics must
be carefully considered depending on the use case, such as whether the priority is minimizing false positives or
maximizing detection accuracy. In cybersecurity, particularly for smart grids, where real-time decisions must be made
to protect infrastructure without disrupting operations, selecting the right evaluation metrics becomes even more vital.
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7.2 Comparative Analysis of Techniques

A comparative analysis of different ML techniques offers insight into how various models balance trade-offs between
accuracy, computational cost, and real-time applicability. Some models, particularly those based on deep learning
techniques, provide high accuracy in detecting complex attack patterns. However, these models often require substantial
computational resources for training and inference, which may not be feasible in real-time cybersecurity applications
where rapid decision-making is critical [75].

In contrast, Decision Trees or Random Forests may provide faster processing times with fewer computational demands.
However, they can sacrifice some degree of accuracy compared to more complex models. These models are often
favored in environments where quick response times and lower resource consumption are prioritized, overachieving the
highest accuracy [76].

Similarly, ensemble methods, which combine the outputs of multiple models, can achieve higher detection accuracy by
leveraging the strengths of different classifiers. However, they come with increased computational complexity, making
them less suitable for systems with strict real-time requirements [77]. These methods, including Boosting and Bagging,
may be necessary when detection accuracy is prioritized over speed or computational efficiency.

The selection of the most appropriate model depends on the system's specific needs, such as high accuracy, the available
computational resources, and the real-time demands of the environment. For instance, deep learning models may be
ideal for large-scale attack detection in environments with powerful computational resources. However, they could be
infeasible in a constrained environment like a smart grid. Decision Trees or Random Forests may be better suited for
deployment in smart grids, where computational resources are limited and quick responses are essential [78]. This
underscores the need for an informed and context-sensitive approach to model adoption in cybersecurity applications.

For effective model selection in real-world deployments, this review introduces a critical comparison table (Table 3)
that highlights key trade-offs across essential performance dimensions such as accuracy, interpretability, scalability,
and real-time suitability. The framework serves as a practical reference for identifying appropriate machine learning
techniques aligned with the operational demands of smart grid environments. Beyond detection performance, the
analysis emphasizes the importance of balancing model efficiency with deployment feasibility, particularly in resource-
constrained settings were minimizing latency and maintaining system reliability are paramount.

Table 3: Critical Comparison of ML Model Trade-offs

Model Accuracy | Interpretability | Real-Time Scalability | Data
Suitability Requirement
SVM High Low Medium Low High
Random High Medium High High Medium
Forest
CNN Very Low Low Medium Very High
High

Decision Medium High High Medium Low
Tree
Autoencoder | High Low Medium Medium Medium
LSTM High Low Medium Low High

7.3 Comparison Between Traditional and Modern Machine Learning Methods

Cybersecurity in smart grids and critical infrastructure benefits from various ML approaches. Understanding these
techniques' strengths and limitations requires comparing traditional machine learning methods and more modern,
advanced techniques. Traditional methods, such as rule-based systems, decision trees, and linear models, have laid the
foundation for many applications. However, modern ML methods, particularly deep learning and hybrid models,
provide advanced capabilities better suited to addressing complex cybersecurity threats in dynamic environments like
smart grids. This section compares traditional and modern ML methods, emphasizing the differences in performance,
adaptability, and suitability for securing smart grid infrastructures. Table 4 summarizes the key differences in
performance and approach between traditional and modern machine learning methods.
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7.3.1 Traditional Machine Learning Methods

Traditional ML methods generally rely on simpler algorithms and models that are easier to interpret and require fewer
computational resources. These include rule-based systems, decision trees, support vector machines (SVM), and linear
regression. Each method has its unique advantages and limitations when applied to cybersecurity challenges.

Rule-based Systems: These systems operate on predefined rules to detect specific malicious behaviour
patterns. Though easy to implement, they often struggle to detect novel attack patterns and adapt to new threats.
Decision Trees and Random Forests: Decision trees are widely appreciated for their simplicity and
interpretability. Random forests, an ensemble of decision trees, offer greater robustness and the ability to
handle more complex data. Despite this, they still encounter challenges with scalability, especially when real-
time threat detection is required in large-scale networks.

Support Vector Machines (SVM): SVMs are effective for binary classification problems and excel in high-
dimensional spaces. However, they often demand substantial training data and are computationally intensive,
which poses limitations in time-sensitive applications.

Linear Models (such as Logistic Regression): Linear models are efficient and easy to implement but often
fail to capture the complexities of non-linear relationships inherent in cybersecurity data.

Though traditional methods offer valuable tools for specific contexts, they typically face difficulties processing large

volumes of dynamic, high-dimensional data, such as the type generated by smart grids.

7.3.2 Modern Machine Learning Methods

Modern ML methods, particularly deep learning and hybrid models have become essential in cybersecurity because
they manage vast data and adapt to evolving threats. These methods include neural networks, CNNs, RNNs, and

ensemble learning techniques.

Neural Networks and Deep Learning: These models identify complex patterns within large datasets. They
can autonomously learn features from raw data, making them well-suited for detecting novel and sophisticated
attack patterns. However, they require significant computational resources and large volumes of labeled data
for effective training.

Convolutional Neural Networks (CNNs): Originally developed for image recognition, CNNs are adept at
identifying spatial patterns in network traffic data. They are instrumental in tasks that involve pattern
recognition in data streams, such as detecting abnormal behaviors within smart grids.

Recurrent Neural Networks (RNNs): RNNs are highly effective for sequential data analysis, making them
ideal for real-time network traffic analysis. These networks retain information from previous data points,
making detecting patterns essential for identifying advanced persistent threats (APTs) over time.

Hybrid Models: Hybrid models combine multiple ML techniques, such as supervised learning integrated with
unsupervised and reinforcement learning. These approaches offer enhanced scalability and flexibility, allowing
them to handle known and unknown threats in dynamic environments like smart grids.

Ensemble Methods: Ensemble methods, including boosting and bagging, leverage multiple models to improve
performance. These methods are often more robust than individual models, enhancing detection rates and
reducing the likelihood of false positives.

Table 4: Key Differences in Performance and Approach

Feature Traditional Methods Modern Methods
Model Complexity Simpler models, easier to interpret | Complex models may be difficult to
interpret

Adaptability to New | Limited ability to adapt to novel | High adaptability to novel threats and

Threats attack patterns unknown attack vectors

Scalability Struggles with scalability in large- | Highly scalable, able to handle large
scale or dynamic environments datasets and real-time data

Computational Lower resource requirements Higher computational demands (such

Resource Usage as GPU usage for deep learning)

Performance with | May struggle with non-linear | Excellent performance in detecting

Complex Data relationships in data complex, non-linear patterns

Real-Time Processing | Can be slow for real-time | High performance for real-time threat
applications detection
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Use of Labeled Data Often requires well-labeled data for | Can work with large datasets. Some
training models require less labeled data.

Interpretability High interpretability (such as | Lower interpretability (such as deep
decision trees) learning)

Common Algorithms | Decision Trees, SVM, Logistic | Neural Networks, CNNs, RNNs,
Regression Hybrid models

Modern ML methods, particularly deep learning and hybrid approaches, offer significant advantages over traditional
performance, adaptability, and scalability methods. While traditional methods remain useful for certain tasks, mainly
where interpretability is essential, modern techniques are better suited to the challenges posed by smart grids' dynamic,
complex nature and critical infrastructure cybersecurity. The ability of modern models to process large volumes of data,
detect novel attack patterns, and adapt to evolving threats makes them essential for securing the next generation of smart
grid systems.

7.3.3 Classification Framework

This study introduces a structured classification framework that organizes ML methods based on their alignment with
specific cyberattack types, operational advantages and drawbacks, feasibility for deployment, and dataset compatibility.
The framework enhances the synthesis of existing literature and offers a decision-support tool for researchers and
practitioners. Each method is contextualized within its practical utility, enabling a more strategic approach to model
selection as shown in Table 5.

Table 5: Classification Framework

ML Method Suitable Pros Cons Deployment Dataset Type
Attack Types Feasibility

Random DDoS, FDIA Robust, Resource intensive | Medium Public

Forest scalable

Autoencoder + | Novel/zero- Adaptive to | Requires  careful | Low Custom

SVM day attacks new threats tuning

LSTM APTs, Captures High computational | Low—Medium Simulated,
sequential temporal requirements Custom
threats patterns

CNN Complex High Low Low Public/Custom
traffic patterns | accuracy interpretability

K-Means Unknown No labeled | High false positive | High Public/Unlabeled
anomaly types | data required | rate

The framework, presented in Table 5, enables meaningful comparisons of model characteristics across critical
dimensions such as accuracy, adaptability, resource efficiency, and applicability in real-world environments. Random
Forests, for example, provide robust and scalable detection of DDoS and FDIA attacks but incur moderate resource
demands, making them suitable for medium-scale deployment. In contrast, Autoencoder-SVM hybrids offer
adaptability for detecting novel threats but present challenges in tuning and deployment readiness. Deep learning models
such as CNNs and LSTMs capture complex temporal patterns with high accuracy but remain limited in interpretability
and resource efficiency. K-Means clustering, though suitable for anomaly detection without labeled data, often suffers
from high false positive rates. Therefore, this classification not only clarifies methodological trends but also supports
the development of more tailored and resilient cybersecurity solutions for smart grids and critical infrastructure.

8. Challenges and Limitations

Despite the growing adoption of ML techniques in cybersecurity particularly within critical infrastructure systems such
as smart grids and CPS several systemic challenges continue to hinder their practical implementation, as outlined in
Table 6. These challenges span technical, operational, and deployment dimensions, including issues such as data quality
and availability, limited model generalization, lack of interpretability, computational constraints, and susceptibility to
adversarial attacks. Furthermore, a prevalent over-reliance on accuracy as the primary performance metric often
obscures equally critical considerations such as latency, scalability, real-time feasibility, and explainability. Addressing
these multifaceted limitations is essential for developing robust, trustworthy, and operationally viable ML-driven
cybersecurity frameworks capable of performing effectively in dynamic and high-stakes environments.
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8.1 Data Quality and Availability

The effectiveness of ML models in cybersecurity is heavily influenced by the quality, diversity, and representativeness
of the training datasets. A major limitation in current research is the widespread reliance on outdated, synthetic, or
narrowly scoped datasets, which significantly undermines the generalizability and robustness of ML models across
diverse and dynamic operational environments, such as smart grid systems. The scarcity of comprehensive, labeled
datasets that accurately capture real-world cyber-attack scenarios particularly those involving emerging or sophisticated
threats further impedes model development and evaluation. This challenge is compounded by barriers related to data
privacy, proprietary restrictions, and inconsistent data formats, all of which hinder access to realistic and varied training
data. Without high-quality, well-annotated datasets that reflect a broad spectrum of attack types and conditions, ML
models struggle to adapt effectively to new threats, limiting their practical applicability in real-world cybersecurity
contexts [80].

8.2 Model Interpretability and Trust

Interpretability remains a critical barrier to the deployment of ML models in cybersecurity, particularly those based on
complex deep learning architectures. These models often function as "black boxes," offering limited transparency into
their decision-making processes, which poses significant challenges in regulated or safety-critical domains such as
energy infrastructure. The lack of explainability can undermine stakeholder trust and impede adoption by system
operators who require clear insights into model outputs for accountability, compliance, and informed decision-making.
Even when such models demonstrate high accuracy, their opacity can deter practical use in high-stakes environments.
Therefore, enhancing interpretability through Explainable Al (XAI) techniques is essential not only for building trust
but also for ensuring responsible and effective deployment in contexts where the consequences of automated decisions
are significant [81].

8.3 Real-Time Implementation Constraints

Real-time applicability is a fundamental requirement for deploying ML models in smart grid environments, yet many
existing approaches fall short due to high computational demands, latency issues, and integration challenges. Smart
grids generate massive volumes of streaming data that must be processed rapidly to enable timely threat detection and
response. However, ML models that perform well in controlled or experimental settings often struggle in live
environments, where computational resources are limited and decision-making must occur with minimal delay.
Integration with legacy systems, such as SCADA, further complicates deployment due to compatibility constraints.
These limitations underscore the urgent need for lightweight, scalable, and deployment-ready ML solutions specifically
optimized for real-time performance in critical infrastructure settings [82].

8.4 Vulnerability to Adversarial Attacks

The increasing sophistication of adversarial attacks, such as data poisoning and input manipulation, poses a significant
threat to the reliability of ML-based detection systems in cybersecurity. These attacks exploit model vulnerabilities by
subtly altering inputs to trigger incorrect predictions, thereby undermining the effectiveness of security mechanisms
particularly in critical infrastructure environments. Ensuring robustness against such threats is an emerging priority that
requires the development of resilient ML architectures and the integration of defense mechanisms capable of detecting
and mitigating adversarial behavior during both training and inference phases. Advancing techniques for adversarial
resilience is essential to maintaining the integrity and trustworthiness of ML-driven cybersecurity solutions [83].

Table 6: Observed Research Gaps and Limitations

Gap Area Explanation & Evidence
Over-reliance on | Accuracy is often prioritized, while other real-world metrics like latency, scalability,
Accuracy Metrics and adaptability to evolving threats remain underexplored.

Limited Generalization Many models are trained and tested on narrow scenarios and datasets, raising concerns
about real-world deployment across varied CPS environments [26], [31].

Static ML Models Several ML approaches require full retraining when new attack types arise, which
limits real-time adaptability [26], [84]. Yuancheng [22] addressed this via
reconstructive models.

Underexplored Real- | Despite real-time systems being critical (especially in grids), many studies don't
Time Constraints account for processing overheads or real-time deployment feasibility [33].
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Lack of Explainability Most models are black-box, offering little transparency or interpretability. This limits
operator trust and hinders adoption in regulated environments.

Scalability & Integration | Solutions like ADAM show promise, but integration into legacy SCADA or SDN-
Challenges based systems at scale remains insufficiently explored [25].

A visual summary of key limitations in current machine learning applications for cybersecurity in smart grids. The
identified challenges span data availability, interpretability, real-time feasibility, model generalization, and resilience
against adversarial attacks (Figure 9). These limitations highlight critical gaps requiring attention to ensure reliable and
scalable deployment in critical infrastructure systems.

9. Future Directions and Research Opportunities

As ML continues to shape cybersecurity strategies for critical infrastructure systems, particularly smart grids, future
research must shift from conceptual development to practical, scalable deployment. Addressing current limitations while
aligning with operational needs will be crucial for building adaptive and trustworthy security solutions. Key research
priorities include privacy-preserving model training, interpretability, real-time responsiveness, and integration with
emerging technologies. Figure 10 presents a strategic framework that illustrates how these innovations can be
operationalized within real-world smart grid environments.
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Figure 9: Identified Research Gaps and Limitations in ML-Based Cybersecurity for Smart Grids and Critical
Infrastructure

9.1 Federated Learning and Privacy-Preserving Techniques

Federated Learning (FL) enables decentralized model training across distributed devices or entities without sharing raw
data, thereby preserving privacy a crucial requirement in sensitive infrastructures. For example, FL could support
collaborative intrusion detection across geographically dispersed smart meters, enabling threat detection while
maintaining data locality and regulatory compliance. Future research should enhance FL's scalability, communication
efficiency, and resilience against poisoning attacks, particularly in real-time, resource-constrained environments.
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9.2 Explainable AI (XAI) in Cybersecurity

Explain ability is critical for operational trust and regulatory acceptance of ML-driven systems. In smart grid
environments, XAl can be integrated into CNN-based intrusion detection systems (IDS) deployed in grid control rooms
to offer interpretable alerts to operators. This transparency can facilitate informed decision-making, compliance, and
rapid incident response. Continued development of domain-specific XAl methods will be essential to bridge the gap
between model complexity and human understanding in critical infrastructure.

9.3 Integration with Emerging Technologies

Combining ML with technologies such as blockchain, the IoT, and edge computing can significantly enhance
cybersecurity. For instance, integrating ML with blockchain can secure smart contract-based load balancing in
microgrids, ensuring data integrity and preventing tampering. loT-enabled devices in substations or homes can benefit
from lightweight ML models deployed at the edge for real-time anomaly detection. Future work should explore how
these technologies can jointly support autonomous, secure, and low-latency grid operations.

9.4 Development of Real-World Datasets

Robust ML models require access to high-quality, real-world datasets that capture the complexity of smart grid
operations and attack behaviors. Joint efforts between academia, industry, and government are needed to develop open,
standardized datasets reflecting diverse scenarios such as coordinated attacks, equipment faults, and varying load
profiles. These datasets will enable more rigorous benchmarking and foster the creation of models that generalize across
different system architectures and operational conditions.

9.5 Domain-Adaptive Learning

To ensure adaptability to evolving cyber threats, domain-adaptive learning methods such as transfer learning, continual
learning, and online learning should be explored. These approaches can enable ML models to retain performance in
new environments without full retraining, making them suitable for dynamic smart grid contexts where threats and
operational patterns evolve continuously.

9.6 Benchmark Standardization

Establishing standardized evaluation protocols using real-world testbeds such as Hardware-in-the-Loop (HIL) systems
and IEEE benchmark grids is critical for ensuring comparability and reproducibility across studies. Such standardization
will support objective assessment of model performance under realistic constraints, including attack variability, latency,
and computational cost.

9.7 End-to-End System Evaluation

Future research must extend beyond accuracy metrics to include time complexity, energy consumption, deployment
cost, and fault tolerance. Evaluating ML models holistically within operational workflows will help determine their true
feasibility and effectiveness in smart grid environments.

9.8 Collaborative Defense Models

Given the interconnected nature of modern power systems, collaborative defense mechanisms such as FL-based or
decentralized ML frameworks can enhance situational awareness across multiple infrastructure nodes. These approaches
can coordinate anomaly detection and response strategies while mitigating the risk of centralized points of failure. Figure
10 illustrates a strategic framework integrating these future directions, emphasizing how theoretical advances can be
translated into deployable solutions within real-world smart grid infrastructures.
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Figure 10: Strategic Framework for Advancing ML-Driven Cybersecurity for Smart Grids

10. Conclusion

This systematic review has highlighted the significant potential of ML techniques in strengthening cybersecurity for
smart grids and critical infrastructure. The findings underscore the effectiveness of various ML approaches, such as
supervised, unsupervised, and hybrid models, in detecting and mitigating cyber threats. However, the review also
identifies several key challenges, including scalability issues, high computational demands, and difficulties in real-time
data processing. These limitations have hindered ML solutions' widespread adoption and effectiveness in real-world
settings.

This review provides an in-depth synthesis of the current state of ML applications in the cybersecurity of smart grids
and critical infrastructure. Critically analyzing the existing literature reveals significant gaps, such as the need for more
adaptive models to address emerging attack vectors and dynamic environments. Furthermore, it offers valuable insights
into future research directions, particularly in developing more scalable, efficient, and real-time ML solutions. These
insights enhance theoretical understanding and propose practical approaches for improving cybersecurity measures.

Integrating Machine Learning into cybersecurity frameworks for smart grids is crucial to building resilient, adaptive,
and secure infrastructure. As cyber threats continue to evolve, sustained research and innovation in this field will be
essential for keeping pace with new attack methods and ensuring the protection of critical systems. Future research must
focus on overcoming existing limitations and improving the adaptability of ML models, ultimately leading to more
robust defences against sophisticated and ever-changing cyber threats.
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