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DIFFIE HELL-MAN KEY EXCHANGE ENCRYPTION MECHANISM FOR 
SECURING DATA FROM MAN-IN-THE-MIDDLE ATTACK 

               
Olowo, Sunday, Idris,  Ismaila , Olawale , Surajudeen   Adebayo, Olawale , Surajudeen, Joseph Adebayo,  

Ojeniyi, Joseph Adebayo,  Isah, A. O., Subairu, S.O 

 
 Federal University of Technology Minna, NIGERIA 

Correspondence: sundayolowo3@gmail.com 
 
Abstract 
 
In this study, a Diffie-Hellman key exchange encryption mechanism was adopted to enhance 
the security of transmitted data from Man-in-the-Middle (MITM) attacks. The system aims to 
improve the confidentiality, integrity, and non-repudiation of data transmitted over an 
unsecured network. The key exchange protocol used in the system ensures that the keys are 
securely exchanged without interception by a MITM. The proposed system also includes a user 
authentication mechanism to verify the identity of the parties involved in the key exchange. The 
system is designed to be simple to use and efficient in terms of storage space utilization and 
data consistency. The results of the study show that the proposed system effectively protects 
against MITM attacks and provides a secure channel for data transmission. 
 
Keywords: Diffie Hell-Man Key Exchange Encryption Mechanism, Securing Data, Man-In-The-Middle 
Attack. 
 
 
 

 

 

 

 

 

 

 

 

 

 


