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Question 1

(a) Discuss the following cryptographic concepts:
(i) monoalphabetic cipher; (4 marks)
(ii) polyalphabetic cipher; and (4 marks)
(iii) one-time pad. (4 marks)
(b) Write short note on Euclidean algorithm. (4 marks)

(¢) Explain the importance of unicity distance to cryptographer. (4 marks)

Question 2

(a) i. Briefly describe cryptanalysis. (4)

ii. State the three (3) cryptanalysis methods. (3) i

iii. Why is perfect secrecy impractical in information Security? (4 marks)

(b) 1. List the factors that determine the complexity of encryption algorithm. (4 marks)

il. Why is complexity theory necegsary in encryption process? (5 marks)

Question 3
(a) i. Explain audio scrambling. (4 marks)
ii. As a prospective media security professional, explain why subscribers to paid television

services (e.g: StarTimes and GOtv) require -dec_:;oder to view their channels. (5 marks)

(b) i. Briéﬂy describe the mathematical procedures employed in Data Encryption Standard.
(3 marks) il HiT
(ii) Use RSA token defined by (253_, 5, 8) to encrypt each character of the word STUDY to

its numeric values. The ASCII codé is provided in Table 1. (8 marks)
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78 79 80 81 B2 83 84 85 8 87 88 8% 90
Table 1: ASCII
Best of luck.
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