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Question 1

(a) Discuss the following cryptographic concepts:
(1) monoalphabetic cipher; (4 marks)
(ii) polyalphabetic cipher; and (4 rﬂarks)
(iii) one-time pad. (4 marks)
(b) Write short note on Euclidean algorithm. (4 marks)

(c) Explain the importance of unicity distance to cryptographer. (4 marks)

Question 2
(a) 1. Briefly describe cryptanalysis. (4)
ii. State the three (3) cryptanalysis methods. (3)
iii. Why is perfect secrecy impractical in mformatlon securlty? (4 marks)
- (b) 1. List the factors that determine the complexny of encryptlon algorithm. (4 marks)

i1. Why is complexity theory necessary in encryption proccss’?* (S marks)

Question 3

(a) i. Explain audio scramblmg (4 marks)
ii. As a prospective media security professmnal explain why subscribers to paid television

services (e.g: Sjgg;rTlmes and G_O:t'\_{-) require decoder to view their channels. (5 marks)

(b)i. Bneﬂy dcscrlbe the mathemaucal pro cedures employed in Data Encryption Standard.
(3 marks) Hi

(ii) Use RSA token defined by (253, 5, 8) to éhérypt each character of the word STUDY to

65 66 67 68 69 70 71 72 73 74 75 76 77
NTo B g & S F U %, W.ox vy g

/8 79 80 81 82 B3 B84 85 B6 87 88 89 90

Table 1; ASCII

Best of luck.
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