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Question 1

(a) List any four (4) subdivisions of number theory except computational number theory. (4

marks)

(b) (1)What is computational number theory? (2 marks)

(i) Explain the importance of computational number theory to computer security. (6 marks)
(c) (i) Which class of complexity will you categorize travelling sales man problem? (2
marks)

(i1) Explain any two (2) ways to optimize travelling sales man problem. (6 marks)

Question 2

(a) (i) State the general Euclidean aigorithrln. (3~ r.nark-s)

(ii) Briefly describe audio scrambling. (4 marks)

(ii1) List the four (4) audio scrambling techﬁiques. (4 marks_)

(b) (1) Describe the three (3) basic steps to decrypt RSA cipher text. (3 marks)

(i1) Encrypt the plaintext RAM with RSA token (89, 5, 6) and using the ASCII table below.

(6 marks)

Question 3

(a) Explain iterated block cipher. (2 marks)
(b) Explain the following concepts; (8 marks)
1. Threshold scheme i1. Unicity distance

(¢) You are hired as media security expert to improve cryptosystem of news management

system. The management system known as FutlnfoBase contains classified news contents
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and it is currently running on a legacy system. The complllting resources of the legacy system
could only allow Data Encryption Standard (DES) to be implemented on FutInfoBase when it
was developed. The system administrator of FutInfoBase realized that DES is highly
susceptible to present security threz.ais‘ However, the administrator could not replace DES
with any advanced cryptosystems due to some constraints.

(1) What can you do to enhance the DES as security expert so that FutlnfoBase will continue
to run on the legacy system? (6 marks)

(ii) Which attributes will you use to measure the complexity of your enhanced DES? (4
marks)

Best of luck.

3|



