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ABSTRACT

The steep growth in mobile data traffic has gained a lot of attention in recent years because
the current infrastructure deployments and radio resources, may not be sufficient to service
the upcoming demands. Many solutions have been put forward, one of them being Deviceto-
Device (D2D) communications where users in proximity can transmit directly to one another,
bypassing the base station (BS). Fifth generation (5G) networks enable D2D communication
between devices in proximity, and this led to the introduction of interference between D2D
User Equipment (DUEs) and other D2D Users, known as Co-Tier Interference, as well as
interference between D2D users and traditional Cellular User Equipment (CUES), known as
the Cross-Tier Interference. Managing these ensuing interference scenarios is considered one
of the most critical issues when D2D is introduced to the cellular network because D2D users
share the same licensed spectrum with cellular users. In this research work, two (2)
interference mitigation schemes were developed. The Mode Selection and Bandwidth
Allocation Scheme (MS-BAS) was developed to mitigate the cross-tier interference in the
micro-D2D network. Communication mode is assigned to User Equipment (UEs) based on
the separating distance and Signal-to-Interference-PlusNoise Ratio (SINR) between the
transmitting and receiving UEs. 60% and 30% of the spectrum is statically assigned to both
the cellular and D2D tiers respectively, while the remainder 10% is dynamically assigned to
the communication tier with the higher number of UEs. The second developed scheme is the
D2D Power Control Scheme (D2D-PCS) for the mitigation of co-tier interference in the D2D
tier of the network, where UEs begin transmission with a set initial transmit power, rather than
their maximum transmit power. The UE pathloss is computed and used to compute the D2D
SINR. This SINR is compared with both the CUE SINR and a set threshold SINR to determine
the interference level. The transmit power is then adjusted based on the interference level. The
MS-BAS delivered an average data rate of 43.17 Mbps across the network, indicating a
29.37% improvement when compared with the existing Selective Overlay Mode Operation
(SOMO), and an average Signal-to-Interference-Plus-Noise Ratio (SINR) of 2.02 representing
a 37.41% improvement. The energy efficient D2D Power Control Scheme (D2D-PCS) for the
mitigation of co-tier interference recorded an SINR of 0.39, indicating a 69.57% and 50.00%
improvement over the Fixed Power Control (FPC) and Power Control Scheme 1 (PCS1)
schemes respectively, an average data rate of 25.48 Mbps, indicating a 47.62% and 32.71%
performance improvement over the FPC and PCS1 schemes respectively, and a 17.25 dBm
DUE average power utilization against 23.00 dBm and 17.50 dBm for the FPC and PCS1
schemes respectively. The obtained results show the efficacy of the MS-BAS and D2D-PCS
in significantly mitigating both cross and co tier interference scenarios respectively in the two-
tiered network.
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CHAPTER ONE

1.0 INTRODUCTION
1.1 Background to the Study

The world has witnessed four generations of mobile communication, with each new
generation emerging roughly ten years after the emergence of the previous generation.

The first generation consisted of the analogue systems introduced in the early 1980s.
They were only supporting voice services and, for the first time, made mobile telephony

available to ordinary people (Bhandari et al., 2017).

The second generation (2G), emerging in the early 1990s, took mobile telephony from
being used by some people to being available to essentially everyone and everywhere.
Technology-wise, the key feature of 2G was the transition from analogue-to-digital
transmission. Although the main service was still voice, the introduction of digital

transmission also enabled the first support of mobile data (Bhandari et al., 2017).

The third generation (3G), Wideband Code Division Multiple Access (WCDMA), which
later evolved into High-Speed Packet Access (HSPA), was introduced in 2001. 3G lay
the foundation for mobile broadband and, especially with HSPA, made true mobile

internet access available to ordinary people (Li et al., 2018).

The fourth generation (4G) era of mobile communication with the first Long-Term
Evolution (LTE) systems were introduced in 2009. Compared to HSPA, LTE provides
even better mobile broadband including higher achievable data rates (up to 1Gbps) and
higher efficiency in terms of, for example, spectrum utilization. However, for 5G there’s
a much wider set of capabilities and requirements (Li et al., 2018).

5G will continue on the path of LTE, enabling higher data rates (more than 1Gbps) and
even higher efficiency for mobile broadband. However, the scope of 5G is much wider

9



than just further enhanced mobile broadband. Rather, 5G is often described as a platform

that should enable wireless connectivity for essentially any kind of device or any kind of
application that may benefit from being connected, for example the Internet of Things

(1oT), Machine to Machine Communication (M2M) or Machine-Type Communication

(MTC), the Tactile Internet, etc (Bhandari et al, 2017).

The concept of MTC is one part of this extended set of use cases expected in the 5G era.
Major steps to further enhance the support for certain types of MTC applications have
already been taken as part of the evolution of LTE. More specifically, these steps have
focused on massive-MTC applications associated with very low-cost devices with very
long battery life but with relatively modest data rate and latency requirements. However,

5G is assumed to enable connectivity for a much wider range of new use cases.

Examples of additional use cases explicitly mentioned in the context of 5G include
wireless connectivity for remote control of machinery, wireless connectivity for traffic
safety and control, and monitor/control of infrastructure, to just name a few (Bhandari et
al, 2017). Furthermore, 5G should not only be a platform for providing connectivity for
already identified applications and use cases (Jameel et al., 2018). Rather, 5G should be
flexible enough to enable connectivity also for future applications and use cases that may

not yet even be anticipated.

The very wide range of use cases to be covered by 5G implies that the capabilities of 5G
wireless access must extend far beyond that of previous generations. For the first- and
second-generation networks, the use case in focus was mobile telephony with the main
target to provide good speech quality for as many users as possible. For 3G and 4G, the
change of focus toward mobile broadband implied that the quality measure changed from

speech quality to achievable end-user data rate. In line with this, the main target for 3G
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and 4G has been to enable as high data rates as possible for as many users as possible.
However, for 5G there will be a much wider set of capabilities and requirements, some

of which may even be partly contradicting each other (Jameel et al., 2018).

The evolution of the cellular network generations is primarily influenced by a continuous
growth in wireless user devices, data usage, and the need for a better quality of experience
(QoE). It was projected that more than 50 billion connected devices will utilize the
cellular network services by the end of the year 2020 (Ericsson, 2011), and that would
result in a tremendous increase in data traffic, as compared to the year 2014 (Ericsson,
2015). However, state-of-the-art solutions are not sufficient for the challenges mentioned
above. Specifically, the fifth generation (5G) of the cellular networks will highlight and
address three broad views:
i. user-centric (by  providing 24x7 device connectivity,
uninterrupted communication services, and a smooth consumer experience), ii.
service-provider-centric (by providing a connected intelligent transportation system,
road-side service units, sensors, and mission critical monitoring/tracking services),
and iii. network-operator-centric (by providing an energy-efficient, scalable, low-

cost, uniformly monitored, programmable, and secure communication infrastructure).

Therefore, 5G networks are perceived to actualize the three views above through these
features:

i.  Ubiquitous Connectivity: In the future, many types of devices will connect
ubiquitously and provide an uninterrupted user experience. In fact, the
usercentric view will be realized by ubiquitous connectivity.

ii. Zero Latency: 5G networks will support life-critical systems and real-time
applications and services with zero delay tolerance. Hence, it is envisioned that

5G networks will realize zero latency, i.e., very low latency of the order of 1
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millisecond (Nokia Networks, 2016; Wubben et al., 2014). In fact, the
serviceprovider-centric view will be realized by the zero latency.

iii. High-Speed Gigabit Connection: The zero-latency property could be achieved
using a high-speed connection for fast data transmission and reception, which
will be of the order of Gigabits per second to users and machines (Nokia
Networks, 2016).

A few more key features of 5G networks are enlisted and compared to the fourth
generation (4G) of the cellular networks, as below (5GPPP 2015, GSMA intelligence

2014, METIS 2015):

i.  10-100 times the number of connected devices,

ii. 1000 times higher mobile data volume per area,

iii. 10-100 times higher data rate, iv. 1 millisecond
latency,

V. 99.99% availability, vi. 100% coverage, vii. 10 times less of the energy
consumption as compared to the year 2010, viii. real-time information
processing and transmission, ix. 5 times less of the network management
operation expenses, and

X. seamless integration of the current wireless technologies.
Therefore, the revolutionary scope and the consequent advantages of the envisioned 5G

networks demand new architectures, methodologies, and technologies, e.g.,
energyefficient heterogeneous frameworks, cloud-based communication (Software-
Defined Networks (SDN) and Network Function Virtualization (NFV)), full duplex
radio, Selfinterference Cancellation (SIC), Device-to-Device (D2D) communications,
machine-tomachine (M2M) communications, access protocols, cheap devices, cognitive
networks (for accessing licensed, unlicensed, and shared frequency bands), dense-

deployment, security-privacy protocols for communication and data transfer, backhaul
12



connections, massive multiple-input and multiple-output (mMMIMO), multi-Radio Access
Technology (RAT) architectures, and technologies for working on millimeter wave
(mmWave) 30— 300 GHz. Interestingly, 5G networks will not be a mere enhancement of
4G networks in terms of additional capacity, they will encompass a system architecture
visualization, conceptualization, and redesigning at every communication layer (Ge et

al., 2014).

Device to device (D2D) wireless communication network is one of the enabling
technologies in wireless communication where user devices connect with themselves
directly and exchange information without routing such information through a base
station (Li et al., 2018). The sole aim of D2D communication is to depopulate the
macrocell network, reduce latency in communication, increase network coverage and
capacity (Ravindra and Siddesh, 2019). D2D technology was first introduced in fourth
generation (4G) network and is one of the enabling technologies of fifth generation (5G)
network, which aims at achieving 5G application of an enhanced mobile broadband

(eMBB).

5G has basically two limited resources, which are spectrum and power to be maximized.
These two main network resources are often traded off to mitigate interference in the network.
5G being an ultra-dense network (UDN) with millions of connections makes interference

mitigation to be consequential (Jameel et al., 2018).

Network capacity, coverage and throughput are related directly to the user traffic density
on the network. As the number of users in a network increases, the interference increases,
and the cell capacity and coverage decrease. To reduce interference and increase

capacity, coverage and throughput of cellular communication, technologies such as
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antenna sectorization, use of small cells and D2D technology were introduced (Jameel et

al., 2018).

The integration of D2D network in already existing macrocell network to form a
heterogeneous network (HetNet) introduces a new D2D network layer (tier) to macrocell
(large) network layer, which gives rise to a two-tier (Macro - D2D) network. This
enabling technology in 5G moves some of the macrocell user equipment to D2D
communication layer (tier) to decongest the macrocell network, increase macrocell
network coverage, capacity, and throughput. There are problems however, in Macro -
D2D HetNets, which includes handover, neighbour discovery, interference, security,
communication mode selection, and mobility management. Addressing interference
problem is consequential in 5G Macro - D2D to adequately harness and preserve the

potentials therein (Jameel et al., 2018).

1.2 Statement of the Research Problem

With an ever-growing number of connected devices using the cellular network (Safaei et
al., 2017), service providers are faced with the challenge of improving spectrum reuse,
throughput, energy efficiency, coverage, and reduction of end-to-end latency. Network
performance would be driven up if closely located user pairs are allowed direct
communication with each other, rather than through the traditional Up-link and Downlink
communication channels of the Base Stations (BS). Additionally, the creation of new
peer-to-peer services and location-based applications would all be driven by an efficient
Device-to-Device (D2D) communication system, which incidentally, is one of the
identified enabling technologies for the 5" generation cellular network, 5G. This
integration of D2D comes with such challenges as neighbour discovery, selection of
communication mode (D2D or cellular), security of the transmitted information, security

of the UEs, denial of service (DoS), and interference (Asadi et al., 2014). With enabled
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D2D communication between devices in proximity, there would be an introduction of
interference between D2D User Equipment (DUEs) and other D2D Users, known as
CoTier Interference, as well as interference between D2D users and traditional Cellular

User Equipment (CUESs), the Cross-Tier Interference.

The interference problems are what this research seeks to mitigate by developing a Mode
Selection and Bandwidth Allocation Scheme (MS-BAS) to mitigate the cross-tier
interference, and a D2D Power Control Scheme (D2D-PCS) to mitigate the co-tier

interference.

1.3 Research Aim and Objectives
The research aims at developing an interference mitigation scheme for an inband overlay
5G network. The objectives are, to:
i develop a Macro-D2D network system model.
ii.  develop a mode selection and bandwidth allocation scheme for the mitigation of
cross-tier interference in the Macro-D2D network.
iii.  develop a Power Control Scheme to mitigate co-tier interference in the D2D tier of
the network.
iv.  evaluate the performance of the schemes developed in (ii) and (iii) by comparison
with related works for Signal to Interference plus Noise Ratio (SINR), Data Rates,

and Power utilization.

1.4 Research Motivation

A quick look into recent wireless network statistics reveal that global mobile traffic grew
63% in 2016 and almost half a billion (429 million) mobile devices and connections were
added in 2016 (Cisco, 2017). Globally, smart devices represented 46% of the total mobile

devices and connections in 2016; they accounted for 89% of the mobile data traffic.
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Another interesting finding is that smartphones represented only 45% of total mobile
devices and connections in 2016 but represented 81% of total mobile traffic. Cisco’s
Visual Networking Index (VNI) forecasted that by 2021, nearly three-quarters of all
devices connected to the mobile network will be “smart” (Cisco, 2017). Inspired by the
above, this research focuses on one of the key elements identified as a 5G technology

enabler, D2D Communication.

Since it is already clear that not all these challenges can be accommodated even by the
current wireless network, the next-generation (5G) networks should take this role and act

as an enabler for upcoming communication use-cases.

1.5  Scope and Limitation of the Study
This work focused on the development of two schemes to mitigate co-tier and cross-tier
interference in Macro-D2D communication HetNet. The schemes were simulated in
MATLAB based on the research parameters and system model. The performance of the
schemes in terms of power utilization, SINR, and user equipment data rates were
benchmarked with that of related schemes.

CHAPTER TWO
2.0 LITERATURE REVIEW
2.1  The Fifth Generation (5G) Networks
Over the last few years, it was not clear what 5G really stands for, and what kind of
technologies, communication protocols and applications will be the biggest drivers of
this new cellular infrastructure. As the technology pillars in the architecture of future 5G
mobile networks were identified, a diversity of wireless technologies will collaborate to
support the 5G communication networks with their demanding applications and services.

Despite decisive progress in many enabling solutions, next-generation cellular
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deployments may still suffer from a lack of bandwidth due to inefficient utilization of
radio spectrum, which calls for expedited action (Masek, 2017).
As a technical envelope of 5G vision, there are several broadly discussed performance

criteria which are expected to be delivered by the fifth generation (5G) systems. In this

research, the most important of them are (Kujur and Shukla, 2018):

Virtually unlimited capacity and ubiquitous coverage introducing the “anytime and
anywhere” connectivity.

Tremendous increase of network throughput (1 — 10 Gbps). High degree of flexibility
and network intelligence of all involved technology components to deliver most of the
services on-demand with respect to meeting agreed Quality of Service (QoS) and
Quality of Experience (QoE).

Significantly lower end-to-end latency (below 1 ms) to enable new application

scenarios e.g., Tactile Internet (TI).

iv. Unrestricted mobility to enable the mobile broadband even for very fast-moving

objects (up to 500 km/h) e.g., Controlled Dynamic Spectrum Sharing at the

airport.

v.  Energy efficient communication to reduce power consumption at the side of end users

and telecommunication operators.

Despite very active research during the last couple of years resulting in a variety of
promising solutions created across academia and industry, the true 5G landscape is still
not there yet. However, the main essentials are already known - all technical and user
requirements can be barely fulfilled by a single Radio Access Technology (RAT).

Therefore, as fundamentally different from previous generations of cellular systems, the
5G networks will not be just an incremental advancement of 4G, but rather constructed
as a set of directly bounded communication technologies and protocols (Andrews et al.,
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2014). While in recent cellular systems, the selected wireless technologies have been
developing and operating individually, the 5G needs significant increase in network
capacity and throughput. Therefore, it requires a tighter interconnection and cooperation
between different types of RATs. As a result, it becomes unavoidable to aggregate
different radio technologies as part of a common converged radio network — to be
transparent to the end-users and develop techniques that can efficiently utilize the radio
resources available across different spectral bands (Shuminoski and Janevski, 2013).
Following this vision, the Heterogeneous Networks (HetNets) represent a key building
block of next generation 5G systems, where different RATS operating in licensed, e.g.,
Long Term Evolution (LTE) as well as unlicensed spectrum (for example, WiFi) are
collectively providing the multiplied performance (Talwar et al., 2013; Andreev et al.,

2016).

With respect to the convergence of various RATS, the telecommunication operators
increase the density of their mobile networks by deploying new cells with different
coverage — to boost the overall network capacity (Hwang et al., 2013) — since the
multiRAT concept together with continuing network densification are still not providing
satisfactory outputs (from 5G perspective), especially due to limited space and narrow
frequency bandwidth of all legacy wireless technologies. Therefore, the heterogeneous
deployments (infrastructures) must be provided by novel wireless communication
technologies — utilizing extremely high frequency millimeterWave (mmWave) band
ranging from 3 to 300 GHz (Khan et al., 2012). Of course, the mentioned mmWave
communications are naturally not suitable for long-range use-cases since the wavelength
cannot infiltrate from dense materials efficiently. Therefore, it can be easily dispersed by
rain drops, gases, and flora. Nevertheless, mmWave and Visible Light Communication

(VLC) technologies can improve the transmission data rates for indoor setups, because
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they have come up with large bandwidth. This, in fact, particularly supports one of the
key ideas of designing the 5G cellular architecture — the outdoor and indoor scenarios
should be physically separated, so that penetration loss through building walls can be

limited or even fully avoided (Wang and Fapojuwo, 2017).

2.2 5G Use Cases and Applications

A wide variety of emerging 5G applications put pressure on the commercial roll out of
5G wireless systems. 5G network architecture is expected to provide network solutions
for a wide range of public and private sectors, that is, energy, agriculture, city
management, healthcare, manufacturing, and transport, with significantly improved user
experience (5GPPP, 2015). Aside from the enormous number of connections, 5G
networks also must support diverse nature of devices and their associated service

requirements (Agyapong et al., 2014).

Although research and development in some of these applications are already underway in
4G wireless, original 4G LTE standards, 3GPP LTE Release 8 (3GPP Release 8.0, 2014)
did not include support to any of these applications. Rather, these applications were
spawned later, and started explosive increase in wireless data usage, thereby imposing
additional utilization of resource constrained 4G wireless networks. Naturally, later releases
of 4G LTE networks, often named as LTE Advanced, gradually started to include these
applications. On the other hand, it is expected that massive bandwidth of 5G mmWave
communications will provide a native support for these emerging applications. In this
section, some of the demanding applications i.e., D2D communications, M2M

communications, loV, 10T and healthcare are discussed.
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2.2.1 M2M communication

Comparable to D2D communications, M2M communications are also expected to play
crucial roles with their native support in 5G wireless systems. Based on the information
given in Asadi et al., (2014), and Wang and Fapojuwo, (2017) M2M communication can
be described as Data communication among machines or devices that does not require
human mediation nor impose specific restrictions on communication ranges. The
communication between machines is routed through the core networks via base stations
and remote servers, even if source and destination are proximate to one another. In
comparison, D2D communication presumes a distance limit between devices and relies
only on local device capabilities without centralized infrastructure support. Moreover,
M2M is application-oriented and technology-independent approach, whereas D2D is
technology-dependent and focuses on proximity services, which assumes opportunistic

connectivity (Asadi et al., 2014, Wang and Fapojuwo, 2017).

The main application of M2M is to automatically collect and deliver measurement
information. D2D communication, as a new communication pattern, can be used for
M2M communication to improve network performance and reduce transmission delay
(Wang and Fapojuwo, 2017). Major features of M2M communications comprise automated
data generation, processing, transfer, and data exchange between smart devices (machines),
and infrequent data transmission, with minimum human interaction.
M2M communication envisions:

i. considerable number of devices with small amount of data, ii.

sporadic transmissions, iii. high reliability, iv. low latency, and

v. real-time operation.
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Major reviews of published M2M research works contain various commercial, hardware
and proof-of-concept frameworks as well as major architectural improvements, network
functionalities and research challenges (Ghavimi and Chen, 2015). Latest advances and
development directions in architecture, communication protocols, standards and security
for M2M evolution from 4G to 5G are outlined in (Ratasuk et al., 2015). Network
unpredictability and mobility often lead to complex interference within M2M devices, as
well as between M2M networks and cellular networks (Jo et al., 2014). Therefore, it is
expected that Cognitive Radio (CR) or other approach e.g., Licensed Shared Access
(LSA) will emerge and assist in developing novel cognitive M2M architecture for

sensing and using the available frequency bands (Zhang et al., 2012).

2.2.2 Internet of things (1oT)

Looking back, first patterns of 0T connectivity can be dated back to the 1980s, with the
legacy Radio Frequency Identification (RFID) technologies, and back to the 1990s, with
the Wireless Sensor Networks (WSN). Due to their promising application scenarios, they
gained a lot of attention both in business and consumer markets. Therefore, going further,
for the first decade of the 21st century, industrial alliances invested a lot of effort in
developing standardized low power loT solutions (Masek et al., 2016).

The first solutions available on the market were proprietary-based, such as
WirelessHART and Z-Wave. Those solutions have delayed the initial take-off of the IoT,
due to interoperability issues, among different vendors. Based on this experience, more
generic communication technologies have been developed by industrial alliances and
working groups i.e., Institute of Electrical and Electronics Engineers (IEEE), European
Telecommunications Standards Institute (ETSI), 3rd Generation Partnership Project
(3GPP), and Internet Engineering Task Force (IETF), providing the interconnection and

Internet-connection of constrained devices — Bluetooth, and the IEEE 802.15.4 standard
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have played an important role in the 10T evolution since they were on the market right
on time. Recently, the IEEE 802.15.4 Physical (PHY) and Medium Access Control

(MAC) layer have been complemented by an IP-enabled IETF protocol stack. The IETF
6LOWPAN (Kushalnagar et al., 2007) and IETF ROLL working groups have played a
key role in facilitating the integration of low-power wireless networks into the Internet,
by proposing mainly distributed solutions for address assignment and routing. At the
same time, the 3GPP has been working towards supporting M2M applications on 4G
broadband mobile networks, such as Universal Mobile Telecommunication System
(UMTS) and LTE, with the final aim of embedding M2M communications within the 5G

systems (Andreev et al., 2016).

None of these technologies have emerged as a market leader, mainly because of
technology shortcoming and business model uncertainties. Now, the 10T connectivity
field is at a turning point with many promising radio technologies emerging as true M2M

connectivity contenders:

i. Low-Power Wi-Fi, ii. Low-Power Wide Area
Networks (LPWAN), iii. Narrow-Band NB-I1oT,
and, iv. LTE-M (LTE-MTC) (Andreev et al.,

2016).

These solutions are therefore attractive for IoT deployments, being able to fulfill
availability and reliability requirements. A few application use cases of the IoT are as

briefly discussed in the following sub-sections.

2.2.2.1 The tactile internet
After creating the mobile Internet, connecting billions of smart devices (smart phones

and laptops), the focus of mobile communications is moving towards providing
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ubiquitous connectivity for machines and devices, thereby creating the Internet of Things
paradigm (Atzori et al., 2010). With the present technological advancements, the
communication stage is ready for the emergence of the Tactile Internet (T1) in which the
ultra-reliable and ultra-responsive network connectivity will enable to deliver requested

real-time control and physical tactile experiences remotely.

The Tactile Internet will, therefore, provide a true communication paradigm shift from
content-delivery to skill-set delivery networks, and thereby reform every segment of the
society. Following the information given by International Telecommunication Union
(ITU), the Tactile Internet will add a new dimension of human-to-machine interaction by
delivering low latency (communication delay) to setup real-time interactive
communication systems. Further, the Tl has been described as a communication

infrastructure linking the following together:

i. lower latency (<1 ms), ii. short transition

time, iii. high service availability, and iv.

heightened security (Wubben et al., 2014).
Associated with cloud computing proximity through e.g., mobile edge-clouds and
combined with the virtual or augmented reality for sensors and haptic controls, the Tactile
Internet addresses areas with reaction times in order of a millisecond e.g., realtime

gaming, transportation systems, health, and education.

Because the Tactile Internet will be servicing the mission-critical use-cases of society
(e.g., automation in industry, autonomous driving, robotics, healthcare, virtual and
augmented reality), it will need to be ultra-reliable, with a maximum outage of a second
per year (Simsek et al., 2016), support very low latencies, and serve sufficient capacity

to communicate with each other simultaneously and autonomously. Following the
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mentioned facts, the proposed architecture will be able to interconnect T1 with traditional
representatives like wired Internet, the mobile Internet, and the loT — forming an Internet

of new dimensions and capabilities.

Since the state-of-the-art fourth generation (4G) mobile systems do not fulfill the given
technical requirements for the TI, the fifth generation (5G) mobile communications

systems are expected to underpin the T1 at the wireless edge.

2.2.2.2 Health care and wearables

Advancements in sensing and communication technology have opened up new
possibilities for health monitoring. Wearable technologies promise to provide health care
solutions to growing world strained by the aging population. Devices with capabilities of
measuring multiple signals in ambulance are being developed. The record of multiple
physiological signals over a long period helps in understanding the disease
pathophysiology (Binkley, 2003). Improved addressing, extended security services and
higher bandwidth enables new possibilities of healthcare (Oleshchuk and Fensli, 2011).
Emerging 5G wireless and Body Area Network (BAN) are facilitating a paradigm shift in

real-time remote patients’ health monitoring.

The major constraint in real-time data collection and monitoring is bandwidth limitation.
Higher bandwidth and data rates of 5G wireless are expected to resolve these bandwidth
constraints. An loT based system, using big data and cloud computing concepts, for
emergency medical services is presented in Dunne et al., (2014). In view of these, 5G
wireless architecture is expected to resolve big data challenges of real-time health care

applications bringing huge benefits to humanity (Xu et al., 2014).
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2.2.3 Augmented and virtual reality

Leveraging recent advances in storage / memory, communication / connectivity,
computing, big data, artificial intelligence (Al), machine vision, and other areas, will
enable the implementation of immersive communication technologies as augmented
reality and virtual reality (AR, VR). These technologies will enable the transmission of
ultra-high-resolution video and sound in real time through the relay of its various sights,
sounds, and emotions. The use of VR will go beyond early adopters such as gaming to
enhancing cyber-physical and social experiences such as conversing with family and
acquaintances, business meetings, and disabled persons. Adding this to the growing
number of drones, robots, and other self-driving vehicles taking cameras to places
humans could never imagine reaching, a rapid increase of new content from fascinating
points of view around the world shall be seen. Ultimately, VR will provide the most
personal experience with the closest screen, providing the most connected, most

immersive experience (Bastug et al., 2017).

AR and VR represent two ends of the communication spectrum. On the one hand, AR is based

on reality as the focus, and the virtual information is presented over the reality. On the other

hand, VR is based on virtual data as the focus, immersing the user into the middle of the

simulated reality virtual environment. One can also imagine a mixed reality where AR works

together with the VR, by merging the physical and virtual information seamlessly (Shafi et

al., 2017). Current online social networking sites i.e., Facebook, Twitter are just precursors of

what will come when social networking encompasses immersive VR technology. At its

foundation, social VR allows two geographically separated people to communicate as if they

were face to face. They can make eye contact and can manipulate virtual objects that they both

can see. Current VR technology is in its inception since headsets are not yet able to track

exactly, where eyes are pointed, by instead looking at the person to whom one is talking.
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Moreover, current state-of-the-art VR technology is unable to read detailed facial expressions

and senses (Masek, 2017).

Finally, and perhaps most importantly, most powerful VR prototypes are wired with
cables because the amount of transmitted high-resolution video at high frame rates
simply cannot be done using today’s wireless technology (4G / LTE), let alone the fact
that a perfect user interface is still in progress. These shortcomings have started efforts

to make social VR happen soon (Shafi et al., 2017).

Being connected has become a defining feature of the modern economy and a significant
trend of the 21st century. Cisco forecasts that by 2023, nearly two-thirds of the global
population will have Internet access, and the number of devices connected to networks
will be more than three times the global population (Cisco, 2020). However, current
internet speeds cannot take us that far, and would severely restrict economic
development. To unlock a digital data-driven economy, the UK Government has set an
ambitious agenda for building world-digital infrastructure (UK Government, 2017). The
fifth-generation technology standard for wireless cellular networks, or 5G for short, is
the next generation of wireless cellular network or mobile network, which is capable of
ultra-fast data speeds, and low latency, and has been began deployment worldwide in
2019 (DCMS, 2017). Communication networks are generally composed of three key
parts, core network, bearer network, and radio access network. Compared with early
communication networks, 5G networks will require more antennas, greater bandwidth

and higher base station density (Alsharif and Nordin, 2017).

According to Metcalfe’s law, the value of a network is equal to the square of the number
of nodes in the network, and the value of the network is proportional to the square of the

number of connected users (Cheng et al., 2022). Therefore, with respect to social impacts,
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5G is not simply 4G plus 1G, but will be more revolutionary and of higher value. It will
not only provide infrastructure support for the deep integration of cross-domain, all-
round, and multi-level industries, but also fully release the magnification, superposition,
and multiplication effects of digital applications on economic and social development.
However, the total power consumption of a single 5G base station is about four times
that of a single 4G base station and considering the high density the overall power
consumption of 5G networks may be 12 times that of 4G networks (Chih-Lin et al.,
2020). Such energy consumption cannot be tolerated because it will cause corresponding
environmental and economic problems. The construction of a new generation of wireless
cellular networks is also costly, that often exceed billions of pounds. The technical
complexity of 5G makes its implementation cost even higher. This also implies that
upgrading the existing network to 5G will not be a one-off action, but a step-by-step
evolutionary process, from a socio-technical perspective. The transition from 4G to 5G
is not only a technological change, but also a competition for deployment and operations
management. Countries who fail to adapt will likely lose first-mover advantage, while

Mobile Network Operators (MNQOs) who fail to adapt will likely lose market share.

2.2.4 D2D communication

D2D communication is one of the enabling technologies in 5G networks; it is a
communication network in which User Equipment (UEs) in proximity communicate with
each other without going through the base station (Alquhali et al., 2020, Ansari et al.,
2018 and Melki, 2017). One of the main benefits of D2D communication is the short
signal traversal path which results in an ultra-low latency in communication (Kar and
Sanyal, 2017). It allows local data services (information sharing, data and computation
offloading), coverage extension, and 10T. D2D helps greatly in fulfilling the requirement

of 5G technology. It is expected to give a significant improvement in the utilization of
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communication resources, energy productivity and in general, throughput, which are all
significant interests of 5G networks (Alquhali et al., 2020). The device-centric nature of
the emerging 5G applications is expected to enable the smart device in proximity to
transmit data directly without the need to communicate with the Base Station (BS) for

sharing the relevant content.

Today, the number of hand-held devices is drastically increasing, with a rising demand
for higher data rate applications. In order to meet the needs of the next generation
applications, the present data rates need a refinement. The fifth generation (5G) networks
are expected and will have to fulfill these rising demands. A competent technology of the
next generation networks (NGNs) is Device-to-Device (D2D) Communication, which is
expected to play an indispensable role in the approaching era of wireless communication.
The use of D2D communication did not gain much importance in the previous
generations of wireless communication, but in 5G networks, it is expected to be a vital
part. With the introduction of device-to-device (D2D) communication, direct
transmission between devices is possible. This is expected to improve the reliability of
the link between the devices, enhance spectral efficiency and system capacity (Chai et
al., 2013), with reduced latency within the networks. Such a technique is essential for

fulfilling the main goals of the mobile network operators (MNOs).

D2D communication allows communication between two devices, without the
participation of the Base Station (BS), or the evolved NodeB (eNB). Proximate devices
can directly communicate with each other by establishing direct links. Due to the small
distance between the D2D users, it supports power saving within the network, which is
not possible in case of conventional cellular communication. It promises improvement

in energy efficiency, throughput and delay. It has the potential to effectively offload
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traffic from the network core. Hence, it is a very flexible technique of communication,

within the cellular networks.

A network scenario, supporting D2D communication along with some general use cases is

depicted in Figure 2.1.
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Figure 2.1: A D2D enabled network scenario (Gandotra and Jha, 2016)
Despite the numerous benefits offered by device-to-device (D2D) communication,

several concerns are involved with its implementation. When sharing the same resources,
interference between the cellular users and D2D users need to be controlled. For this,
numerous interference management algorithms have been proposed in literature. Other
concerns include peer discovery and mode selection, power control for the devices, radio

resource allocation and security of the communication.

The two-tier cellular network architecture is advantageous over the conventional cellular

architecture. The benefits offered are as follows:

I. One hop communication: The devices can communicate with each other
through a single hop. Lesser resources are, therefore, required for the communication,
resulting in an efficient utilization of the spectrum. Since proximity users directly

communicate with each other in D2D communication, latency is greatly reduced. These
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are desirable aspects in a cellular network. The mobile network operators are also

benefitted by these aspects of D2D communication.

ii. Spectrum Reusability: With D2D communication in cellular networks, same
spectrum is shared by the D2D users as well as the cellular users. This supports spectrum

reusability, thereby improving the spectrum reuse ratio.

iii. Optimization of Power Levels: Since D2D links exist between proximate
devices, over a small distance, transmission power is less. This enhances the battery life
of the devices. As a result, higher energy efficiency can be achieved with D2D

communication in cellular networks.

iv. Improved Coverage Area: D2D communication is possible with relays. This
supports communication over greater ranges, thus increasing the overall coverage area.

Despite the number of advantages that are offered by D2D communication over the
conventional cellular communication, some limitations exist, like the possibility of use
of D2D communication within the cellular systems. Feasibility of D2D communication
is determined by the distance restriction. Another concern is the interference, which may
be between the users of the same tier or different tiers. In cases of base-station assisted
D2D communication, the BS acts as a central controlling entity and can overcome
interference problem to some extent. The base station (BS) manages spectrum allocation

and aids in avoiding interference among the devices.

2.3 Key Challenges in D2D Communication

Device to device (D2D) communication may use the licensed spectrum (inband) or the
unlicensed spectrum (outband) for direct link formation. Inband D2D communication is
categorized as underlay and overlay. Underlay D2D communication allows set up of

direct links and cellular links in the cellular spectrum. In overlay D2D, on the other hand,
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a dedicated portion of the available spectrum is used for Device-to-Device (D2D)
communication, with rest of the spectrum used for cellular communication. As out band
D2D communication exploits the unlicensed spectrum for the formation of direct links,
it is categorized as autonomous and controlled (Asadi et al., 2014). When controlled, the
radio interfaces in D2D are managed by the eNB, while in autonomous, these are
coordinated by the user equipment (UEs) themselves. The categorization of D2D

communication has been depicted in Figure 2.2.
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Figure 2.2: Categorization of D2D communication (Gandotra and Jha, 2016)

To utilize the limited available spectrum in the most efficient manner, one must know
where to use which category of D2D communication. For implementing D2D
communication in cellular networks, a number of key issues need to be efficiently
addressed to obtain complete advantage of Device to Device (D2D) communication.

Some of these are discussed in the following sub-sections.

2.3.1 Peer discovery

Since D2D communication is gaining popularity, identifying efficient means of
discovering proximate users has become necessary. The process of peer discovery should
be efficient, so that D2D links are discovered and established quickly. It is also important

for ensuring optimum throughput, efficiency and resource allocation within the system.
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Setting up of direct links requires devices to discover each other first. Once discovered,
direct links are set up, and then occurs transmission over those links. Researchers are
working on different approaches for device discovery. In Lee et al., (2016), spatial
correlation of wireless channels is considered for low power peer discovery. The
simulation results show that peers can be discovered with very low power consumption.
It provides a very accurate method of peer discovery. Peer discovery techniques can be
either restricted discovery or open discovery. In case of restricted discovery, the UEs
cannot be detected without their prior explicit permission, thus maintains user privacy.
In the case of open discovery, UEs can be detected during the duration for which they lie
in proximity of other UEs. From the perspective of the network, device discovery can be

controlled by the base-station either tightly or lightly (Fodor et al., 2011).

2.3.2 Security

Providing efficient security is a major issue in D2D communication. The D2D
communication network is prone to many security risks because of the routing of user
data through other users’ devices. This data can be hacked, which would breach privacy
and confidentiality. Since D2D communication could be vulnerable to malicious attacks
(for example, masquerading, eavesdropping, man-in-the-middle attack etc.), enhanced
authentication and key agreement mechanisms are required to secure D2D
communication in cellular networks. The security of devices can be ensured if closed
access is applied to devices. In closed access, a device has a list of certain reliable devices,
like the users in the close vicinity or office, with whom one is familiar, otherwise the
users that have been legitimated through a reliable party like an association, can
unswervingly communicate with each other, sustaining a level of discretion, whereas the
devices not on this list need to use the macro cell level to communicate with it. Instead

of this, in open access, each device can turn in to relay for other devices deprived of any
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limits. Meanwhile, in such an instance security is an open research problem. Interference
exploitation can be used as an aid to provide secret communication in D2D

communication (Ma et al., 2015).

Prior to the acceptance and implementation of the D2D technique in cellular networks,
security needs to be well addressed. The channels are vulnerable to several security
attacks like eavesdropping, message modification, and node impersonation. To prevent
these, cryptographic solutions can be used to encrypt the information before
transmission. The security schemes provided by the cellular operators can be used by the
D2D users if they are under their coverage, but users outside the coverage of the operators
can’t be secured. In this case, security signals may be passed on through relays, but relays
are highly susceptible to malicious attacks, like eavesdropping attack, free riding attack,
denial of service attack (Osanaiye et al., 2016). Thus, designing security schemes for

D2D communication is an important challenge to be addressed.

2.3.3 Interference
Interference is an undesired signal picked up by neighbouring receivers which have a
mathematical relationship with signal-to-interference-plus-noise ratio (SINR),

throughput, and transmit power, as expressed below:

Interference « transmit Power (2.2)

1
Interference «

(2.2)
throughput

Interference « 4 (2.3)
SINR

Therefore;

transmit power

Interference « (2.4)
SINR* throughput

33



Due to the introduction of D2D communication to the cellular network, the cellular
architecture changes and now includes two tiers (Tehrani et al., 2014). The first tier is
the conventional macrocell layer, which involves the communication between eNB and
device. The new tier, called the device tier involves D2D communication. Thus, such
system is called two-tier architecture. The device tier is an unplanned and random
distribution of D2D user equipment (DUE). The new architecture has significant
improvement in terms of throughput, coverage, and end to end latency if designed
carefully (Tehrani et al., 2014). However, it introduces several technical challenges and
issues for both DUE and cellular user equipment (CUE). Among these challenges,
interference management between CUE and DUEs becomes one of the most critical
issues for D2D communication in sharing mode; where the same radio resources are used

for both cellular and D2D communication (Noura and Nordin 2016).

Enabling D2D links within a cellular network poses a big threat of interference to the
cellular links in the network. D2D links can cause interference between cellular users and
D2D users, resulting in cross-tier and co-tier interference as discussed in the following

sections.

A general scenario of interference in a D2D-enabled cellular network is depicted in Figure

2.3:
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Figure 2.3: An interference scenario in a D2D-enabled cellular network.

2.3.3.1 Co-tier interference

This type of interference is produced between network elements which belong to the
same tier in the network. In the case of D2D enabled cellular network, co-tier interference
occurs between a D2D user and another D2D user in the same tier. The D2D users
causing interference to each other are immediate neighbouring D2D users, since they are
located near each other. To set up a direct link between D2D users, the signal to
interference plus noise ratio (SINR) value must be higher than a predefined threshold
parameter. Otherwise, if the DUE SINR falls below the defined threshold parameter due
to co-tier interference, a communication link cannot be established (Noura and Nordin,

2016).

In OFDMA systems, the co-tier interference is caused when the same set of resource
blocks are allocated to multiple DUESs. In this case the interference is always generated
from the D2D transmitter to D2D receiver in a D2D pairs which are assigned the same
cellular resources regardless of the resource reuse direction (UL/DL). Furthermore, the

co-tier interference incurred at a D2D receiver from neighb