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ABSTRACT, 

The need for inforrnation security is thf1 need for generation of secret 

quantities around which the efhciency of these socurlty systerns are tied 

This study covers a reviev<I of tile cc)ncept of randorrmess \vith the strinQent 

r ~fv·lnri··sne('~~ r.;;('l,i f'pmc~ni; n , .. (' {nt(',r~r '"H .. ·j· ... ' I 
9: ~ d ... J> H;.~ ~.::> ,'-.< '-1 ) q ,...., • '/ '. ,t s.· "n J f·... .~} <:~ l') 3 ~ Y . 

Some of the techniques f()r random nurni:)(:( generation arG reviev;ed. The 

C!·Y't)t'c·<,·trc>.ng~}1 ('1$ t~.-,{,! q!'! 'n") C:;l:ll!~: <::~i'l" ,t··, r,pr·,n"':l%(\;" k' di~''''''''j<':;S''(;,rl 'V··')s .. in; io::: ~ ~,::l ~.j ~ s . ., .... ~ ~ ~"d L ..... ~ .. ~.: ~ .. L.... . ~" ...... /!~ \As. __ ....... { ."">~ { ..... ~ <::~.,..~ .. )S ~0 ... .)~ ... ')'t ..... ~ ... ' ........ ',J ... ~.. t ... ·~~ ~\..,/) .. ~.:..J .. . '" ... ... 

Visual Basic codes to did th~ (;hOlCe of p(Hameters necessary for the 

design of such a generator are desiLF}cd In the: end, a source code is 

designed for tile 80S F~NC: dnd the output for dlfferent choice of 
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vvithin an Of98nization have 

undBrgone two major Chanfj0S in the last several decades, Before the >>JV!de 

spread use of daL] pr'()CeSsHVJ equipment, HIe security of inforrnation felt to 

be valuable to an organization v.;as providod primarily by physical (e.g. the 

use of rugged filin9 cabinets \Vith a COll'lbination lock for stodnQ documents 

that are sensitive) and adn"dnlstrative (e Q, personal screenin9 procedures 

used during the hiring pi ocess) rneans, 

VVith the introduction of the uJrnputer, the need for automated tools for 

sharing system, and thf~ neeCl is even (nore 8c,ute for systems that can be 

-;::.oi·'c<'>"'~ecl, (\V',::'i' '':'< f'lll'\l';" 1{;':,lc',r-)l1(',no l",,' cl~"~') n{')~\M"(k TI"iA (~('lq;::,:,,'i(' i"""')!y,i;;~ for ~.ot '\....i C' ~~ .... ) AI" ~3 . .J ~ .... ~ U t) L . .{ v...... . t·. f ..l'S) r... ... ) -.' ~A ~ (.-~ , ~ ..... t , 'Y ~ ..... ( '" ~ ..... ~ ... -j t ... ~ , ..... ~ ~..... ~ ~ -c:.; ~ ~. ~ "-~ ~ 1 

collection of tools desrgned to protect datrl and to thwart hackers is computet 

security (2] 

major chanqe that rdfectf;,j se::urity is the introduction of 

distributed systerns anci the usc of nC1W(HK ::::\IK1 CO!llnlUnication fa(jlities for 

C"~!'r' ,; n,''l i'~·'lt·~ i}el" <;:;' ,,':, f'\ ! ':~'i'l'r',; ': 0':;1 l' c pr "ll')",l l""'\'Y; f)lti ;:""::'f' • ..,nd t'>.:::J;A>P(>f"! ,,(), l'~'ir,; .l'e:.r ,c~ yH~~'.t '\.J(.-~ (;~~ .. ~¥~ ........ ~ '{'-"'~ ~(~~.(.~ ... ;: ... ) ...... (:.~)~ ... 1 ... '- .. ~s·r·· ~, ....... : t.~(~ • ..-A / ......... ,t~y ........ _ .. ..... ' -l- t/~·ltv. 

and computer, C\c::tuly, secunt';l i::-~ reqcmed in any en'..jirnnrnent vvhere 

their transmission 



arc: built un increasinu1y 5tronq cryptoQraphic 

algorithms that foil pattern analysis iJttempts. HO'Never, at the heart of at! 

crypto9faph!C systenls is the gf~neration of secret Unpredictable (ie. 

random) nurnbers t 'j7, 2}. in other '>fJords quod cryptography requires good 

randorn nurnbers, For e;<arnple: random number generators are required to 

generate public!priv("ltc key pairs for 8;;yrnrnetric (pul)lic h.e~·/) algorithms 

inc\udinq. the Ri'v'8st .... S:";arrHf" .... /v.li::drnan (F?S/\) f 17. 31. Dk.1ita! sionature '" • • < ' .,...1 ,-} 

AJgorithrn (DSA) ['17/1,} rmd Ddfic ~ Hei!rnan ['IIAl . Keys for syrnrnetric and 

\.-..''i~'i''';/"; ('!·"'r,t("t:.~> ·s·~ "~p .. ," · .. ~'·r· ,:,1"'(, ""'''rl'~ !'~)+r'/j f"'j'" ,.j,. ... !.,.\1y !~)';,Hd .' ft."o),.>)', lt~H'::-" <:.:<.: (A,:::' .. ; utj . tJ .::H<:> .. !c<d~ .. c) l: . 

weakest hnl<. ['1'1}. Evers d strOl"lq confuSlon gerH:::rator can n"lade irrelevant \f 

the system supports only a srnali nUTlber of keys, since sirnp!y trying all the 

keys (a hey search attack), \lJould be sufficient to penetrate such a cipher. 

Th llS" r. n,,{ t'c',;:l! (·'yc.tGq.., I') ::,.:;. ,:-:,(1 nq !,. 2' H~ n'~' ,~·,·t (:; 'It)l...,<~,,·t 0r"I~)' "J' I' k f"" 1(' t'O nf·e· "':;;,r··!t I" .. <:.1!!J ! ".A ...l •• ".'-.. d.' "" .. ".)<,,~ ' ... <,. {""j'''< ,Hu0 ,Jet .. )v' ",., ,,,\"I~. ! .,0/)',::3 t
J 

,~~j , 

this ::'tf8~ ck "''''1''< t.·~;··~t it:. ::"'l ;<"'1'(' '{fl" ii,,''', rr<!'l(!""lrl'~ ,· .. '·'·l·'····£"'f r.1·;::"···,r·>I·'::'t"'· ~,,! u. .. dp' .. ~ ,,~~ .ow '.... ,.~ .. , ....... " .. il U h.· <:1, .. h .. , sid!. d.JM ~-}LH<~ ,;L.\J, 

(5,15,31. Frorn modeHnq rno1ecu!ar behaVlor >:-)nd sarnpHng opinion to solving 

certain equations and te':~Jinq thu effiuency of aiqonthrns. ~')uch numbers also 

play crucial, roles in a wlde v;.:~nety uf qacnes, !ndudin9 electronic versions of 

slot n"!ad1ines, !oHerles. dnd CUicr fours of uarnbHnu ['1G, 15, 3, 51·.Ivars i'HSj 

and l{nl...itl1 [31 present ~.Joc)(l rnatfnld!~~ on the History and advancernent of 



such randorn nurnbers, tt-lis study !s the 

.... " .. '. 

Since security protocols re\y on the unprodictability of the keys they use, 

randorn numbers stringent 

requirernents, The rnost irnportant requirement is that attackers, including 

those who know the randorn number gencrdtor desigr!; must not be able to 

make any rneanin£jful precllctic.ms about the random nurnber generator 

outputs, S.Croker J (., i " l f'~ .. ) 1 ,'dC!1dlor _' 1 (nakes a . good 

Unfortunately, there are so many fdlHJorn nurnLer generator desi9ns and so 

m'~·v-!y '-"I·,~jnlS- fU"'1" ~I",t:':'rl" r";' .~ q. -:"'lt i ')l"'n th··.,! ,~ j<:' (i,ff;('\;l~ {:)""·.H·) ~t'" (·or<lr·}~.~;'Q thp 1: a ~ )~ ..... {:.~: ~ ~ ... ,. ,,~~ .... ~ t ..... ' ~ {\..1 { <...:S ( ... ~ .:......- I J : ... ! !~~... ;: t ..... :~ _.; s:- ~ .... ~ ... ~ t. ........' ~ t ..... ~ ~. v , ~ ~ ~ u ~ ... ./ ,..-:..~; 

claims, let alone the desionsThe 1no~:)t C()rY'OTlOn approach is to compute 

randon1 nurnbers :)1 rneans of an ;Jiqonthrn or d fornula.These noufla!\y 

fact, in the past, the F<anc1orn rH.HlIi:)Cr generation was mostly done by 

such systems typically don't rnec~t ali the Criterii::l that establish randomness, 

Patterns otter! stiH rernain in the scqtJencc. l\fter aI!, the cornputer simply 

follows a set procedure to generate the nUrnb(:fs, and restartinq the process 

produces the sarne sequen(:c. fv1oreovc:f", the sf:quences e\tentuaHy begin by 

repe -:;,i::,..- rJ tl~,.;~!·y)~,~-:.I'V'h<'::' qf ,~(~: : [':;::{:' " ~~t~~ ~:.: ~{, ....... ~ .;.)''--~ t./v <.,,". ", ~.;,".: ..... "." 

Hov/ever, as diqital sy~::;terns Leco!nes fd~:';!(;f diic1 denser, it lS possible, and 

sornetirnes necessary, 10 irnplcrnent the' gener;jtor ciir(;cUy in Hardware. 

Serious research is Cd!Tied out in irH".::1"CaSlnu rn(~asure un d truly (real) 



random source of data for rarH-Jorn (unpredictab!e) nurnbers, sud-) 8S values 

based on radioactive decay, atmospl-lenc noise, thermal electrical noise and 

a fast, free runninq osci!iatol etc_ Ti)is is Hv-:; hardvvare approach to random 

number generation v'lhid"l is beyoncj the sc:ope of {hib work 

Today, sorne computers hav(} a hdPJware cornponent that functions as real 

randorn valUe generator fa, -14} However: rnost cornputers still (lon'{ have 8 

randorn number generation 

V;/hat foHows in Chapter Two is ;7.1 backqround discussion of theories that 

establishes randorr'loess dnd ll'le hind of rar-idon-'lr!8Ss rf::quirenV3!)t for secure 

Chapter Three is a look at sorne of the e;:<isting randorn number Generators. 

!n chapter four, the DlLlfn f3lLwn ~)hub ex" fvlC)D t-1) Qcnerator that j:.~) clairned to 

t)· e~ e n {!"")' *;J- "r-::)("' hlr"-'P, i <"; "nllCl r;:- d,::.,~,~(in{;d ;-In(i il!Vik~rr'jpntpd u¢;ir':'J Microsoft ~ /- d '. t :.' ~1 ~ .. ~ t···H H ........ <.) .l Y .... ) i) ".' ~ ___ "'( '.' \. ....... l..:1' . ..... '." '. . ' .. ~ . ( t·~" ... • . ..... .. ..... #. ..... •. :-- ~./ .. 

I"-\- ,S " r· '. t~-'~ -". 'v- - -, ,-, -- --''-';'" >." ti -'s../daptel 1\\/8 !S ,h; SUI dn ,cd Lc:dUdP_ ¥.':. II Uk conclusions preser'lted and 

recormnendations for further re::::;c;Jfch 



CHAPTER TWO 

2,'1,0 BASiC DESCR!PT~ON OF PHYSICAL DATA 
_"..:-. """"~""""" __ '''.' .... n.~ .... _ ............. ~.~~ ............ __ ............................. ~ 

?,ny observed data represcnth'!9 d I)hys:cal phenornenon can r.k: broadly' 

classified as bcin9 eithc( deU:~inml;sHc ur nondeterministic(stodldstiC). 

data arc U)ose that rife describable by an explicit 

mathematical re!aHonsh~p. TiH?te ate m;Joy physical phenomena in 

practice 'Nhich producB ciar':::l that are rc'present able \vith reasonable 

accuracy by explicit matherrLJtica! relatlOnsllip e.9. the ('notion of a 

satellite in orbit about the earth, the potentia! across 3 condenser as it 

discharges through a resistor. the vibration response of an unbalanced 

rotating machine, or H'le ternpcra!ure of \vater as heat is LlppHed, are 

basically deterrnmistic thC;o!c arc 

of waves in a confused sed, the acoustic pressure generated by air 

rushing throunh a pipe, Dr the electrical output of a noise generator, 

represent data which cannol be described by e;1(plicit rnathematk:al 

relationships. There is no Via'! 10 predict an exact value at n future instant 

of Un-le. These data arc "f dndorn" in dlar(.1cte!' and i':ccessarHy are 

described in terrns of prubabd!t i staterner·!ts and stati~;tica! averages 

raHler than by explicit oquaLons 

deterrmnistlc Of random is usckdlv bJs(;d upon t.he abd!ty to reproduce the 

data by controlled eXpCnfT1erlL':;. if an expenrnent producing spedfic (i.ata - . 

of interest can be rep(~atcd many t:rncs \VI11'; id(~ntica! rc:suits (within thB 



Hmas of experimontdl data 

deterrninistic: OHlenYISG: the data is usuaHy considered "randorn" in 

f'!ature, !n essence, a randorn physical f-)henornenon is indescribable by 

as each observation of the 

phenomenon is unique. 

dependlnu on the applicaton. /\ciuaHy, it appears there can never be a 

be built (or cJlosen) such ~F, to CUir'irdy '/:nti) the definition. If so, it would 



[nerdy emphasize one or morn statistical property of" true random 

numbers 

As an exercise, an aHernpt b rnade 10 rkdine a bLJck··box randonl nurnber 

[kNe only two post;ib1c outcornf::« "0" and" 1 ". One pracLca! realization of 

such e\ients is by tossing a fair coin, heads denotes "1 ", and tails denotes 

"0". One could defirH':: "a sequence of Lits; as random If there is an equal 

exampk~, the obviously non·rar'!Clorn sequence 

n .,. ')'1 u"~1 ,', ~ ..... '1 {' 1 I')"} V H ! ' U 1 U . .1 ~. ; "-~'.' ......... -~- .... " ......... . 

Satisfies the above clef! nih:;!""! C!early ii fol!o\vers a paniculaJ pattern of 0'1 

r<;'nf>~'l<.>(l "I t:n'1C"~" , <:. ... ~ t., ... ~ (.; .. ~ ~~, 1 ~ ~ ~ , '" .... J: 

!\n InlprO\/en18nt to the dcln:!Lun is to add .'~ .... and therf:; is no way to 

objective inle!hgencf.'. as :::~ornebody very stupld vvou!d still be unable to 

f'){·Mdi("'·t +";8 [)(.';.vt I~,;t C:"'t:;7,n ii'" t"\i:'''' ')l"}'I"'>iO P"'.:;'[}·ln lM \f1~~(:'('i:-"7";:-' ':1 r·j{.'>Hp!' p~·)rC"jn ~~ ~,,",~"""':./ s.~~ ~\. ... ./) ..... ~ . .I~ \.",\j -:{ ~ i f'...-./ (:1S- \'}'\I(''o...,t ..... ~., .... } : ~""~,"' 9""i~)~ .... :· .... /'~ ..... ~ !~~ ... ,/:# ...... ~¥~ ..... ~ tjf#.", .;;;.\...~~ 

internal structure. /\CiuaUy, these' defirdtions reany v/ant to c!airn that 

SCHTl80ne infinitely inteliioent should not be able to predict the truly 

~·;:.H."..jr'n·' <'ec·!.l,(.)J';f"t;' ! ,,';1 1,.1,),,! ~ • 1~">"":' """'" 

binonlial eiistribution vith ('{veraqo value of' rn!2 and 'variance ly/'t4: for m > 

practical issue that cannot. i)(~ :sd(he~~::;cd H1 an experimentally verif~8b\e 



VidY wdJwut settino so!"nc artificial, arbitrary criterion 'which dehne vJhen a 

distribution IS fol!u>ived and \vhen it is not Still this ;'definition" is lust 

making sure that this particular type of statistical property \vou!d be 

satisfied. but there aro rnanv others. \<vhich rnay still be not 

this 11'1 bIts thcu9ht of as Lf~ln9 inteqf:( nur-nbers in binary not';'Jtion, are 

l'·.!j('·tr;''-'l!st<:"r.! ~'n;t')rn')'\' .fer ':"'1'0, ry',:> n {:,n"';n f;~n r)rp'»10!V~ , .. f. ('l:('~·rl·.··,·tic'~' 1.v "L~Le ..... u " <I.I}, l . ..}, <.i, 'f ", ' .. '. ':-1<:1". ,~i'.:.· ! ... H. ~-; q "Ii ~.H,:;.t Uu, ),; 

arises. IrY'lagine the "coin nipper" QPJ8S tL(~ foHovving sequence of 7 .... 

above definition at !eas.t fO! in ;'.: 7 (But i1 does for other nYs as wen), The 

nlHYibers frorn 0 ....128 fonn d nicn 'Tlat" uniforrn distribuLon, but the 

problem is that they appear in an ascundinq ordered sequence. Then 

comes the ternptation to add d reqUirement that this "uf'Hfon!')!y distributed" 

numbers should appear at randurn. i3ut thal is eXdcUy v/hat is not aHovled 

'Nhen defininu the terrn r;-:FKlurn 

!s not used to define 

randomness) an inhn~te (k~fjniLon th;:ll tries tC) elirninate all statistical 

defects thou~J!'lt of result. 

2,1,2 CLASSiCAL PROBABIUSTiC PEHSPECTIVE OF RANDOMNESS 
.J' .......... ~~.o; __ A.-" ••• ~ ..... __ ... .,..~ .... ~ ............. ----.-..._ .......... _"_"~"" .... "."" •• ""'· __ "" .. n"" "".~~ ..... ',...,._........ .. ........ _ 

The sequence 'j 00'1 apd U()OCi or 1') '11 (Fe equally probab!() with the 



probability of any of four !)it oulcorrm beinq 11'16, becauso there is H3 

possible cornbinations nd:nc\y; (0000,0001,OO'HJ .... ", '1 "1"1 (1). Thus if 

uriGin in d probabilistic event wC're rnaeie the solo criterion of randomness, 

then both series would have to be considered random; and indeed so 

would aB others, since the same rnechtmisrn generate all possible series. 

The classical definition al)ove anu>.fJs one 10 speak of a process, such as 

the tossing of coin (:18 t:H:~n!g randolll it does not r.:dio':t\! one to cal! a 

particular outcorne or strinu or sequence of outcome !Ike obtaininfJ ten 

heads in a rov,; 'NiH') hventy tosses of a fan' coin, random. Ashish[24} gives 

the classical probablity rh:;{lons of randomness based or! Shannon's 

(·'nni .... (;'f·\t n f ,::-~ "1 tr {" n',' -/>..],·",,"V -.' <.---" .I('J. 

than on the generatinn process of strinos, is considered. !t established 

h~erafchy of deqrees of raridonH"1eSS 'nle 1lrnitation that U)8 definition 

f"<.H",P,.,t t.)".:.!!") it) c"lptp!"-~"irl"-::' (")i('r)})i ,n ':', '/':'''1''/ •. :r',cc:':,).l {"";"SE',C' \~'\-lpt!-"lt':,r p,' "")t a '\....'):;.,.(~. ~ ~ $ s •. ,~,.. ~ t.... f t.... -:' .. " .. .." ~ ~ ~ ~ { . ~ ... :. ' .. "", , .... <:. • ." J-" 1. .. ~ ~ ~.~ ~ ...... J .... ~ ~ .. I .... ~ "--",, ~ ~A ........ ... .);..... .-;.' ... ") 'l V ~ )' "" . ..: ~j ~ ~ ~ \ ... 

91'ven sequence rf:.~!ated to Kurt 

2,'L3 ALGORtTHMIC PERSPECTPJE. 
_;0;0 .... _~ ... rr.~r~ ........ -.-.' ... _· ........ ~ ........ ••••• __ .... ~ 

datrng black to \/\}orld \;V<'"H" d [23]. More oHcn situations arise of prnvicling 

,as input a prc'Jram, Of ~~;t; Ii iJ of instructknls to d CO!l"lputer so that it 

produces a desired strinO <:h output. ~_3uch Instructions Qiven to con"lpuler 



must be complete and step vvithout. f(:quirin9 that it cornprnhend the result 

Of a' f';f r):.~rt f'f P-l';:;' (;'f)("r':,ti,-\n(' '1· n;::::,. ,-f.(\(T·"'-::; . .... ~ t ~ ,,,),,: )....... ....~' . C~ ) \..1 ~ ! ... }. f·... ...... ~./! ~ ~ < ~ .... 

The possibility of reducing redundancy by compressing such input strIng 

vvW mean a shorter sequence Cdn serve 8S a code to foproduce the 

ori&]ina! string. Gregory[23] dnd J\shish[24L provides a practical exarr!ple 

of cornpressib!e (Jnd incornpressible data h:i be transmitted to a friend in 

another oa!axy. /\ result c:d OlL> is the cancmical defirdtion of randornness 

based on incornpressibdity, w!"Hch was },}('oposed independently about 

·'!q{:;rJ. h'y A N KdfYl r-}('ji'}'r(,\/ ()'f t!I:::' f~f .. ~·«lf)l·l··'!·Y nf t-:':r'in('C'e ('f p",{.) ; i c~ C:;. [) '1 l'l c1 
...... ....; .... "40' ,~, ./! ~ ..... .::. \. ~ ~ .. '.... . ....... I·· ... \./ ..... ~ ... J, .. " ' .. " ,.,.~ ...... ~ ... ,. ~ ,',./ ,.J' ,~ ~" •• ' .. ......;.\. .. ,.I,V,~ ... (..",i ~ • .J 

"/\ series of nurnber is L'UKiorn if the smallest algorithrn capable of 

speufYln9 it to a compuler tLJ:3 about the sarne nWTlber of bits of 

i."f'~f'r,,,,:-·~l·!nt' as thn (":(:>(;0'" :i<·>·-:i{ :: jl,.,) i'>;l\!W'd ." ........ ,,,,,_, ",,,) : ..... _1>. 

l'''': ·'1 .{ l"':(' n'1 ((ii' nClt '1 : nn 1 n ~ ~ ~ ...... ).... • .. .1... .. J _.. ../ $ } ... , __ , l .... 

VVhereas based on the Ci,Y:'<:,ica! pfobabdL>tic notions the hvo series can 

be considered "random", It is obServed that thc first sequence consist of 

patterns of 10 repeated tcn Urnes and ;;)~) such could be specified to 8 

computer lYY 8 very sifrq)iu a!oonH'irn, such 8S "Print 1 0 ten Lrnes" 

ExtendinQ the series !)y fUi1()\vinO t.he sarne pattern, might just chanqe the 

proorarnrner to say, "rJ nnl H) iJ thOU~)('Fld Urnes," The nun";\)or of bHs in 

such an incr8asccl dlgonth,l! IS a ~,rnal( frcicticn of the number of bits in the 



series it specifies, and (":IS tI"'IC series qrows larDer the size of thf:.~ prO[Fam 

;n('rc>.r''--'AS ",~. -:::. <;::;0'''''·<0>!' ("':1;'-" H~ .... ,~ ......... (.~':;" ........ , ut,;,. ........ d ~'O ..... ~Ct\ ... 

The second sf;ries of bini~l(V chJds generated by' fnppinfj a coin 20 tH118S 

and '-Nnting a "1" when the outcome vias Ilcads cmd a "0" \ivhen it was tails 

appears pattern less. There is no sho!lcut to reproduce it, as the shortest 

{)'lost economical algonthfYI for l(ltroclucin(J the series into a computer 

\vould be "print 0'1 HJOO 1 CC}!l 00 i 110010, ,. VVhici'l means necessarily the 

algorithnl has to be expanded to the corresponeHnq size of a rnuch \()nger 

numbers (23, 24 J 

1A MINIMAL PHOGHAM ALGORITHM!C COMPLEXITY & RANDOMNESS ___ ,,_~., .• _~ •. ~~ .. _::.:..L.~"""""' ___ ""''''_'_'''''''''_'''~ ........... ~, ... _ ... ,_~ ....... ,.,_~ .... ___ ~, __ .. _~ __ ~ 

of the difficulty of speuf'/ln9 that obJGct. Based on Alan Turing's 'work, 

which distinguish beLvc;C:!'1 cornput,;Jhk: Dr~d non---cornputabif? nU!T!bers, it 

is possible to charaderize different numbers by the !en9th of the profFBnl 

required to cornpute thc:(l! !\ i'eiativeiy SiHAt prograrn can be "~vritten for 

cornputable numbers even if they (:HO mfirHtely long, For example, the 

rational nurnber 2 44U<1d~1l'L}/g:Yl leU ". " hd::~, an infinitely long number 

:'.:m diqorithrn to cornputc this nurnber 

;'·-"or~"Pllt"· .. , "I';";' " ", !·("c·t r.·)f :-.~ix ;'V"C',' r.)!·;r"j1 ! he~, results'" this \s t ... ,,$. ~ ~r.}~" ,..'"~ ~t .. ; .. ~! ... i$ t.. ~ )".3 I #.,. ....,)~ ~ : 1~!o. ~(l-_· ... 

relatively short For tilc~ non·corrq')utaiJi(~, randorn nur-nLefs, the only 

a100rithrn that can desc! ~hc th(~ nurni)cr is about as lonD as the nlln')ber. 



Closely linked (related) to the CClf"H.::ept ()( cornp!exity is the rrdnimBl 

program to generate a 2,cries of nurnbers [24}. There is actually an infinite 

number of algorithms to oenerate any nurnber but of particular interest 

here is the minima! program (the S!TIEI1!est one) that yield a given 

nurnerica! series. r::or oxarnpio; the nun'lbcr144 can be obtaineci from the 

alGorithms; "/\dd 2 to '14)". "f'J1u1tlplj '1:/ hy 12", ':subtract ·4 from '148", 

"divide 2SB by 2", or an inritllte (H.JrnbB( of other prograrns. For a given 

series, howo'ler, there rnay !)u only one nWlilna! proOfar!") or there may be 

IYlany .. 

equal to its sizu In bits, Cha:tin[23] and ;\:::~J'dsh[24] explains the use of the 

notion of cornp!exilj' to measure randomness. On what cle~J(ee of 

randomness reany conslitutes randornness: f\shish[24} suggests the 

V,::.L;.- -l() ·t·)·n <",,··,t :o\~> ";,n,~ji"~) ';:',') ih'Jt r!,:'nher'"' ',ryith o~)v;nus!>-! f8.ndoP1 ~ .. ..;:~t~t; {.;, ,,:.. :dt.... :" 'l~i t ....... ~ ~\) .... ~jf ~ "'-/\.~ ... :~~. ...-:S .. -' :;;, ~ ~ ~ :t...... . J ~ (.. . ..: 

properties are rKJt f:xduded and hiqh encH..!qh so that nurrlbers v,;jth 

Thi~·; randomness stems from the 



Accordingly, ranciornness HTlplies the absence of any comprosslon 

rnaxirnally complex in alGonthrnfc senSf:~: the strinq can only be 

This understanding of the tcrrn ran(lornness lea6s to the 'revieN of 

>::-·'--,'Y'<e"" t'"::"'j'st in« f'~)I')({<~,n-j i"ll <rl)~)pl' rV'::ner'~ltiV'(" i'nrrrl *hn r':!:'Y· C~)8p.c"f· 'o)nri v"...) ~ ~ ~ .-: /'>. ~ ~ ~ ~ a { ~ .. ~ v ~ ~ , ~ c~ ~ L .. ~ .. '::J ........ .r ~... ....d ',.f. ("'}' ~ -:. ~ H........ .: -....' '''. t "~ f ~ <':'" t ~ t~":B ~ • ...J 

1 \ 



CHAPTER THREE 

'3.1,0 RANDOM NUMBER SOUHCES. 

fv10st "randorH" nurnbCf sources dctuallv ul.!k:0 a F"S0UdoF<;)ndcm !'·Jurnber 

Generator {PRNC). f\ Pf<NG IS an a!fjorithrn Illith SOfno state inforrnat!on that 

!S the sole input. The generator is exerCised bV steps, and two things occur 

consistenU'y' durtng each step 'Tl1ere lS (.:1 transfonnatiot~ of the state 

mforrnation, and tho oenurator outputs a k<ccl Size bit string. The generator 

seed is sjrnply the initial state inforrnatlon. !n other 'Nords it is a determinlsUc 

algonthm v.;hich, given a tru!y-·ranclorn hinar'y' sequence of !en9th n, outputs a 

~"jin~, "', , ~P.~<!j'~:'P ~'{:' (/ !.-, .... : ,--d h L'{ n \ > fO) U"~'l) '-',h ;') nr"p":)('<;:' t(' ~'~f':' P·;'f·\{·kf' !'Y~ L· (\ !~'c~; Ilt1 ';) ~ ... n~u~J ti ...... -:...{l ............ e) ...... -w- .( ~t~(~-) .. ,.· f'.\~~} ~y~ .... ~~{ .3t ... t J ... ·"rh( .. > ~.l t .... 1'/ ~t:A .. J.~}.~~ .. r-.. \.! l)","-.d~ '::l U 

fuB cyeld throug!"~ the visited slates. T!1f~ (.1chk1i entropy (unpredidabinty) of 

the output can never be ureater than the entrr)PV of the seed. 

I\ri J., fvlakin J ,f]izab(~th ~::;. & Eruce 1< 1··'1 [rl referenced 8 large body of 

literature on th(~ deslqn dnd properties of F·T<NGS Knuti"~ (3) has a classic 

exposition on pseudo,uHloom fHilnbc(s, ;\pph::ations he rn(~ntions include 

simulaUOf"l of natura! !)1)CnOmc1"::J, ssrnp!H<L dnd flwnc:ri(;dl tHlatysis, t0stlng 



these have the samB charac!eristic~:; d~i the sort of security uses in 

cryptooraphy, Only in the last threB could H'hHr~ be an adversary trying to find 

the randorn quantity in use, 

for most serious applrcaticn, 

US!og at least 64 bits and with ernpirical and lor theoreti(~a! justification 

':, I"< rj· 
~~ ::"'3; 

., The truly rancj,Jrn qc;neratms> ie. ck~c!ron!c circuits that en"lploy 

measurements of d natura! pt'kmornenon to f."H"ovide totally unpredictable 

dravvs 

3,2,{) liNEAR CONGHUENTIAL GENEH/\TOHS {LeG}, 
.......... " .•.•• " ............................... _ ••• n ••• ~ ••••••• ·.~ ................ ~ ................. .-.. .......... _,~ ...... ~ ........ _.:s .... 

t 
,;..., ~' tY .... f' ., ,., rj .'" -- ' ...... ,--," y .. .-:).. ''\ """., ') ("I l !' '" ,., ''[''1 .. <.) LC~' ('.' ; (': ~,'Y' e pf t' he. n l(1f·-:,..-:.t eC;:!l!que C; fd'l< .. H .. }:ll "o,:!;.1(:,1 ';.;t:,,:t.,C{u:;. ,!k... ,_) ,~~ V:l" .. $ .'H .... vL.J .... ,,'", 

..... ,~ ... p to' -. ',r'c· ",", ' .. q"!'>'" j.. '("(' ''''f l)f'!{:'; ·!'··I.l.r,.)!E'.·?rn(-.~f.·'lt·:~d for ;, .. )(O(lramrning aLL! 5th1 .. db n '<"}~" t".,ld:" !u:; ;Y t··' ,U f < 'l "~) 'i H v ' .. , 



used by V!\)(FOTTV\N, ane! V/\X DaGic etc), These are aU built of LeG 

algorithm. Dav!d v>r D, [1bl presents a qood description of techniques for 

analyzjn9 output of such RNCs 

The LeG algorithrn is pararneteriz.ed \vith fout' nurnbers, as fo!!ovvs: 

m the rnodulus 

a tho muitipllcr 

(' tL,::,! qr·(··.~rnp;·lt ' .. ) ~~~:.-./ ~ ......... ~t:::,,(~~ ..... ~ s. 

en > 0 

0< 3<"(n 

o ,':: c < rn 

Vn the startinq value or seud () :,~, \/C: <: ill 

It jS a modular arH1Hnotic where the ( n +1) ~h value is obLJined via the 

fdi(w.dn9 iterathle equation: 

\/11' 1 ::::.: (8 > Vn + c) mod rn 

c { 1 ./ ..;"? ~...~ .-: .-~ ~)' >,3equence , ; I!, 'L .... .'; f, /: UlCf. ; C 

. f "1' < 1 . d' "" .. , , .... i' 'j "f"\ .j' ; .... ( 
V l ~ :~.. ,: ;S.J ~,....... i 

\/2;;::7(l) ll"lod 32;:::17 

Vj :::·!( 1 I) rnod 32:::23 



Vsz-:7(1} n10d 32~7 - - - - - vihid-'! is also uns~,'ltisfactory, Tho reason is that 

of the 32 possible \fEdues only four is used; thus the sequence is said to 

ha've a period of 4_ 

i\ change in the value of "a" tu b, re'::;,ult in the foUowinq sequence; 

'1[.'-2r'v1'~7''11C''1''''1r '.-" t "J, ",):.-:~::-, l t ,.-:.. - ,::J, ! "), ,~),' .. -- -- .- -J: 'vVd!ct; increases the pf:."?r!od to zL 
A larger rn results in an inueased potential for producing a lanq series of 

distinct random nurnbers /\ cornrnon criknun is that rn is nearly equal to 

the P1axirnum represerlt able nc}nneqative mteoer for a Dlven cornputer [2, 

181. This value of 111 nef:H to or equal to 2 ::<l is t'yiDicaHv chosen, 
~ I" oJ-

nurnber generator, Viz <1 Viz', 

function should gencr,Jte aO thc~ nurnbers behveen 0 dnd rn before 

repeatino, , "'" 

which a sequence exhibit randOrYH'H3SS- i<nuthf3} Suqgests a variety of 

rYW<.1Sures including stat!~-;ticaj dnd spcctrai tests. These tests check 

thH10S like dutoc()Hc!ation l:Jetwcc'n different parts uf a "randon';" 

sequence or dist.ributlnr-l of 115 valtJe, \vhich according to D, E:,asUake [a] 

cuuld be rnet i)y a COfbLlnt ~-;tGrcd (;Jndorn sequf.:.:nce, such dS Hie 

"rarK!orn" sequence iY~nt(:d in HH:~ C:F-ZC ~:;t;Jrldard ?Tu::dhernatica! table. 

, . ",',. ·f· " -: ')2 ~ 't ;' t' ;\,;: that the iunctlon nnp:crnem F; ICIC:fHl/ w!tn -...)_.- t)! antnrne!c 

: :' 



\/Vlt!'l appropriate values of a, c, and nl these tests can be passed. \Nlth 

respect to X~: it can be shown that if rn is prirYw and c :::; O{ then for certain 

values of a, the period of the generating function IS m -1: with only the 

value 0 missing. For 32 ···tA arrthnletic: a convenient prirne value of m is 

"j' \! ·.W f··, \ I \ ,~ ... " ... .l i '~)' "; , 
~:'; -)0 i ........ \(.-~ o! 'Y~'!} ~~:-:. .. .H.J \4' ....... " }. 

V\/lthout oVerflovi Actually the strength of H'H:: linear congruentlai algorithm 

15 that if the rnultipHer and (nodu!us are properly chosen, the resulting 

>:;<'::.q' :pl'"<'-"e Of n: ·fy·!t',~"rt:: Hid! ~"e' ·"t:'.:.j-;,;::ti''':;;ll,t i!"'d' i~t:'··CJ· ';c;.t'"a}o· Ie f'·c·n~ ~ ...... (lo.o"..- ",,:y~~~~...... ",J: ~$)..JJ$ /e;" ...... ( v~~. ~l ~ :;; u ... ~~ ........... "l. .... ·;;..< ~J ~ ~ ~.~ ~~~..: { ..... .I!}'v.~!.~ ........ {{ )~~t ~ 

sequence draw!"'l at random (belt \-ViUlout replacernent) from the set 1 ,2, ~ -

~ - - rn-1. But H)ere is rea.!!'.! nothino random at ail about the algorithm, . ) - . 
apart from the choice of the ir1!Ual va!u(~\./,::. On(;e ttv:~t value is chosen, the 

" - -·1;:.~inif" "1 $'\' l!'n,t .. ,:;,rc: i,-' tt." .'.' ,"prl': ";'r">{"':;' f .... ·.i!(,\~, d,:;,iCI·!'Y',i!~·;c:~;(, ... jk' Th;c· to··f d:;i!: .... Ul. IS pt. ,),,,.~, .il l,t, 0...., ....•• ,t;: " .. " .~ .•. ,.n,. , ... ,/,'~ ., .. u'~"' .. 'C:'dJ' d,Cj • 

The rear oroblcrt! WiPl r:hy~t L.eGs IS th:::v tiny arnount of internal state, , . 

simpie step formula, anci cornp!ete CKpo:::;ure. !f dn enemy knovvs that 

LC>3 is being used, and if the pararneters ,3re kno\vn (e ~J.) a ='1 02A) C ::: 0, 

subsequent nurnbers ;::ire knO'tin. Even if i:'} few values frorn tJH3 sequence 

.,).. .",.~ "'j' . , ....... j M ~ .o(: ••• ~~ ~ /{ .~,,~~, 
,....... .."' ... ~ '-.-..... ( .~./ '-d .... ( ~ 

( 'I"' 'pt(···~··';c:tp'n·', r'·.f·,!··,·;,t:~·~!,:;,,'j [71 
.... '.1 Y ~ .. l V. Y " .. ) ~ ... ~ $. ~~/ --./ ~ '10....' .. ! •.. ~ ." ..... \. ;'''; . 



Fc;':" exarnp!e, suppose an enerny IS able to detern"linevalues for \/0, \/ 1, V2 

and \h Then: 

V 1:::' Z a > Vo +C) rnod rn - ~ .... ~ .. -('1 ) 

V~~,-::; (a . \I j+C) mod m "' ,," ,.'.- .>- (2) 

V,;,::; (3 ,V'l +C) mod rn .. - ~ - ~ _. (T) 
~ '. J>.. ~ .. J 

'These three S1nlu!tanecus equatlon can b£3 solved for the three unknowns 
l <'~ '! ~ '-"""-" . t ',J,..l . 

3, C, anel 01. Lonsequent!/, t .. C . .i. .. ,s can not )8 conSi;:;ereu secure, llnleSS, 

To rnake the actuai SequerH~:e used ··f"H)P···· reproducIble", so that the 

krK;\<v!edge of part of the sequence on the part of an opponent lS 

insufficient to detern'Hne future elernc:nis of the sequence Bright t--LK 

random nurnber streafn One 'Nay to use n-18 dock vvould be to restart the 

But designing such purtable application code to qenerate unpredictable 

across a COrYlputer platforms and systems, It becon"les a 

Because it 1S eJifflcu!t to fHid d 900d ~>(:t of L.eG parameters, LeGs are 



fwnerators been broken, but an po!ynornial conqruent qenerators, such as 

quaciratic generators and cubic generators, have also been broken [8A}, 

3,3,0 UNEAR FEED~.8:~ .. tLStilfT REGISTER {LFSR}, 

A feedback shift register consist of an ordinary shift register rnade up of m 

flip-flops (hvo~ state rnernory stages) and a logic circuit that are 

interconnected to fonTl a rynj!Uoop feedback circuit The flip-flops in the 

~hiH r(·:;..g;~tA( ':l{'';:' c.ync~vu··· f'lr" ,c:::,' '~':nc:r' ,;:,~---i }\t f')'~f'h qul <':t":, (~,: tt-)e;,. c!nck t· ~.:t':< -,...;"' :~ ... . s.;. ~v V~ (A{ ....... ... :; ~~ ,f)~ ''';S'''~'.d.j ............ ~.~~ ........... ..:. , ....... ,u~.~,·, t ... {oJ ... v~ ~~ ~'<W ..... s ~ .. ""'" 

the fHp- flops. The result is thereby fedback as the input to the first flip -

flop: O",ere by preventing the shift reDifjter frorn enlptying (figure 3.0} The 

sequence so qcnerated is detcrrn:ned by the length m of tr18 shift re9ister, 

it.::: ; nt;:;::,rr) 8 1 ~t;'lte prod thi:'\ rp(;;'j he;.(·;"· i;~)nit~ 11 n 1.1 l 
! "'-'" ~ ~~~ .... J ("" ...... ~.., ! ':;-< ..• ~.: .......................... !> ... ·• •• A· .... "!" ... • ... ':;j".~ l ~"''' . .{ ~J. 

, ........................ ~.> .••••••.••••••••••••••••••••••••• 

....... ~! IT: :m 

' ........ . 

Clock 

-':: 



Based on the configuration described in figure 3.0 above 8 00<) is a 

Boolean function of the IrtdlVidual states S.(K, l, S·) O'(), ., - ., ~ - . S<'l~ (K'), 
~ ~ I • ./'... ;, , ) '.. \, ~ 

For a specified length m, this Boolean function unlquely deterrnines the 

subsequent sequence of state and therefore the sequence pr9duced at 

the output of the final hp-·f!()p in the register. \lVith a total of m flip-flops, 

t ~~p." nljiT'IO' Qf' {'f' PC)<'~;~'\!E" (··t·-::,t· p "'f tir';;" S'hiH f'~;"'i,-,.:,tQ,f' 1'<;::, "t ""("c:t .')m f f "'~ .{ ... ~ ~: s-...:...._ :....; t'"( v'..;. L.> .. ~ ".~,,).~ ~." t.; ( "-"'" . .. ;-... ... ..... '::.1' -,;.;$ f ....... : ..... .1 d : ~ ~ , .... ~ -...... ( &.;..,. , 

;\ feedback shift register IS said to be linear when the feedbacK logic 

consIsts entirely of modulo - 2 adders. (tvlodulo,,2 addition is explained in 

degenerate cycle,) , I\s a result a maxirrurn "" length sequence of 2m 
- 1 is 

produced by a L.FSR. 

primitive is a speciaj kind of irreducible prime of d given fjnite field), The 

statistical perrorrnance of an LFSF< >'(vith a primiti\J~:; feedback pOlynomial 

reany is quite interestmq ()bservation or bits producod by the feedbacK 

presented in HorO'liitz e, !-W! ('12] ShVv'iS that: 

!n each period of a sequefK;0, thc~ (lurnber of '1 s is always one more 

than the nurnber uf Os, \j\ih;d! irnpiies '1 ': or Os are a!rnost equally 

likely. 



[.Vnono the runs of 1 s and of Os in each oeriod of a seQUence, one v ,I '. 

half the runs of each kind are of !enQth nne, one - fourth are of 

l;;:;"~!Qi~'< t\~(r, en;:::> ~·<:':'ioht ;:«8 ()f !;:;(\(.'·!rh ihre"F ~{'"d .-:::n} C"" -;:><:;. !c,r'·g'. ;~<::: , ..... ~ '''''" (. ~ ) ~ 'It ~,./ ) /.{....... ""'::J!' ..... , "~ . .......} :::J ~ .. , ... ~ ..... ~ u ~ ,,<,..,4 "'-" ,.. ..... : C~ ~ i......;:(..;.> 

these fractions represent meaningful riwljbers of runs. By a "run" Vie 

rnean a subsequence of identical syrnbois (1 s or Os) within one 

period of the sequence. The lenQth of this subsequence is the 

l.'el"'(.1th! r,f t,·.r.)::., rLltl, ~-::;n f~<y'h nf the-H:"i-;' ':ceq' ,pr)r.c, i~ d" jer', L"C~.L!~~il\i };Lc,!,," ~ .....,.. ,...)........ ...../ .... ~ ...... -:.:. <.d ~ ~ 'W. !...l 1 ::;; "..../ V v" .. ..,.: "'.~' ~ .. ...;~ • .;.;J ..;; 'W ~ ~ J;'~:} :" f r ... c:; ~ y ) 

and, 

ill. There is or!!y a penod of lenqth (2rn- '1) steps. The aU -zeros state is 

\/ViUl this understandin9, the oesigr! of d rY'l8xirnal - length sequence 

gAI-!~r':)tu" ~'';;; re('j, jt"PS tn fif'"i'jinn t}:A fpc,(!t·'}~'.;r'·l.,· !,),,,li, .... f'''r 8 ,-.l~Qj' I';:>,j f'·!p['io·d- T!·",,.,, ~.",.... ... ..-: . o. ~ ~~. l.. ... # ....... " ... ". :........... ...... ,!.";;)........... ( ........ ~ ~ ..... ~ -../ ~'\ !... ~1 ~ v ( ... ..> .. o..-1.-.....:...J: '4Y." r "-..o.tI ~ • ~ r\::; 

bf.:.~corne identical >'Nhen m is rnadc infinitely large Hov';ever, the price paid 

practical lirnit on r10\V targe n"l can actuaily be ni2~de. But of course; the 

LFsn can be rnade arbitrarily iarqe (and thus rnore difficult to solve), and 



a(k;) ;;:; c (1) * a [r>1j + c(2) " ark~2] + w ~ ~ -t, c(rn)" a[k~rnJ (rnod 2) where 

a(k) lS the latest bit in t.he sequence: c the coefficients or binary 

a rnod 2 polyrwrni81, and rn the degree of the 

polynomial and thus the required nurnber or storage e!erfler!ts (Flip -

f!"f")'S'\ T'1lC fu,.,rrl"'l' :!":;; l'':;::' ;; <..J!" J, I 'n;;:;) :,: , ~, .. , f")'d'" rtic: '!"lr!'y !f"tl-'lre-shnlg. f'" r t . ,..~ ...... ~.< (..~. ~ " ~......... ' .. ~. , .. : U. relatively rninor 

fF:inera!ization of the SaJ'(k~ forrnula produced the CeneraHzed Feedback 

Sh;f"~ f::r, ';;1('j'c:t· P" :r::'F' ';:'f) ') ':'nd "l(idHi'lt;' {'l<':"'li1":,"!nr<> (~=('(">'!:."C(" :," f 7J ~ ~:. t ... t ... ~~j .;.."} "-.. .I ~ \. ..... J ... ) ~ ..... , a......... (;.~ .... ~ .... ~ ~ .... ;: ..... ' ~:J );-~-; ~ ...... ~ .. .t ". ~ .... ".) } <.:.:.:;,.") ... f t./\:.:.: ... J . ~ l ::. { 

3.4,0 C RY P~QG RA PH Y CALL Y G ENE RA Ig;J2.E~tltiJ2J2J~t NJLMJ2~;;.B..§.;. 

enCf"y'ptions logic 8vadable to produce random numbers, A number of 

considered belovv, 

3A,10YCUC ENCRY~.IJQN 

with I'wriod t''-l Provides input to the enc:ryntion lOGic For {:~:-<an"lple, if 56,-r- . . v ' 



penoel: Each output \/0, V:, " " '" '. "Vr',"1 is based on a different counter 

\i,:::l!Ue, and therefore Vo ',"f.:, \j 1 ;f;. 

Since the Master key is protected, it is not cornputationaHy feasible to 

deduce any of the secret keys throuoh knovfedge of one earlier key, 

\/-::;r.:-,IC+1\ 
'Y l . ~ ..... , ~.n,: \ .... ' .! 

C"":",·.tP,.",,,it., nt,' >;j -i'Ll H". 1" '" 1';,',,'.) nc:' <:,>, ""i 1'" f' :,) nd t" ,'n ," j < ,'j'" t''')M( C'lPn<:'> t:.:> t,....", ,"':,t 1'''''~~r fh;:.~ r' -:A .-; r'~~ '.d' '>,,0.- t ~ tJs:.::::! ... .;, ... l t· ..... ·_d· ....... , .... ~(Jo .... J t~~ .......... }.~! <l .. .} ......... , .... ;j ... ~.t~s;;:; ... ..: ~ •. ;~~ ft-A •... ....., ... ~ ....... l ~~ 

.. ~ . ~ 



under the centred of d be·bit key The Nationa! Bureau of Standards (now 

the National Institute of stanclards and Techno!ogy (I',HST) accepted this 

aloonthm as a Federal Information Processing Standard 46 (FIPS PUB 

The algoftthn"l for this rnos! vvidefy usecJ encryption scheme~ the Data 

Stanin9S [2J presents the permutation table for the scher-ne, The four 

operation rnodes defined i(> different applications of DES are; Electronic 

T~"n '''', 'tnu~ fe·~ d!~)c:;;("k rt)r:c,,\ ,y""". - r)+" !'\E" <> ;;!~ !('tr'-;'ed 'r' F"q' 'f'~~ <) 2 bp.!r,\V ~ fi~ ...... (} ..... ~ f .... ;., ~. eut ("..~"-./ \.~.: L)} ~:$~ ... ;\ • .:t; .... ~ ... ./ ........... ) (! s~,,,:::.; cit ..:!...: : ~ s ...... :....( ~..:, .... ).. ..."...., V'i'l 

'value is n ~ 8 ["12l The input to n1e encryption function is a 64~bit shift 

f·P(1.ic:t;::q th04f i'':; in iii04jl'j' '::".pt ie', <::(",I"ne jl'l;tl" r,l,'l'yt'c, f , \!p.t'tnt f 1"V") ~ ......... ~<O.J v, t. ("--' .. ... .j .. l )t .. ·:..,...\.. .../ .. "", .... ' .... ' .... ~l. ~ .~~ ... ~: .............. ~ $ !. "II .......... ... ;~. \~ .. ' 

mode 

Deiey 



•• 

................ 

~:·ncryp! 

~----.-- .. --

Shirl Y':gi:,\.({ 
u},~· n) b!\S n bits 

c ..••.•••••••••.•••••• 
y ........................................... . , 

···········1 ............................................. . 
, 

..... _ ...... :r ............................................. . 
j Sdl'CI Ui:iC;,'j 1 

/--T--..... 
<.::~j .. -) 

~ 

C)fr: ... 1 .......................................... 1 

[-·······~~;;;fl;~~;~;~; 
i (64 --. oj bits. n bil:~ 
................. -- .. --.-- ... '1' ..... 1 ....... --.............. -- .. 

, 

1 
C"""'" •••••••••••••••••••• y. ......... __ ..... __ ............... . 

DES 
Fn;;,'ypt 

'I-
f· .. ··· ..... ····· .... __ .~ .. t ... ____ .... ______ ... __ .. ______ ..... 
1. Sele~.:t I)i~;tar(i 

t .... r! .. ~).i I. ~; ... l'~:~~'~r:::' .~~L:=~~.~:~ ......... . 
; 

u::, is the result of XOf?in9 the left rnost (most signihc;ant) n bit of the 

output of the encrypUon Wl\Jl the first url;t cli plaintext.) 

.-~ ( 

.: ~ ~ 



3,4,3 ANS! X9,17 PSEUDO~RANDOM NUMBER GENERATOR. 

Specified in the ANSi financial institution key rnanagernent standard ANSI 

)<9,17, is one of the strongest (cryptographically speaking) pseudo-­

randorn number generator rel· l\ number of applications etflploy this 

technique, including financial Secunty applications and Pretty Good 

Privacy (r'GP), PGP IS t.he eHod of F'hd Zin'HTF3r (nan described 1n [21 

f',O' : :!'p. ,~ 'j~ iii'! 't::~!,:::-,toc' thp ':1' kv' <'it!',·. ,"n '\.i' 'f": 'r·h (,,",<;.:0 l;,,::,,.. ,;<.' t::" (\t lo(' ,t.~)l0 [1F<:",':':"~ f[v' ~ L ~ .. "! 'i.... .j . ' 1 ~ ~ ... ~ '!V.... ..A' s;:::; .. ;). d ~ ' . ./ <... :::1 o(..h ~,.. ) ~ ) ~ ;- . -..;" ,,~ ... ", , ~ : ::~ r ........... ::.::. .... ,;.:3 \..... ...,.' !. t ~ .~. ~ "-.... _.:T ........ '.o.J -.-.~ ~ 

Input: T .. <V0 pseudorandorrl [npub that drive the nenerator. One is 8 64-

bit representatIon of the current date arid titTle, \vhich is updated on 

inltialized to some ariJitf'ary value and ir, updated during the ger!eraHon 

process, 

Keys, The generator encryption 

__ Output The output consists of 8 b4 .. bt pseudorandom number and a 

~~J~j··!'t ~ "),:.}(j \t°,:,>ll $'), u • ;.) ,,,,,t.'!::::,, • c.\ ,.JL, 



r··· .. ·"· .. --·~···'····· . ''''' ......... '.'''--- ............. ' ..... '.''''j 
Ii, r-·-·"·' .. '!::::::~::~~=:~~' ........ ' .... i ...................... ~··-.. · .. ·, ........ , ...... , ........ , ...... [ ........ --.... ,· .. · .. ' .. · .. 1 

f)T i . > LUI.:. ; 1; 

>-- ': .............. I:::::::::, ............ '~L .. , .......... ... ... ... '~ .. ' .. 'l i 

I .. (I) .", Inri··· ... ,-,. 

! 
l i V 

V
l 

""""" .... -+ .. "" .. """""""K~l)- .. "'",,,~r·"i.'1':;:f;: 

I 

, , 
v: ~·l 

By deflnition; 

r)~r 
:.....,... ~ ; 

P, 0'''; 
the pseudorandorn nurnber produced by the i th 9cneration stage; 

Therefore, 

'< j :::. E' c'le' . < ", (F ric,:", ., f nT 'j C,l .. ,) 
-.; i" 1 ~ <. •• l... K ,.K..: . "." " .. - L. r-. ,.~'J L _.' • :.( 

\j , 
\ l j 



The cryptographic stren9th of this !Ylethocl depends on several factors, 

The technique involves a 112 -·bt key and :3 Encrypt- Deep/pt -. Encrypt 

(EDE) [21 encryptions for a total of 9 DES encryptions. The scheme !s 

driven by 2 pseudorandom inputs, the Date and Lme '>,/alue, and a seed 

produced by the generator that is distinct from the pSeudorandorrl nurnber 

produced by the generator because an additional [DE operation is used 

to prO(lUCe the Vi +1, the knowledge of R, Is stil! not enough to produce the 

Vi. l, hOffl Ri, Thus the amount of rnaterial that must be cornprornised by 

an opponent is overNheinlinQ. 

Blufn, blum s!')ub R.NC; v/tw:~h IS claimed to be suitable for rfH)st 

cryptographic applications. 



Th} B!um, 81urn shub (EH3S) gerH?rator is a randorn nurnber generator 

r~a.· n~p.d ",'f'!p,,' itc l'n\(pr'tc,rc: ',vh!'("'!' ic: • ... ~~'-'E;,(·j :"l"'" 0' ;"<f'~r~;,tic !'psl,.jr '0>::: "P'Ip' ;nit;~"l ~ !.~1' ... ~~ (.~ ... "'J~ ~ ... ~ 'I;~~ . . .I"M(/ 'l0'!~ • ..' (~'~;J L~~~ .... ~ ~ . ..: ... ~~~ 4~~(,.-':"".}~~".( l ... "'" ....... ....... ~·M';>~ ; ~) ... ~ {(}~ ~;(.l 

seed for the generator S (0) and the method for calculatinQ subsequent 

values are based on the fo1!owina iterations: 
-.J ' 

S (0) :: (xt) fnod t,\! 

S-< (i + '1 ') :::;: f e::{i \)\2 mr;'rl hi 
.... ~ ( ~ .. ""'P\'/ ... ".,..A!"S 

VVhere N is the product. of hvo iarge prirnes X. is chosen at randorn to be 

relatively prime to i'~ and Elf:: output is the least s!Qnificant bit of Sft) or the 

Y"~";h, clf S"f;"! t")( th;:. O'lfrYU,t C'~!< b.:~ ';';A'iP"~! of" ~hp, [':::"C':\ct ,;.;;nr"';fic'~nt hite: of }Ju~~~J.... ·s .. ~!, '...-.. ,' ~::........, ~ ... t"-" -:. .;,;...: ~ ....... ••. l">.v.y~ ... ~ ... ·d ..... : u~"V ! ....... c~,J .~.::;.~~ ~ /s..~, i" u-S..J 

un~,)redict;.jb!e" and UVfJtOCHtV)hic:a\1v strono t!''l()uqh not sUItable for uSe in .. . ". t .. ,.I r .7 ..... .....-

eventudHy, and rnay \vell include rnany sr"',ort or degenerate cycle5, Thus 



unusuaHy strong security proof, \vhlC11 relates the quality of the generator 

to the difficulty of integer factorizatlon !2d, 7, and 8J, 

Given tv>/o large prin",e numhers, it is easy to multiply thern togetheL 

However, given their product, it appears to be diHkuit to find the nontrivial 

ractors of a larGe integer, This is relevant for rnany modern syster-ns in 

the integer factorization nroblen"l is truiv hard vet these systerns can sUP 
'-.,.; f ...' ... 

is no way to break it vVithod aiso solving inteqef factorization quickiy. 

If a !arge, n-bit number is the product of tv~<o pnmes that Elf(~ rouDrdy the 

S8 'YlC" '':::1'7'';' t' h::H'" DC' '-::liIJr'(:t~-'ln') ;1;' k n()\~'$", th~)t ,';:"", f''.'>''·Cf' t!~lM n!' 'rnt"f:'<$' iv', "' ..... ~~} ~J ~e; .. ~, ........ $~ ~f ... J -:'):·~7"'.I'~ ~ ~~~ ~:;; ~' .• ! ... V!(~( !~~-!.3 .. o(..~.:,;, . .(~( ui......t!, ~., <;" ... !'''~ ~~,.).......,~ .f( 

taken that only a few IOV/est order Litts of each S (i) are output, then in the 

lknit as N 9fOWS large, distinSjui;;:;!1inq the {Jutput bits frorn 1';:HK~Orn v'/1! be 

, : 
" ; 



402.0 DESIGN REQU!REf{!ErYI§ FOR THE BB§~.st~ERATOR 

Trl8 basic BBS requirernent for t'....j ;~ F> , Q IS that F and 0 each be primes 

('o~pnrLl,:::)nt to <:{ n'\("{'~ 4 iihi;;;: nl'~:'f;··lr.,tc.;..,,·;..<.:; t!····""j- ~,~~~(·h rp I·~~(lf·a· tl(' ros i e·i, 'e ~')·''),s· ...... '~;:j ..... ~!,~ ~ ... ; .~h)"A \ .. ! '~"" ~:J ~~,,"~!,~, ~ .. '-""',"""'W ~C~ .. ~.:..<:..~~.>(~ ~.~:. .. ./!.t:~ : . ~w S'';:;:;, t ...e..;. . ..: ... " ~~(..~ 

one square root vihich IS also a quadratic residue) pe] This 'rooks 

exceeding easy. But to 9uarante8 a particular cycle tength, there are tv/o 

rnore conditions: 

p;:; 2 Pi +'1 an(.1 

P1 ::;; 2 . P2 ,;. 1 \Nhere P 1 

are required to be "special'; 

'179= 2 ' PI + 1 

Thus P'l ::: 178 ! 2::::: n~) 

e9 ::: ;~~ . P2 +1 hence 

Both P and 0 



f\,ppendix two contains a rnodule that qenerate pmnes that rrleet these 

reqLW"ernents of P and Q being prirnes congruent to 3 mod 4 and being 

"sGeciar primes, Figure 4 0 IS the result of runnina the oroqraf)1, to' ... ., ~ ...... 

SPECIAL PRIMr.-S FOn BBS fiE"NERATC1Ft 

7 
23 
"")"1 ,~.l 

7"1 
7~! 

'1 '::~7 
~ ~ ... ~ 

223 

2f':;.~j 
:?";l"l 
~~:.~ ~1 1 

407 
~. ~:r) 

,~ll,"_, 

5S:3 
bU? 
fj31 
b4? 

I~ r i . : I"" '"""I!I':~1 y .~;""'.' ~\, $~}" ..... ~ ~ .~.. . •.. ..l'}. . ".. ; '1 (lnrW! 
l ' "" """ ."" """ 



Condltion 2 says that, otdy one of P 1, 0 '1 n"lay have 2 as a. quadratic 

... residue (P1
l
Q 1 are the interrnediate values cornputed during the "special" 

certification), Appendix 1''(\10 also contains a rnodu!e that generates such 

"particular" special primes. ;\c';cordinqly, f'-J :::; 719 " 47 fails this additional 

condition, because the interrnediate values of both special prirnes have 2 

as a quadratic residue. 

for SOfTlG which oenerator, 
'" 

mathenlatica! proof. Currently, it is thought that the BSS speciai primes 

which is easily checked. On whether the special primes guarantee that 

the F~NG wil! not have sholi cycles, Hnter [301 pOints out that with public 

S {OJ ~ f46j2 mod 108'1 :;;; '1035 '. ~ \ ! 

,", . . \. \/ 18 . . 
~tart!ng 'Nltd /\ ;::. t.j , result ,(t, 



s (1) := ('142)2 mod 108'1 := 176, 

S (2) := 95, S (3) := 377, S (4) :;;; 5'18 - " .~ and begin to repeat arter the tenth 

cycle. 

Because BBS generators generally define multiple cycles 'Nith vanous 

numbers of states, the iniUd! vatue X tnust be speciaHy selected as 'NelL 

/\ccordmg to 0, Eastlake: S. Croc:ke r , J. Schil!er [SJ it must be retatively 

prime to N. 

Appendix I\VO shows source code for the BBS generator. The random bit 

returned is; 

Figure 4.1 is a result of running the proS]rarn with P :;;; 167, Q :;;; 197 and 

X :=2348 



BSS RANDOM NUMUEHS GENERATED 

Enter The 1 st Prime: 

Enter T he 2nd Prime: 

Initialize: 

·21084 
1 C:1 0/" 

. i~) oL 
1 <'!30 "" ,.j. uj 

.5532 
5-'C'5-1 j "t v 

··li L
7 ~ v ~ 

1r-:i~S7-"""'''''''''''."''-' @W" 

,. ·)'·'{4° ' 
. (...~ ..... .:.~ ~) 

o 
n 
(] 

0 
1 
U 
0 
i 
! 

0 
0 
'. , j 

0 v 

4. '1: Randorn numbers generated by DeS generatoL 



CHAPTER F~VE> 

A description or 'Nhat randornness entails is Oiven v.dth the stringent 

randorrmess requifcrnent in cryptography e)<plorc(L !\ fe-'./l randorn nurnber 

generators vvere reviev,;ed and a partIcular realization of the BlurT! Blum 

S~iub oenerator undertaken. 
v 

The BSS construction is not a rnaXHT1dl lenoth HNG, but instead defines a 

systern >-Plith multiple cydes, mducHng df~Qener3te; short and long cydes, 

\j~!l'th la"rge !nt {;;''1Pf f-'">C ... t(\(C >:::.t;.:<tt·,~ \!;'l!~ "'::,s n!,; (:';y,(.,(.~ cy:c!e~Q -·){'t·:) ,f,;:;,n' r-·)('(;";)' bjlt v. . ~ ~v~ ............ {o '" ~,(!;:;~ ~o/s,~.~ ~ ¥t:~i~Jt: ............ ~~ · ..•. d~s.. .. ·Ht ~ ~v Z--.:J! ,..: 'Y:.......~y C~~'Od~ .... :.. 

do exist Short cydes are dangerous '>,vitti any RNG, because when a 

RNG sequence begins to repeat, it has Just become predrctable; tiesplte 

any theorems to the contrary. Consequently, if the BBS is keyed by 

selected, '>Nhich WGuld !..,."k·l\<e the sequence predictable 8S SGon as the 

then the sequence is unpredlctable. '£\nd factoring laroe composite of 

public key size is thouQI·;t to be hard "'{et 'Nt\C:f"\ a short (.:yde is selected 

:::.nd I Ssc.d BB"'.S~·' IQ C,h,,;O! SS},i ;('<"'P"'II"P ·l·~.,:::-·t <'""'f /'<')llrs
p is 8 dif·p ...... t a .... ~. s,.:..:. ~ . 0l _~ ~~ ¥ 1 M .... ~ M ~ j ! ~ ... ")~ ................. ) .... ,- . ~ ~ u .. .,.,,) S,M' • ~ .. ,......... ~ '....: (. • ~ ~ s...,.."" 

contradiction to t:1e Idea that BBS is proven to be universally secure, Just 

knowing H';e length of a cycle (by ilndinq sequei:ce repetition) should be 



VVfih the special pmne's construction. ,apparently ail "shortH (but not 

degenerate) cycles are ';!onq enough" for use. Thus, )( is sirnplY chosen at 

fandorn, and then easilY tested that it is not or! d degenerate cycle, By 

getting some 8(0), WhlCh is fJepped to S( 1 ), S(l) lS saVed and stepped to 

5(2), 8(2) and 8(1) are cori"!pared and if they Bre the Sf.HY'!e the process is 

repeated. The result is a quarantee that the selected cyde is ~:long 

enouf.{h" for use. 

The 888 1S very slow in cornpt.!rison to other PHG's, thus selecting BBS 

RNG dearly implies a decis!t/l to pay a heavy price with the expectation 

of getting an RHO whiO') is "proven secure': in practice. (That actually 

rnisrepresents the BSS proof, which apparently aHows weakness to exist 

provided it is not an easy '.,Nay to factor r-J, ShCHi cydes are very rare.) The 

obvious 9021 is to get a practical f<.HG vll!ich has no knO'Nn weakness at 

used, even !f dOing that [s shown to be sJatlslically V0(Y unlikcd'i, And if a 

V".,:<,·'·lk k'-::,\/ ;,;; "c:e~·d t>"l~ "~)ff)Vb··'n ';:~Mcllrp': ~·?hjC is t··!p'·)(lv ins(v'L're' '~ihir"h ~:':'"-.d ~...... ~-; J 1"-"'!· ..... (v ... < f '...../ ~. 1.. '-d. I vV'" ~ -- , .... "'! -." ~ .... "lw'U. ' . .'l ~ .. ./--./~. ~ ~~ ! .. /{ 

surd\} contradicts the rnotiw:: for uSinCl Bf:3S in the first Dlace. In contrast ~ .. 1!· . 

possibility of weakness, eVen if that possibility IS very sn'"!di!, seems 

entirely consistent with the goa! of ad'neving a practical Ri'·JG 'Nith no 

'" !O 



5.1 RECOMMENDATiONS, 

TYPlca! RNG's found in rnost cornputer Hbranes are not sufficiently strong 

for security purposes, ",Vhereas hardware Rt~(;:s produce truly (rea!) 

ra~, nc-{o" f'n r' urnt"e!'~ t<..,,~,\{ '"' r:::. $"l,"',f p<,)(;; 'y '~('I ('l"'qP •. ) h\{ C;~, i ~'1 1'1'\(:-:':: t ~" fJ' r' 11' c:..' t' it' r"c .: ~ ~ (~~ ~ ~ h~ ~..> : ~ ~ G J ::,-.< ... .# ~ ... ..1.. • ..... ' a ';..l> t .... / 'w./ . ~ ~ ....... t....~..., ..... /)J < ~ ~ ! ~ ~ • ..:J '.. w" r" ~..;. , ..... ~ .. <.J ~..J 

For a practical application of the BBS generator realized In thIs v>lort, it is 

recornmended to try a more random ,<vay (like uSing the system dock) of 

seeding the generator. Also, a hardv,:are irnpler-nentation of the algorithm 

may be considered for further research, 



REFERENCES, 

1. Ad J., Marcus .3., Elizabeth S < and Bruce V. H., How to turn !caded 

dice into fair coins, IEEE '"i"'ransaction on Information theory, 46(3), 

fv1ay 2000, 

2. VViWams S" NehNork and In18rnehvorh security (Principles and 

practice), Prentice Hal! Inc, '1995. 

Knuth D" The an of comfJutef QrOQ(an1n·'lino. Serni nurrwric alcorithms, I r _~. ~ . . 

4. Secure Programrning fer Unux and Unix HOV\fro, Chapter 10, 

Thierry M.: f)seudo--Handorn Generators, d High level survey in 

progress, CON!"40TECI"1 F.xperts"Conseils Inc., t'.~arch 1997. 

6, An Overview of Randorn I\~umber Generators, The F<andom Numbers 

7 Ritter T. , The efficient generation of Cryptographic confusion 

8. D. Eastiake, S. Croker, J ::':)(;hil!or, Handornness l'8cornrfwnded for 

C;PC' '!'It\i D' 8r: '10(;;4 ';;J.h'-~ d ... ;'~ t J s ........... >.:: oJ .. / . 

Long"penod F\cmsrks on /\pplication to 

10 \/VHHarn Sch'Neber, E!ectronic Cornrnun,calion Systern ( A Complete 

, . 
. ~. :. ! 



Terry R' " and Dict!onary of Technical 

Cryptography, 1995, 2003. 

'14, Berdarnin J, and Paul K < The INTEL Pandorn Nurnber Generator, 

CryptograprlY Research ! nc., {-\fyj ~ 19E19, 

!vars Peterson~s t',/1athlan(j, />, catalog of Randorn bits, April 22, ''1996. 

16, R,g,DaviBs, True 

17. Cryptography 

1999. 

20 

Robert D., Hardware 

7 
JO ••.•• 

Cenerators, 

{::- ~ n c>,.- tOf<:=: 0t1 l<;:..~, a, "" 

Random 

Research 

23, Gregory J. C., F\8fl(10rrFK:S5 and tv1athernJticai oroot,· Scientific , . 

24. A ~ ~);c!.-'! P ! r'r~("(fT'd'" hnp I J n/~ ···'rt··· .. ' f'!!' I :,F'l(i R;-:. '~ld(·,I'('f'l{;'>:~<:· 1..';;$lJ~ ... ~J . ~ ~ ..... (~ .:~ <.(~.J,~ .. ..... •• ~~ ... t ... (:~~ ... 'j .. ..:~~ .. ; , .... ~~ ,~,~ ~, ...... , ...... S I\!gonthmic 

25. Meyer C>, and tv1atyas S., Cryptography- /\ nev/ Dirncnsion in 

C' 0" ~'rlD'Jtc;I' 0' ::~i~:" S""(;A{'" ,"it>, r-,.lp"~' 'y' 'XL;" \j\! :i e V'1 q>n 
o! ~ ~:. S .... \,..j.~ u~,;;:...( ... , ..... ~<;,..~~ ... .1 ! "< •• ,1~'.( ..... ~... ~ .', r. i ...... , ..... ,..,....... 

'j, '7 
4 .. ' , 

··11. 



28. Vvikipedia, The Free Encydopedid 

29, Pascal ,1, Cryptographic Secure P$eudcd~~andorrl 1",~umber Ceneration: 

The B!um-Blurn-St'dJb Cenerator, August '1999, 



APPENDIX ONE, 

SEED: 

The vaiue p!acEKi into the state of an rU\JG. It is the start of an F::ZI',lG. 

QUADRAT1C RESiDUES: 

tf thc,r'C!. k -:'n lntRgPJ' Y ~!i"'~'l th<,t .:~ .... !~ "'" ~.;:;$ o:~ ~ ."W ... "d V""'~{~vt ~ ... " !t:~~: 

,./ :;;, p (rnod q) 

then p is a quadratic residue (rnod q), otheflNlse p is said to be a 

nOfH':luadratic residue (rnod q). E.g, 32 
;:.::: 0 (rnod '10) impiies that 9 !s a 

quadratic residue (mod 'iO). 

!NTEGER FACTORIZATION: 

GREATEST COMMON DIVISOR; 

in mathematics, the greatest cormnon divisor (abbreviated CGD), or 

hiqhest cornrnon factor (HeF) of tV'lO inteoers '.!>Jhic(; are not both zero is the ..... ~ ~''''~ 

tar-nest inteuer that div!des both nurnber~; The C;(::O of ,:.") and h is often 
..... ~ .J 



RELAT~VE PRIME: 

. ··!n simple terms, hvo (or rnore) numbers are Said to be relativelY prirne ~f 

their greatest common factor (ged) lS 1. [ .. \ll:;,r'/ t;f·l··'i:'~ '.~ fra''''t;on k rpriuced ... y ...... ) ~~~ ......... u .. ~ ........ ~.).{~ ~v ~",..;#""", ( 

to its lowest terms: they are actually relatively prime. Eg.: 7/15 is in its 

!OVJest terrns because there !s no number n-ldt l~: rl comrnon factor (other 

DEGENERATE CYCLE: 

In finite state rnachine, a cycie witt'! only one state: 'Nhich thus does not 

cycle through different states, and so dOeS not change its output value is 

caned a degenerate cyde. 

DETERMINfS TIC: 

deterministic, 

PERMUTATION GENERATORS: 

A Dermutation generator !:::i 8 D(OOrarr, :..vhiO: f)rnUuces f.)crmutaUons of a : ..... ~ ...... t 



MODULAR ARiTHMET!C: 

This is a rnodified systern of arithmetic for integers, sornetfmes referred to 

certain value (the modulus). If x is an integer and p is a positivo integer, we 

write x mod p for the rernainder in (0, .. ,p--1} that occurs if x is divided by p. 

CONGRUENT MODULO: 

\/sJe cal! t>,,<vo integers \: y congruent modu1o (L v/ritten a~; : x ~~~ Y (rnod q) if 

1. Hiolr difference is divisihie by q; 

mod q; 

CRYPTOGRAPHY: 

Greek for "hidden vlritmg " Ttv.; art anO science of transforming wdorrnation 

into an interrnBd:ate form VVhiCh secures the Hrfornlation whde in storage or 

in transit. Cryptography sec>h» to render a rnc~s:::-)t~qe uninteiti9!bk'j even 

'..vhen the messdge is cornpleteiy expused 

PSEUDORANDO?i!1 : 

Sornething wh~ch ,appears to be randcrn, :)ut Tl fact is not }S called 

t)2,eu,jorandom . TYPlcaHv, a se~uence ofvaiues ()toduced bv an FZf">·JG, or ~ ... . ) ( r./ 

to really randorrL 



The usual random number Generator is pseudorandom elver! the initial 

state or seed, the entire subsequent sequenco is complete!y pre~ 

determined, but nevertheless exhibits rnany of the expected characteristics 

····or a rahdorn sequence Pseud6·randornnes~, supports generating the exact 

sarrle sequence repeatedly at different tirnes or locations.' Pseudo" 

f '~flr·/'r,("r"e.:;:·- is' 'g' pnPf".q,y r)(Pl'l" :('p(i h<i ;:,j f·'rl'··lt·\p·n~:··:l'ti,,,,~)! 1"1/(':('8" ~.(;, \~,~,·!;c • ., ~'n"~\} (.:'< ~ .. J~..J ~ ~ ~ ~ V':;" ~ . (, ... ~.o./" ~ - <.,..: f ~ f' ~ ..... ; ..... ' ... -! ' ...... -.; ' ... o! L; 'j ..... ~ c:( ~ ~ .-.- : $ d:: ... ~ ....... (:'3. t'" $ #." ~ .. ,1 .. ,;.:). .... ) ~ ~ ¥ f ~ d ~ ~ ~ :0 l' 

POLYNOM!AL~T~ME - UNPRED!CTABLE: 

r\ Pseudo" randcm) nurnber is PolynorniE.d ····Tifrle ····Unpredictable if and only 

if for every finite initial seornent of a sequence produced b'i such a 

generator, but with any e!ernent de!eted from the segment 8 cornputer can 

{" ,"'> t"'>(' ~Jntt"e' r' '.>t t.-, <i<'l(] t n n: .,(;';;': c t t·,;:> '·r·q.;.';;.: ;nr] ,::,1 ;:"fYH·., nt f; n no h <r'r)' 1')'>;;::3 ~ tl'}"Yl'~ ,q ('.Jt) ~ ~"..J ~ t"..;.., u~ ~s .f~~~' "."'." ~:}~.;~"I."'~) '- ~l..-/ ~. ~,,,.,,,,,,.~ ~:.: -; ...... ......, ,,~{. ....... : \!) t-" I ... ~!j ~ ... : ~; ... A~ ! $ :.~:; :~.{ 

CIPHERS: 

secret wlformation into a rnultitude of (iiHerent mtermediate forros, each of 

~vhich refJresents the onoina! information 1 .", 



SOURCE CODE FOF{ THE DIFFERENT ~v10DULES OF THE BBS 
GENEF{ATOR 

Private Sub tv1n2 .... C!ickO 
Me,Hide 
Forrn2.Shm/v 

End Sub 

Private Sub f',l1n3 .... CilckO 
~>Ae.Hide 

Form3.ShovJ 
End Sub 

Private Sub tv1n4. ... CHckO 
tv1e, Hide 
Form4.Show 

End Sub 

Private Sub MnS Click{) 
.~..... ". I 

f,Ap Hide rY'" ... ~." (~ 

Form1,Sr'lOVV 
End Sub 

Private Sub Mn6 Cllck() 
End 

End Sub 

Private Sub Cornrnand 1 C!ick(} ...... ~ ... 

nurn :::::: 2 



n~"'x' - ·V.-:-,! (·T"'xt·~ \ !lId - . u! . P«: i 

'a maximum vaiue input ( (nax) 

'prime or not--1 ::..:pdrne O;.;::oot prirne 

Fori=2Tok 

f\,Jext i 

If prime <> 0 Then 

!f (lUff! Mod 4 :;;, .3 Then' test to see jf the prirne nurnber is 

;congruent to 3 rood 4 

~ '1 -<'. '2 pi. ;.;:: t p - l)! 

If p2. t~1od 2 = 'j Then 

Ust1.Addltem CSU'{nurn! . " 

r: d If "",,(1 " 

End If 

End if 



End If 

num -;:; nurn + '1 ' Increase H'le value of the nurnber beinG tested 

Hext count' Increase iYw count of the priffles found 

Private Sub Cornmand2 C!ich() 
Ust·1.Clear 

End Sub 

Private Sub Cornmand3."CHck{) 

Me.Hide 

Private Sub Cornrnand'1 Click!) ...... .... 

, c -)ut<,;.:-·PE:·f·'tPf P' ::. ( .. I 'J. ., 

p ::= \j a!(Text 1) 

For x ;:;.1 To (p1 

List 1 AddHern CStr(n'j) 
Next x 

End Sub 

'" 



Private Sub Comrnand2~, Click() 

Text'l ;;::: ",~ 

Te:d1 SetFocus 
End Sub 

Private Sub Cornrnand3 .... C1ick() 
Me.Hide 

Fonno. Show 
~n,·k ~~ ;>\ 
t......~ ~~.J ~.-!'S...Jk~ 

Dlrn nUIn, x, count ;\5 Integer 

nunl ;;::: '1 

For count ~ 0 To x 

nl)rn ;;::: nurn + 1 

USt''r.Addltern CStr(nurn} 



End Sub 

Private Sub Cornmand2,~ cnckO 
Text1 :;:; il': 

Text '1 . SetF oeus 

UsU.C!ear 

"'" 1 S ' t.:J1Cl '-' un 

Private Sub Cornmand3 ClickO .... . 

f\l1e. Hide 

Forrn5,Sho'N 
End Sub 

U :::: x" X 

' .. j 



For! ::: 0 T01 000 ; the loop performs 88S iteration and 

Z{l} ::::: SU) Mod 2 l this rctun"IS the least significant bit of SO) as output 

Next i 

End Sub 

Private Sub Cornrnand2 Click() 
Text 1 ~ "" 

Text2 :;:. "" 

,- -.l C' b t::nu "~jl"l ". 

Fornl~i Shovv 


