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ABSTRACT.

The need for information security i the nesd for generation of seorst
guantiies around which the eficiency of these secunty systems are tiag
This study covers a review of the concept of randomnass with the stingent

randomness requirement in coyplography

Some of the techruques for random nurmber generation are reviewed. The
cryptastrength of the Blum Blum Shub gensralor is discussaed. Varous
Visuyal Basic codes o ald the choice of parameters necessary for the
design of such a generator are designed. I the end, a sowee code i
designed for the BBS RNG, and the culpul for different choice of
parameters analyzed. The source code 13 compiled and can be installed

G any aryplosysiam.
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CHAPTER ONE,

140 INTRODUCTION.

The requitements of nformation secunty within an Organization have
undergone wo major changes in the st several decades. Belora the wida
spread use of dala procesang equipment, the security of information felt o
be valuable o an f}:‘{;anézaiiw was provided primarlly by physical {e.g. the
use of rugged Hling cabinels with a combination lock for storing documents
that are sensitive) and adminisirative (g9 personal soreening procedurss

uasd during the hying process) means.

With the introduction of the computer, the need for automated lools for
gﬁ‘ﬁié‘:i;‘iéﬁg} files and other wformahon stored on the compter bacoms
gvident. This s especially the case of a shared system, such as 8 Hms ~
shanng system, and the need is even more acule for systems thal can be
accessed over g public elephone o data network. The gerneric name for

collection of tools designed 1o protect data and to thwart hackers is computer

The sscond major change thal affeclad security is the wniroduction of

,,,,,

carrying data between tomminal user and compuler, and belween G(ﬁi'i’?{)uie{

P

and computer, Clearly, secunly 18 requred 0 any snvonmsnt whare
information, data o tems are nol infended 1o be freely avallable o all durin

thelr ransmission




5 -

are bullt on increasingly strong cryplographic
at the heart of all

. Howewer,
Unpredictable (e

Today, secunly systems

algorithms that fol patlem analysis allempls
sration of secrel

cryptographic systems 18 the generall
017, 21 In other words gooa o ,piogfagzhy requires good

random) numbers |
random numbers, For ea»;<5amg:;%.,x, random number generalons

are reqguired o

generate public/privaie Key | sairs for asymmelic {public key) algortims
sdetman (RBAY {17, Digital signature

inciuding the Rivest — Shamir - A
s for symneln and

%igmi?sm (O5AY 1174 and Piffie - Hellman [17,4] . Ke
andomiy.

hybrid oryplosystems ar alsn genarated

Random number generalans amw easily over looked and can hus pecoms the
eakest point of a cryplosysiam for any chain is oply as stiong as is
y strong copfusion generator can made irelevant if

sopkest ink [17] kbven a sirong
ihe system supporls only a amatl number of keys, since simply trying ail the
sufficient o penetrale such a & ipher.

¥+
keys (a key search attack), would DB
v based on keys must suppl ough keys lo prevert
wanbar generatorn

ol €

Thus any real &
imis attack and that i g insue for ihe Fandom

sral other fields of

nt apphcations iy Gen

Actually Random numbers fircd frequen
researchers use random numnbens for tackling a wide range of problems

ampling opinon 1o s0iving
winbers aisg

roand s

(5,15 .31 From modeting moelecular behavio
certain aquations and reating the efficiency of algonthms, Huc
play crucial 1oles iomowidde vanety of games, cluding electionic verss e of
sint machines, olteries, and siher forms of gambling, 118, 10,3, 3, 51 vars [ 18]
and Kouth [3] presend good materials on e History and advancement of




sych random numbers. But of paricudar interest in this study is the
apphcation of random numbers in cryplography.

ki

Since SECLHY gym cols el Yy U ihe 4.5i"i'gf};f{:-é{’iii';iﬁ'iiiifii’}i of the keys they use,

s
P4

random numbers  for oryptographic apphogtons  must  mest s ngent

requirements. The most impedant requiremient is thad aliackers 'm:iuz:i%ﬁg
those whao know the random number generator design, must not be able
make any meaninghl predictions about the random number generator
cutputs.  D.Eastiake, B.Cmker and  JSchiler [8] makes a  good
recommendalion of such stringent requirements. |
Unfortunately, there arg so many random number ganeralor designs and
many olaims for them [2, 18, and 20} that it s thfficult even (o compare the
claims, el aglone the designs The most common approach 8 1o compule
randorn numbers by means of an algonthim or a formula These normally
reaut! o whal 16 commonly named pseudo-random numbers. As a matler of
fact, in the past, the Random numiber generation was mostly done by
software mostly based on those algonthins. The resulling sequences from
such sysiems typically don't meet all the oritena that eslablish zazz;;z‘;m%as,
Patterns often sill remam in the sequence. Alter all, the compuler aimply
follows a sel procedure to generate the numbers, and restarting the process
produces the sams sequence. Moreover, the sequences everdually begin by

rapeating themsadves of course

However, as digilal systems becomes faster and denser, s ;f;z.:;a%ssz%:;z{:;e, and

sometimes necessary, o boplement the generator direc v Hardware

5

Serious research is cared oul i increasing rmeasure on oa buly {fresh




random source of dala for random unprediciable) numbers, suoch as values
based on radivactive decay, alimospheno neise, thermal electnical noise and
a fast, ree running oscillator ele, This s the hardware approach o random

number generation which is beyond the scope of this work

Today, some computers have a hardware componant that functions as real
random value g%ﬁ?’i%&‘ti’é}ii}f (4, 141 However, most computers still don't have g
- hardware that generales random numbers that s suthiciently random that an
adversary cannot predict This study present miscellaneous thought on

random number generalion.

-

What follows in Chapter Two s a background discussion of theones thal
ssiablishes randomness and the kind of randomness requiremeant for secure

data commnunication.

Chapter Three s a look al some of the existing random nurmber generalors

Thelr cryplographic strength and weaknesses ars considered,

i chapter four, the Blum Blum shub (0 MOD M) genealor that s claimed 1o
he orypiographically sbrong s designed and oplemented using fMicrosol

Visual Basic version 8.4

Chapter five s the summanzabion, wilh ihe conciusions presented and

recommendations for further research




CHAPTER TWO

210 BASIC DESCRIPTION OF PHYSICAL DATA

Any oshserved data reprasenting a physical phenomeanon can be broadly
classified as being aithey determmstico o nondeterministici{stochastic)
Determvinistic data are those that we descaibable by an sxplicl
mathamatical relalionship. There are many physical phenomens in
practice which produce data thal are represent able with reasonahble
acouracy by explict mathematical relabionship eg. the molion of a
sateliie in orbit aboul the earth, the polential acress a condenser as i
diacharges through a resistar, the vibration response of an unbalanced
rotaling machine, or the tamperature of waler as heat s applisd, are
hasically  determunistic. However, there  are many  olher physical
phenomena which produce data that are nol delerministic e.g. the haight
of waves in a cornfused sea, the acoustic pressure generated by air
rushing through a pipe, o the elechncal culpul of a noise generator,
represent data which cannol be descnbed by explict mathematival
refationships. There s no way 1o predict an exact value at a fulure instant
of time. These data are random’ in characier and necessarily are

described in terms of probabilly statements and statistical averages

rather than by explicd equations

i practical tenms, the decsion as o whether or not physical data ae
deterministic or random s usually based upon the ability o repreduce the
data by controlled experynents. f an expenment producing specilic data

of ierest can be repeated many tmes with dentical results (within the




Hrruts of expersmental errory, then the data is generally considered
detenministic, otherwiss, the data s usually considersd “random” in
pature, In essence, a random physical Phenomenon is indescribable by
Can explict mathematical relationship as  each observation of the

Dhenemenon 18 unigue.

201 RANDOMMNESS DEFINED,

fihe term random is that which is done, chosen,

The Dictionary meaning of
without method or conscious choice. This poits o haphazardness Le
that which is patiem less.
According 1o Thierry Moreau g’f:;; there are many subjective perceplions
about the ferm randomness” bul the exact definiion has been debated
depending on the apphoation. Actually, i appsars there can never be g
straightforward definiion of a random process. This is because, i a Hinile
set of random events could be defined, then at least in principle, i could
B Uit for chosen) such as Lo comply wilh the definition. If so i1 would
not e random, because o would obey a cerlain rule used o buld

Therefore, the definthon of randomneass s inlnnsically nol possible.

in prachce, this resull i psaudo - defintdions which all suffer from vanous
mdden logical and funchional defects. Some of these are aroular, that is
they use the term “random” o something perceplive squivalent or similar
iy order o define the lerm "randomness” For example Fitder [7] daline
randomness 85 "an attnbute of the process which generales or salecis

random” number rather than the number themselves, Other definions

ERS H




mersly emphasize one of more stabistical property of tue random
rnbers
As an exercise, an altempt s mdfl i define a Black-box random number
generator, which procucaes random bits Kandom bits are events that may
have only two possible outcomes: "0 and *17. One practical realization of
sych events s by tossing & fair com, heads denotes "1 and iails denotes
O One could define "a sequence of bds as random f there 18 an equal
chance thal the next bib will be O or 17 This 15 the classical probability
approach as seen shortly, This appears an llogicsl definition since for
axampie, the chwviously non-random sequence '

SRS NI R TAR TR N 10 N R
Satisfisg the above defintion Clearly i follpwers a particular patierm of 1
repgaiad 7 umes
A improvement 1o the defmition s 1o add “- - - and there s no way (o
predict the next bit i a sequence”. This unproved defindion shows no
obigctve inethgence, as somsbody very stupid would still be unable ©
g:;f"aéi{:i the next bit even in the above example whereas a claver person
woulid be able to predict a more complicated sequence, which has some
internal structure. Actually, these delinilions really want 1o clairm that
someons infinitely intelligent should not be able fo predict the truly

random SeCHRNoe,

et
(623

A further wnproved view says a sequence of m bis{l e m-luplas)
random f the number of 1s i the sequence s distribuled accordng ©
Binomial distribution with average value of /2 and vaniance m%4, for m >
3" Loo

praciical issue that cannot be addressed in an expenmentally verfiable

ks better, but “disinbuled acoordng 1 binomial distribution” is a

=




way without setling some arttfical, arbilrary ontenon which define when a
distribution s followsd and when o 18 not SHll this “definition” is just
making sure thal this particular type of siatistical property would he

gatizfied, but thers are many others, which may still be not

Oht

segquence of m Bt coming out of the process, The process s random i

{i_,

Ot

(’b

roway of aimproving the deliution would be o consider a

this m bits thought of as bang indeger numbers in binary notalion, are
distributed uniformiy, for any m o> O Agan the problem of distributio

arizes. Imagme the “coin flipper” gives the following sequence of 7 -
tuples: - 1,2,34.58, AR I AZB.0.1,2.3 - - then, i satisfies the
above definition at least for n = 7 (But it does for other m's as welll, The
pmbers from O - 128 form g nics Flat umform distiibution, but the
problem s thal they appesr i an ascending ordered sequence. Then
comes the termplation (o add g regurement that thig “unifo m%; distnibuted”
numbers showld appear &t random. Bul that is exactly what is nol alfowad

when defining the e random.

In essence, where the magle word “random” 8 not used o deline
randomness, an inhnte defintion that tnes o elminate all statistical

defects thought of resuit

2.4.2 CLASSICAL PROBABILISTIC PERSPECTIVE OF BANDOMNESS

From the perspective of classical probaltulity, any sequence of egqually -

probable svents s equally bkely and thus equally “randomy” (g 3, 181

The sequense 1001 and CO00 or 1111 are equally probable with the




probability of any of four bl culcome being 116, becauss thers s 18
posaible combinations namely, (G000 0001 0040, - - - 1111y Thus i

repn i a probabilistic svent were made the sole oitenon of randomness,
then both series would have 1o be considered random and indeed so

would all others, since the came mechanism generate all possible sernes,

The classical detpution above aliows ong 1o spaak of a process, such as

i coin as bemyg random. I does not aliow one o call g

:,:;
(43
oot
¢
w
-
€2
("‘ N

particular cutcome or slrng or sequence of oulcome like oblaining len

heads in a row with twenty tosses of a fair coin, random. AshishiZ4] gives

i

t

e classical probabiity nolons of randoeniness based on Shannon's

concent of entropy.

Deviating a ldtle from this classical probabildy definiion of randomness, &
more aensibia definilion, which focused on the individual culcomes rather
than on the generating process of strings, 18 considered. i established

merarchy of degress of randomness The hmitation that the definition

cannot help W determing, oxoepl i a very apec il cases whether ornot a
giverr sequence i3 random s closely  relaled to Kurt Godels

~y -

ncompieteness theorem devised and proved i 18931 [23.7.24]

213 ALGORITHMIC PERSPECTIVE.

This new definition of randomness has s hertage i infermation thaory
dating black to World War 1 {23] More often situations anse of providing

mput & program, of sinng of nstiuctions © & compuler 80 that i

produces a desired slring as oulpul Such msiructions given o oompiile




must be complets and step without requiring that it com wehend the result

of any part of the operations # parforms

The possibility of reducing redundancy by compressing such input sinn 11¢]
will mean a shorter sequence can serve as a code o raproduce the

arignal slring. Grea 3«3 yi23] and AshishiZ24}, provides a practical exampie
of cormpressible and incompressible data (o he transmilted 1o a Fend in
ancther galaxy. A resull of s is the canonical definition of rasécz’z:;s‘rzrzzzzs&
based on imcompressibiiity, which was proposed independently about
18965 by AN Kolmogorov of the Avademy of science of the U S SR and

o Chattin and stated thus,

A oseres of number s ondom ¥ the smallest slgorithun capable of
spacifying 0 g compuler has aboul the same number of bils of
information as the series fdeall’”

iis on the basis of this dehiion that the lwo series of digils presented

below are examinead

Whereas based on the clissical probabilistic notions the two senes can
§

e considered “random’, 8 s obasarved that the first sequence consist of
satterns of 10 repeated o bmes and as such oould be specified 1o g
f ;

computer by a very simple algonthvo, such as "Print 10 ten times”
Fatending the senes by [nliowing the same patlern, might just change the
programmer 1o aay, "Fond 10 g thousand bmes” The number of bits in

such an increased algonthin s a small fraction of the number of bitg in the




senes it spacifies, and as the senes grows larger the size of the program

noreases al g siower rals

The second series of banary digits generated i:‘:«’-; fiping a coln 20 times

¥ g

and writing a "1 when the outcoms was heads o when it was talls
appears pattern less, There s no shorteut o regroduce § as the shortest

most economical algonthm for infroducing the series info a computer
would be "print GTHO0010G11001110010.7 Which means necessarily the
algonthm has o be z:f:»zgsezz'z::iezef;i o the corresponding size of a much longer
pattern fess senes. Thes incompressibiity 1s a property of all random

raanbers {23, 24]

4 MINIMAL PROGRAM, ALGORITHMIC COMPLEXITY & RANDOMNESS

shy {24] defined {he algonthmic complexity of an object as a measurs
of the difficulty of speaifying that obisct. Based on Alan Tunng's work,
which distinguish between compuiable and non-computable numbers, #
15 posabie (o characterize ditferent numibers by the length of the program
required to compute them. A relatively short program can be written for
ca’;z'@“zgfr«uiabie pumbers even i it'z';;:e}; are mhntely long. For exampls, the
rational number 2 4404807447831 has an mhinitely ong nomber
of gy that never repeats. Dy recognwng the number as the square ool
of & expressed i decimval formn, an algorthm © compute this number
hecomes “compude souare ol of s and pnnt the i's&ﬁ;ﬁi‘is” s 15
refatively short For the non-computable, random numbers, the only

algorithm that can descnbe the number 5 aboul a3 long as the number,




Closely nked {refated) fo the concept of complexity 1 the minimal

o

program 1 generate a senes of numbers [24] There is acmaiiy ar infinie
number of algorithms {6 generate any number but of particular interest
here is the minimal program {the smallest one) that vield a given
numerical serias, For exampls, the number 144 can be oblained from the

agonthms, "Add 2 to 1407 "Muluply 12 by 127, "sublract 4 from 1487,

13

“divice 288 by 27, or an mfinde number of other programs. For a given

series, however, there may be only one minmal program of there may be

Aorandom senes of digds s thus one whose f;;:;:zmpiﬁx%iy s approsimalsly

eqgual to s size n bis, Chain]23] and AshishiZ4] explaing the use of the

fei)
feardl

notion of complexity to measwe randomness. On whal degree o

randomness really constitutes randomness, Ashish{24] suggests the

value to be set low encugh 50 that numbers with obviously random

propeties are not excluded and high encugh o that numbers with
sonspleusus patierms are disqualified,

Summmarily, Randomness of a sting of oumbers can be undersiood

through three pomnts of view |

i A string is random because s completely unexpectad; thus is

A string s random i each number in the stiing is generaled by

v
H
P

~

an unpredictable process. This randomnpess stems from the

chigorder in the generaling proos
B A stiing is random because no prescoribed program of shorler

aogth can generate ds succassive Agls.




Aocordingly, randomness wnplies the absence of any compression
possibility. Thus, the sting has masamum information content. Heing
?ﬁZ‘aKi%’%‘?Zﬁ?fy complex m algonthunic sense, the shing can only be

reproduced by explicitly speaifying the string itaedf)
¥ ¥ ¥ :

wa undersianding of the ferm randomness leads o the review of
some existing random number generators form the next chapter and
the dependence of the numbers they produce on the gensraling

DIGCESEas,




CHAPTER THREE

3.0 RANDOM NUNMBER SOURCES

31ABACKGROUND

Most “random” number sowees acluailly ubbze g PssudoRandom Mumber
Generator (PRRNGY A PRNG s an algonthro with seme state imformation that
15 the sole input. The generator s exgrased by sleps, and two things oocwr
consistently during each step. There s a transformation of the slate
nformation, and the generalor oulpuls a fived size bl siing. The generator
seed is simply the intial state information. In other words s a determinisiic
algonthm which, given a uly-random binary sequence of length n, oulpuls a
binary sequence of lengih king » n which appesrs o be random, ki) being a
polyriomial
PRNG after a sufhicient number of sleps, the gengralor comes
i some sequence of states thal was already vistted before { a oyclel
Then, the period of the generator 15 the number of steps reauired o do ong

’

fulf cycle through the visited states. The actual enbropy (unpre dictability} of

N

’n. o
g
P
g
o
g,
Ly
45
Ty
4]
5
s

the output can never be greater handihe enlropy

Ari 4 Makin 4 Elizabeth 5 & Bruce KM [1] referenced a large body of
Hterature on the design and properties of PRNGES. Knuth [3] has a olassic
exposition on pseudo-andom numbers, Apphcations he mentions mnchnde
simulation of natural phenomena, samphng, and numer ioal analysis, 9shing

dice and recreation, MNone of




these have the same characlenstios as e sort of secur ty uses in
cryplography. Only in the last three could there be an adversary trying 1o find

the random quaniity in use,

y Moreau (5] classified random number generators based on thelr

appications o nchude:

The toy generators thal are provided by most programming languags,
and many software pages, which he said, are (o be considered suspicious
for most serious apphoation,

- The serous generalor, that s generators with indernal siate iritormation

using al least 84 s and with empincal and for theoretical justification

arch
The tnddy random generators. e eiechionic cliouds  thal employ
measuremants of a natural phenomenon 1o provide tolally unprediciable

draws.

A close sxamnabon of a few most §"_}{ﬁ_}§'_'}i.,i:?§i{' pEeudo-randam number

L1

P

wenerators is what follows i the rest part of this chapler
B A ) - H

2.0 LINEAR CONGRUENTIAL GENERATORE (LEG),

he Linear Congruental Generator (LEG) 8 by far the most widely us

technique for random number generalion. The LOG 15 ong of the oldes],

e mast common type of RNG wmplemented for programming

e

angd shil
g the standard rand {3 function for © and ANSEO

language commands (&g
3 MTHERANDOR

\vf

used by VAX O, RANDL intreduced by M 0 1898




used by VAXFOTRAN, and VAX Basic ety Thase are all buit of LOO
aigorithm. David W D [18] presents a good description of e schnigues for

analyzing oulput of such BNGs.

The ii,,élx glgorithm s parametenzed with four numbers, as foliows:

e the modulug SRS

a  the muitipher G« a<m

oothe Increment O 2 o<

Yo the starting valug orsesd 0 < v, <
s a modular arithmetio where the {n o+ 0 Y value is (‘;a%}%:;%iz“zéd via the
foliowing ferative sguation
Voo ={a -V, +oymodm
Hm,a, cand Vyare inlegers, then this techiigus will produce a seguence
of integers with sach integer inrangae 0 < v, < m)

The selection of values tor a, o and o s critical in developing a good LCG

ety

4

random number genemtor For example with m = o = 1, the sequence
pcroduced s obviously oot sabtisfaciory

MNow wilh

S rs L P TOATF R A7 bl s
fﬁa"’&éii‘ﬁﬂﬂﬁ? {?z I ARV K S B S0 e

Vom0V mond 32723

VP23 mod 3251




Ve f{tymod 3327 - - - - - which s also unsatistactory, The regson is that
of the 32 possible values only four s used; thus the sequence i said {o
have a period of 4.

wochange in the value of 7a” o 5, resull in the following sequence;
{1,5.252917 21,813 1,5, - - - -} which inureases the pernodio &
A targer m results in an increased potential for producing = long seriss of
distinct random numbers A cormmon critenon s that m is nearly squal lo
the maximum represent able nonnegative if’%iﬁ{g(ﬂ{ for @ given computer [2,

18] This value of m near Lo of equal to 2 7 is typically chose

Witiam Slalings EZ’; proposes three cnterls (o use n evaluating a random

‘0

number generator, Viz a Viz

-
~

¢ - That the funclion is o full period generating function. Thal is, the
. That the 0 iy ¥ ,
function should generate all the numbers between O and m befors

3

repealing.

%, That the generated sequence appears 1andom CThe sequencg i3
not purely random because s generated deterministically, bul there
iz o varety of statistical test that can be used 10 asses thes degres 1o
which a sequence exhibil randomness. Knuth{3] Suggests a varnety of
measures nchiding statistical and speciral lests. These 18518 chisck
thinge Hke autocorrelation between different parts of a ‘random”
seguence of distribubon of 4s value, which according to b Bastiake [8]
couid be met by g constant stored random sequence, sul choas ihe
randomt” sequence printed in the CRO standard mathematical table,

Xy that the function mmpleroent afficiently with 32 - bit anthmetic




With appropnate values of a, o, and m, these lests can be passed. With
respect 1o Xy, i can be shown that f mos pome and ¢ = 0, then for certain

alues of a, the pertod of the generating function is m -1, with only the
yvahie O missing, For 32 ~Dit anthimetic, & conveniant primes value of m g

274 Thus the generating funclion becomes)

mis s the approach of Guinier as cied by Fitter [7] {0 msan making LOG
dasign almoest irivial as s assures thal the resull s always compuiable

without overflow. Actually the strength of the ingar congruential algoenthm

g that if the multiphisr and modulug are groperly chosen, the resuiling

~

sequence of numbers wil be slalisticelly indistinguishable from &
sequencs drawn at random {but without réplacermeant) from the set
- - - m-1. But thare is really nothing random at all about the algorithm,
apart from the choice of the initlal value Vo Onee that value is chosen, the

rernaining numbers in the seguence follow deterministically. Thig osf

courae has implication for oryplanalysis,

The real problem with most LOGs s they tny amount of intemal stat

D

. i -, sy ety ood - AP TR e 2o, O i R - - ., ¢ £ AT oy
simple step formula, and complete exposwre. If an enemy knows that

Cand d the parameters are known {e g da =1024, o= 0,

LO0G s being used,

“yn
PcE

- - gty e b e T C R S S R e P g o4
o 200 W1y then once g single number in the series 8 discovered, all

subseauent numbers are known, Bven if a few values from the sequence
hecormneas avallable for anabysis the formuls (e the parameaters of the

reproducesd, ang  he

algorithm) can be  deduced, the

cryprosystem penetrated {71




For example, supposs an enemy s able o determine values for Vg, ¥ Wy
and Vs Then

Vs la s Yy rCimod mo- - oo - -1
Vom g Vet imod me e - o e e {2}
Vo {a Ny +CYmodm - - - - - - - {3
These thrag simuliansous «?fguai'io.rz carn be solved for the three unknowns
a, o, and m. Conseguently, LCGs can not be considersd secura, uniess,

strongly isolated or perhaps combingd with other generators [18, 71

Te make the actual ssguence used "non- reproducibie” so that the
knowledge of part of the segusnce on the pard of an opponent is

syfficient to determing fulure slements of the seguence Brght H&
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£y

Enson ROI9] suggest using crnal system clock o modify the
random number siream. One way 10 use tha ¢ock would be 1o restart the
sequence aller every N numbers, using the curent clock vaiues imod m )
as the new seed Another way would be 10 sunply add the current clock

vatue 1o each random number {mod my 21

Bt designing such portable application code o ganerate unprediciable
numbers based on such systern clocks s particularly challenging because

the system
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Becauss s difficull o find 3 good set of LOG parameters, LOGS are

normally  difficull to customize - Not only have linear 03“&13’»;«:‘?3?%@




penerators been broken, but all polynomial congruent generatons, such as

auadratic generators and cubic genarators, have aiso been broken [8 41

3,3.0 LINEAR FEEDBACK SHIFT REGISTER (LFBR),

A feadback shift register consist of an ordinary shift register made up of m

fip-flops  {two- state memory stages) and a legic oircult that

e

&y

f“Q‘:

interconnected to form a multifoop  feedback crowt The fipdfops in the
shift register are synchronously clocked. At each pulse of the clock, the
state of each fip - flop s shifted to the next one down the ing. With aach
clock puise the loglo cirouit computes a Boolean funclion of the states of
the flip- flops. The result is thereby fedback as the input o the fér:’si Hig -

fiop, there by preventing the shift register from emptying (Tgure 3.0} The
sequence so genarated is delerminad by the length m of the shift register,

i omternal state and the feed back logie 110, 111

Saf o

. ok H
Povd back
AAAAAAAA HIETAENY S A

........................

D e URIDUE-SOGUE R

Figure 3.0 LFSR Pseudorandom number genaralons,
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w

Hased on the configurahion described in figure 3.0 above 500 is
Foolean funciion of the ind: i whual states By(K), Sy (K, - - - - - 8, (KL
For g specified length m, this Booiean function uniguely determines the
subseguent sequence of siale and therefore the seouence produced &t
the output of the final Hip-fon i the register. With a total of m flip-flops,

the nurmber of possible state of the shift register is &l mos

A fsedback ahift register s said 10 be hnear when the feedback logic
conasisis entirely of modulo — 2 adders, (Moduio-2 addition s explained in
¢

o

131 I such a case the zero siale (.9 the siale for which all the flip -

degenerate oycle) | As a resull a maximum — length sequence of 27 - 1148

produced by a LFGR

Maximal ~ length ssguences have many of the properties possessed by a
ruly random binary sequence. Bul a maximal length segquence will ooowr
g the ahift - register Ctaps” from g pohnomial that s primilive [71 (A

primitive is g special kind of ireducible prime of a given finite field). The
statistica! performance of an LFSK with a primitive feedback polynomial
really i oguile nteresting. Observation of bits produced by the feadback

presented in Horowilz & HEL{12] shows that;

in each period of a sequence, the number of 1818 always ong more

than the number of Os Which imphes 12 or 0% are almost saually

ety




i Among the runs of 1s and of Os in each period of a seguence, one
half the runs of sach kind are of length ong, one - fowth are of
fength two, one ~eight are of length three, and 30 on as long as
these fractions represent meaningfu! numbers of runs. By a "run” we
mean a subsequence of identical symbeis {15 or Og) within one
period of the sequence. The length of this subsequence 15 the
tength of the run. So each of these sequence 1s also egqually hikely,
and,

WL Thare is only a period of tength (3rm- 1) sieps. The all ~zeros stals 1s

an isclated and degenerate oycie,

Vith this understanding, the design of a maxdimal - length sequence
generators reduces 1o finding the feedback logic for a desired perl iod. T

task is made particularly sasy by virtue of the sxtensive tables of the
necassary feedhack connection for varying shift - register length thal
have been computed in the erature. {11 12]
Aa the length of shift register m, or equivalently, the penod of fihe maximal
sequence s increased, the sequence becomes moraasingly similar 1o the
random binary sequence (11 tndeed in the imil, the two sequentes
mecome identical when m s made infinilely large. Howsver, the price pad
for making m large 1s an nCreasng storage regurement which imposes a
practical mit on how large m can actually be made. But of course, the
| FSR can be made arbitrarily farge (and thus more difficull 1o solve), and

i

&
Ty

; o eastly customized. Yet Fatter [7] recomm ends additional isolation in

&

oryplographic use.




The mathermnatical basis for these sequence was described by Tauworthe

and 1s cited by Ritter [71 85 being & “linear recursion relghion”

afid = ¢ (1) a k-1l oy " alk2) o+ + ol a{kﬂm'j {mod 2y whare

aiky iz the latest bit in the sequence, ¢ the coefficlerds or  binary

numerical faciors a mod ¥ polynomial, and m the degres of the

polynemial and thus the required number of storage slements [Fip -
fopsy, Trs formula s particularly deresting, for relatively minor
generalization of the same formula produced the Generalized Fasdback

3

tve generators desoribed i 7]

Shift Register (GF S8R} and

3.4.0 CRYPTOGRAPHYCALLY GENERATED RANDOM NUMBERS,

For cryptographic applications, § makes sense fo lake advantage of the
encryptions ogic avalable o produce random numbers. A number of
means have been used, and a few reproseniabive xamples arg

considered bhalow,

344 CYOLIC ENCRYPTION

Figure 31 dlustrates an approach sugoested m (251 I this case, the
procedure s used 1o generate $85810n Kays rom a master key. A counter
with pariod N Provides mpul 1o the entryplion if“g;m For example, if 58 -
mit DES keys are (o be produced, then a counler with perniod 258 1 used,

After sach Rey is produced, he counter is moremented by one Thug the

pseudo-random numbers produced by s schames cyole through a Tull

-




pencd: Each oulput ¥y, Ve - - - - 2V, 18 based on a different counter
value, and therefore Vo = Ve - - - w Yy
Since the Master key 5 protected, i s nol compuiationally feasible o

deduce any of the secret kKeys through knowisedge of one earlier kwy

ISIET Hen B
Master key
'?M‘HS

Figure 301 pseudorandom number generation from a counter,
& further way (o strengthen the glgonthm will be to take the input from the
cutput of a full penod pseudorandom number gengrator, rather than a

simiple countss

DES QUTPUT FEEDBACK MODE

During 188B-1875, 1BM developed a oryplographic procedurs thal

snciphers a 84 - Dit block of plaintex into a 84 -bit block of apher text




PR

under the control of a 56-bit key The National Bureau of Standards (now
the Mational institute of slandards and Technology (NISTY accepted this
gigorthm as a Federal information Processing Standard 48 (FIPS PUR
4G} and # became effective on July, 15 1887 [13, 21

The algonthm for this most widely used encryption scheme the Data

ny

Encryption Standard (DESY s descnbed in detall in 18, 13, 2, and 111

Stallings [2] presents the permutation table for the scheme. The four

e
0
1
{5
4%
b
&
Y
3
Pl
-~y
O
=
(o]

operation modes debined for different applications of
codebook (BB, Cisher Block chaming (O8O

and the outpul feedback {OFB) modes

The oulput feedback {OFB} mode of DES lustrated In Figure 3.2 below
can be used for key generation as well as for stream encoryption. In the
figure, it s assumed that the unit of ransmission s n bits; & common
Lo The nput to the encryption function is g 84-hit shift

register that s mibially set o some intiahization veotnr (V)

‘-w"

itm sean thatl the culpul of each stage of oparation s a 84-bit value, of
which the n leftmost b g fed back for encryplion. Successive 64-bit
cutputs constituts a sequence of pseudo-random numbers with good
statistical properties (1311 Mere alse, the use of g protected master Key

protects ihe generaded session keys,

A particudar amplementation of the cé;}%‘;as‘ feedback {(CFBY mode
recommendad by the national bureau of standards for t
cryplographuc b stream s shown in (131 Delsy [18) daims the

impdementation of this schame i software 15 100 siow,
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3.4.3 ANSI X217 PSELIDO-RANDOM NUMBER GENERATOR,

Specified in the ANS! financal institution ksy management standard ANS
£ s one of the strongest {(cryplographically speaking) pseudo-

random number generator

A number of applications employ this

technique, including financial secunly applications and Pretty Gond

Privacy (PGR). PGP s the effort of Phil Zimmer man described in {2

figure 3.3 ustrates the algonthm, which makes use of biple DED for

ancryption, The schema mvolves;
input Two pseudorandom inputs that dive the generator. Uneis @ 34~
bit representation of the current date and time, which i updatad on
each number generation. The other 15 a B4-bit seed value g g
intiglized to some arbitrary value and s updated during the gengration
LEDUEEE.

. Keys, The generator makes use of three tripie DES  encryption
madules, All the three make use of the same palr of 56-bit Keys . which
st be kept secret and are used only for ps eudorandom numbey
ganeralion.

Output The culput consists of a B4-bit pseudorandon number and 8

HBa-hit sead valus




PR S %

15 XS 17 PSEUDD ~RANDOM NUMBER GENERATOR

s o e s y oot P o
oG 08 ENETATION 813

Pile L2 y
P

S
&

i tne Diate & Time vaiue at the b
pery

ovalue at the beginning of 17 generation stage,

o by the | generation slage,

Therefore,

- g:i:}gl 1 RE {i..{}gn- 4 ik ﬁTj J 's‘j ;

= EDE o [EOEG 0 [DT1 6 7]




The oryptographio strength of this method depends on several faciors,
The techmgue invelves a 112-bit key and 3 Encrypt- Deorypt — Encryp
(EDE) 121 encryplions for a tomal of @ DES encryplions. The schems s
driven by 2 pseudorandom f*;:su” the Date and fme value, and g seed
prociuced by the generator that s distingt from the pseudorandom number
produced by the generater because an additional EDE operation is used
to g;z’cm’z,zm the ‘zf’;, 1, the knowiedge of K s sl not encugh o produce the
Ve from By Thus the amount of matenal that must be comprormised by

an opponent s ovenvhaimimg,

YWihat follows i chapler four s the design and implementation of {he
BHilurs, Bluam shub BNG which s claimed o be suitable for most

cryptographic applications,




CHAPTER FOUR,

4.1.0 THE BLUM, BLUM SHUB RANDOM NUMBER GENERATOR

The Blum, Blum shub (BEBS) generalor 18 a random number generalor
named after iis inventors, which is based an f;guaz;ff';ai%c resicuss, The initial
generator S (0} and the method for calculating subseguent

&
vaiues are based on the following Heralions,

Winere Mg the product of two large ;3:‘%5"{%5;%5. X is chosen at random 1o be
refatively prime to N and the oulput s the least significant bit of B{1) or the

parity of ‘::m_; Dy the pulput can be several of the least significant bits of

This genaralorn SEems unigqus in that Bis claimed 1o be Tpolynomial - Ume
unpradictable” and ::,*se;;:et;:;g.;z";»'z;'}%zécaiiy strong though not suitable for use i

simulal nature (7,281 The BBE generator s not &

permutation generator like some gigital computer RNGs discussed ¥

Al diniial computer RNGs ingluding the HEh

well include many short o degensrate cycles. Thus

some faidy — complex design procedures, which

cied to assure long oyole aperation it has an
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4.2.0 DESIGN REQUIREMENTS FOR THE BBS GENERATOR

The basie BBS requirement for N = PO s that F and O each be primes
congruent 1 3 mod 4 {(this guarantess that each nuadratio residus has
ong sguarg ool which 8 alse a guadratic residue) (28] This looks
exvesding easy. Bul 1o guaraniee g particular cycle length, there are two
more conditions!
Condition 1 defines that 3 prime P s "special” i
B2 1 and

P1= 2.2+ 1 where P1and P2 are odd primes. Both

3
s
L
oo
2

"

are required 10 be "spacial’

b3

The original BBS paper as otad by Ritter [7] gives 2879 1439, 714, 379
and 89 as examples of speoal primes (but 179 and 89 appesr not to be
special while 187 47, and 23 should i,a, MNarmely;

17a=2.P1+1

Thus Pl = 17872 = 89

B o= 2 B2 v 1 hengce P2 BB 72 = 44 Thus whereas BD s an
odd primea, 44 15 not,
Simlariy for P oo BR = 2P v 1w P s 88 1 F = 44 which s nod an

addd prime,




Appendix two containg 2 module thal generate primes that meet these
D

reguirements of P and O being primes congruent 10 3 mod 4 and being
F 4

s the result of running the program.
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Condition 2 says that, only ong of B1G1 may have 2 as a_c;;sa-draiéa
Cresidue (1,01 are the ntermediale values computed during the “special’
certification). Appendix two also contang 2 module that generales such
“particular” special primes. Accordingly, N o= 719 . 47 fails this additionsl
coendiion, because the inlermediate values of both special primes have 2

as g ouadratic residus

Fach of the special condidions provides addifionst structure i the
generator,  which g;zs‘%;é&urs“;:af;}%y was  needed  for some aspec of
mathematical proof. Currently, 1 i3 thought thal the BES specal primes

construction s sufficient, orovided X s chosen not on a degenerate cyole,
which is eastly chacked On whelher the special primes guarantes that
the RNG will not have short oyoles, Kitter 1307 points oul that with public
hey size special primes, the "short” c:ya:%efa will aither be "long enough” (o

use, or degenerate {te single — oycle loops)

Az oan dlustration, the BBS system of B o= 28 O = 47 (N = 108 5
considered, a system which according 1o Rilter 7] was specifically given

as an example of the prescnbed fomm” i the onginal BBS paper. Starting

£
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Starting with X = 48, rasull




- and begin 1o repeat after the tenth

Because BBS generaior we wrally defing multiple oycles with various
nurnbers of states, the mibal value X must be specially sele cled as well.
According to D, Eastiake, 5 Crocker, £ Schiller [8] 1t must be ratatively
prime 1o b

Appendix twe shows source code for the BBS generator. The random bit
refurmned s,

Flog 1={de £y --- 20 where 2, = 8, MOD 2.

Figure 4.1 is a result of running the program with P = 187, O = 197 and
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CHAPTER FIVE.

B0 CONCLUSION,

A description of whal randomness entalls s piven with the sinngent

rarlomness requiramant i Oryp dography explomsd. A faw random number
generalons wers rav wwwed and a parboular reabization of the Blum Blum

Shub oenerator undentaken

The BES construction 18 nof a maximal length RNG, but instead dafings a
aysiem with multiple cycles, ncluding degenerale . ahert and long oyoles
With large integer factors, state values on short cycles are very rara, but
do exist. Short oycles are dangerous with any RNG, because when 3
RNG sequence beging to repeat, it has ju st bacome pradictable, despite
griy theorems 1o the contrary. Conssouently, i the BBS is keyed Dy
choosing X at random, unknowingly 8 short oyole { a wesah key ) may be

selectad, which would make the SequUence predictable as soon as the

Oy
el
2N

Je starts o repast.

oo

BRS i said o be "proven secure” in the sense that i factonng 18 hard,
imen the seouence s unprediclable. And facioring iarge composie of
public kay size is thought 10 be hard, Vel when a short oycle is selected
and used, BES is obviously insscwe. That of course s a dirgdt
contradiction to the idea that BBS s proven to be universa Hy sequre, Just
knowing the length of a oycle (by finding s8guence !'ﬁag“etiiiﬁz*a} should be

snough o exposs the faclors. This is evidence thal the assumption that

factoring & hard 15 not unive raally trus Of course, factonng 18 not hargd -

when ine faclors are given awsy




the special prme's construction, apparently all "short” (bt not
nengrate) cydes are Mlong enough” for use. Thus, X is simply chosen at

ranciom, and then easily testad that 118 not on a degenerate oyole. By

ne B{0}), which s stepped 1o 301}, B(1}15 saved and slepped 1

1B and B{1) are compared and i they are the same the process is

The resull i3 a guaranies that the sslecled cycle iz long

ﬁ‘,
(85

enough” for use,

The BBES is very siow in companson o other RNOGs, thus selecting BRBS
HBG clearly impies g decision (o pay g heavy price with the expedciation
of getling an RMNG which i3 “proven seours” i practice. {T%’zét antually
msraprasents the BBS proof, which apparently allows weahness 1o exigl
provided (s nal an easy way 1o factor N short oycles are very rarey The

chvious goal 18 10 gal a practical KNG which bas no known weakness af

e

all.

MNo mere proot guaraniess protection when a weak key s chosen and

used, even i doing thal s shown 1o be statistoally very unbikely, And d &

WK kevy 1 used, the "proven secure” REMNG s clearly insecure, which

surely contradicis the mobive for using BEBS i the firsl place. In confrast,

sinnly using the specal poma’s construchion and checking for degenerate
oycles can ehimmate weak AN at modest expense, Bliminaling g known
possibity of weakness, even if thal possibiily g very small, ssems
srtiraly consistent with the gosl of achieving 3 practical RNG with no

known weaakness, even i the resull 5 nob an BNG proven to have

absolitely no weakness al all




5.1 RECOMMENDATIONS,

Typical RNG's found in most computer brades are not sufficlently strong
for seourly purposes. Whereas hardware RNG's produce truly {real)
random numbers, they are not easy 0 come by, S0 0 most applivalions
FPeaudo- random number generators are used.

For a practical application of the BBS generador realizad i ths work, 118
recornmendsd 0ty a more random way (ke using the system clock) of

sesding the generalor. Also, a hardware implemantation of the algonthm

may be considered for further research.
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APPENDIX ONE.

 DEFINITIONS.

BRED:

The valus placed into the state of an RN

304 is the slart of an FMNG,

LUIADRATIC RESIDUES:

). otherwise p
nonguadratic residus {mod g3 Eo

OB said o
. :(M"M S {\T’i’)i Ji*
guadratic residus {mod 10}

INTEGER FACTORIZATION.

The integer factonzation problem s

5 s givern a positiy
a product of prime numbers,

£ mnteger, write it as

For example, given the

umber 45 ihe

GREATEST COMMON DIVISOR:
I mathematics, the grealest common divisor

fabbreviated iﬁxﬁ?ﬁ}, of
Bghest common factor (MCF) of two integers which are not both rero is the
argest integer that divides both numbers. The GID of 2 and b i3 often
rtten as godia, bl For example, god{4? 56 =14

L4y
=y ¥




HELATIVE PRIME:

in simple terms, two {or more] numbers are said (o be relatively  prime if
thedr greatest common Tactor {god) s 1 Fvery time g fraction is reduced
oo ts lowest terms, they are actually relatively prime. Eg, 7158 is in dg

west terms becauses there 18 no number that s a common factor {cther

than 1) by which we can divide the numbers 7 and 15

DEGENERATE OYCLE:

i findte state machine, & oyvcle with only one state which  thus does not
cyole through different slates, and so does not change s outpul vaiue is

alled a degenerals cycle.
DETERMINISTIO!

A process whose sequence of operations s fully determined by s initigl
state. A mechancal of clockwork-iike process whose oulcome (s inevilable,
given its putial setting. Computational random number generators are

deterministic,
PERMUTATION GENERATORS:

A perrutation generglorn 15 a program which produces permutations of &

aet of distinet obiects, Permutation s the mathematical term for a particular

arrangement o a re-arrangamant of symbols, ohiedds, or other elaments,

v




MODULAR ARITHMETIC

This s a modified system of arithmetic for mtegers, semetimes refe fﬁ'(ﬁf to
as ‘clock ari?h{m&‘éc’, whers numbers ‘wrap around’ afier they reach a
certain value (the modutus), If x is an integer and 0I5 a positive integer, we

write x miod p for the remainder in (0 L1 that ocours if s divided by 0,

CONGRUENT BMODULO!,

We call two infegers », v congruent madulo a, written as . % =y (maod o) if

ong of the foliowing equivalent conditions holds.
1. thelr difference is divisible by o

2. they leave the same remainder when divided bya ie d x modg=y
o g

CRYPTQGRAPHY:

Gresk for “hidden v gitng T The art and science of fransformir ng wdormation
e an intermediate form which secures i wonformation while in storaos or
1 ransit {ﬁflrygzif.;g;;“agﬁhy seshs 1o render a massage ii?”’;if'z?fﬁf??ig}?iﬁii‘% even

fian the MESsans is T (A{b‘u Bxposed

PEEUDDRARDOM

something which appears to be andom, but in fact s not g called
peeudorandom | Typically, a sequence of values produced by an RNG, or
any other completely determipustic computational mechanism As : Gppesed

to reaily random.




The usugl random

peanber generator s psewdorandom. Given the nitial
stale or seed, the entire subsequent sequence s complelely pre-
determined, bt nevertheless exhibits many of the expacted characteristios
andom sequence Pseudo-randomness suppons generating the exact
same sequence repealediy al different tmes or incstions Pseudo-
randomness s generally produces by a mathematical process, which may
provide good assurances as o the resulling statishos, assurances which g

atly random generator generally cannct provids

POLYNOMIAL-TIME ~ UNPREDICTABLE:

A Pseudo- random number s Polynomial - Time ~Unpradictable if and only
d for every finte intigl segment of a seguence produced by such a
generator, but with any element deleted rom the segment a computer can

do no Belter at rving 1D guess the messing slement n pobmomial time

saed lengthl than by Hipping g ooin

CHPHERS:

A seorecy mechanism of process which operates on individual characters
or bits independent of semantic content. A good opher can fransform
secret wdormation mio a multitude of different mtermediate forms, sach of

which represents the onginal information




APPENDIX TWO.,

SOURCE CODE FOR THE DIFFERENT MODULES OF THE BBS
GENERATOR

RRRERamwasspreert A ain Menuw program

Private Sub Mn? Chok{(s
Mo Hide
Formz Show

End Sub

Private Sub Mnd Click(}
Me Hide
Form3 Bhow

Eod Sub

Private Sub Mnd Clok(
fMe Hide
Formd Show
End Sub
Private Sub Mnb Chok{)
e Hide
Formt Show
Frd Bub

k3

Private Sub Mnf Chok{)
End
End Sub

EEA R EREE L L LA *3’;}8(2&%% i’jfﬁwﬂif a\’{,}fﬁf}{)?‘:} %}%3":@*3?;}{

Private Sub Commandt Chek()

By
5

iy, K count, max, ot ol prime A

5 integer

fnurm = 4




max = Val {Textl)
Foreount = O To mad keep track of primes found, and stop at
‘A masimum vaiue mput [ max)
prime = 1" prime keeps rack of f a number is found o be
mrime of not--1eprime Denot prime
k= num & {05
Fori=2Tok

Honum Mod o= 0 Then pome = U test o

AN
e
i
.
N
£
T,
43
e o ¥
=
=
5
&
e
L
4]

Pl |
if prime <> § Then
Houm Mod 4 = 3 Then "est to see f the prime number is
‘congruent 1o 3mod 4
pd o {nm - 13T A test for specially

Hpt Mod 2 =1 Than

Hopd Mod 2 =1 Then
Listt AddBtern COirinum
End

et i

gt




Eng if

num o ngm e 1 inorease the

Erd Hub
Private Sub Command?2_Chck()

fistt Clear
End Sub

Private Sub Command3_Click()

he Hide

sTeY

Formb B

o Bub

sessksrsR RS AS T gt for BRS Conditio
Frivate Bub Commandt Chok{)

Dimom, % o, 21 As Integer

cout<<"Erter p
o= YalTextt)

pl=ip-11/2

= ()00 x Mod pt

Listt Additem OSrim)
Pexxt x

Frd Sub

S}”’

alue of the number being tested

Mext count ' Increase the count of the primes found

1 TwWo

N




Private Sub Cormmand2_ Chokl)
Textl =
Listl Clear

Tayxtt Setbonus

Eodd Sub

Private Sub Command3 Chold

b By bedt o o
*ﬁw% e
EormS Show
Endd Sub
& % R & K& A B S T PN — . o b i g b oo ool " it adis .
wrkkrin s xreh a5 e of g Number 1o check for relative prmal

P
i

Peivate Sub Command?_Chok{}

Dl num, %, count As Integer

Eorcount = D70 ¥

Frurm = DL

iy Mod num = O Then

Pl

Listt Additern CBIrlnum;




End Sub

Private Sub O ommafz{:ﬁ : Olickd)
Textl =

Taxtl Setbocus

st Clear

e

Private Sub Command3 Chokd

We. Hide

P Shiow

rwwrs s reereees The Blum Blum Shub generald
Ceiyate Sub Command? Chiok{)

i B4001), Z{1000), p. 9. w. X AS Double

o 4 Fana 3T . Yt e . T S .
o = Val{Text1) 'enter the frst pome

o = Vai{Text2) enter the second prime

5(0} = u Mod N initial value s cornputad

w = el Texdd)  enter which shouid ba relatively prme to B




returns the random numbers

Mod N

{5 e e FERIVY K '\,"a'
S 1= (57 sl

&.»{

Private Sub
Textt =

[E231

Textld =

Lasty ien
End Sub

Private Sub O
Re Hide

Formb Show

Erd Sl

S0 Mod 207 this retum

ditem CSEZ0, |

cnmnanid 3

15 the least sy

Cormunand? Chok{}

dicant b of S{1) as oulput




