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ABSTRACT

The abiective of this work is to enhance the performance of an axiating campus
network (brabim Badamasi Babangida University, Lapal, in ihis case) and 1o
provide  securily measure for  accsssing  imporiant servers This  wag
accomplishad by carrving out performance analysis of the existing network using
analytical and simulation approach, then improving same by substituling the
radio links with fiber optic link and incorporate Virtual Local Arga Network VLANY
inte the design st 8 minimal cost and minimal change o existing network. The
YLAN was implernented by enabling VLAN capability of the existing switches and
configuring same for segmenting the network. An authentication ssrver was also
integrated to protent application servers. With this, we were able o improve the
netwaork performance, and alse sstablished that the YLAN can be pnplamented
on the equipmaent slready deployed in the Network and nrovide profection for
securad application senver.
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certain dormaing, surprisingly Hille attention has been paid (o the management
of enterpnse and campus networks. Daspite thelr griical imporance, and thew
striking differences and diversity compared o carrier networks, there is little

systematic understanding of these natworks in the community,

Large networks of any ype are plagued by surges of raffic, which can lpad to

o~

significantly degraded network performance as well a5 downtime (Prashant ef

al, 20075, Trese surges of raffic are frequently due 1o virus sutlwesks, poor
network management, misuse of network rescurces by the nebwork users,

among other faciors,

A technigue to easily and refiably contrel access o nefwork resources for

effaciive managemsnl would be 3 grest value 0 3 number of organizgtions.
There had bean g number of appreaches fo adidress these problems. Suweh

include  Implementation of VLAN for virus containment {Aeron, 2008},

Dynamic Access Dontrol Scheme for Service-Based Mult-netted Asymmeing

Virtual LAN (Wonwoo el al, 2008), design and implementation of Application-
based Secuwred VLAN (Minh et al 2007}, and ViAN-based Qob control in

/“;

raointie NMebworks (Bdinsate f & 2008

e

This work, considers an instance where g server operating systern (O8) alons
can enforoe the desired resource aliocation and access control policies, and
change the scenann o have complete control over all the nodes within a

network through switches at the sdge of the network rather than depending on

the server 08, Polioy schems and access control can be implemaented in the

nehyorking hardware (ke switches), without making any changes 1o the hosis

)




{nodes). This will be achievad using the standard technigues spedfied in

SLAN 802,10, 802 1p and VLAN dentification (VID),

IEEE 80210 (also known as VLAN Tagging) was a project in the IEEE 802
standards process o develon a mechanism o sifow muliiple bridged networks
w ransparantly share the same physical network nk without leakage of
information betwesean the networks, EEE 802 103 is also the name of the
standard issued by fhis process, and in cormmon usags, the name of the
sncapsulation protocel used o implement this mechaniam over Ethermst
networks. Due fo the configuration parameter used by Cisco devices o

egnatie 802 1Q, # iz also commonty referrad 1o as dotid

IEEE 802 1p specification enables LaverZ switches 1o prioritize traffic and
perform dynamic multicast filtering. The prinritization specification works at the
madia acoess control (MAQ) framing layer. The 802 1p standard also offers

provisions o filter multicast waffic © snsure i doss not proliferate over

aver- switehed networks.

VLAN Identifier (VD) is contained within sach Eihermet frame of an Ethemet
YIAN. it thus allows switchas 1o separate traffic based on VID, hence oreating

separaie VLAM,

1.2 Virtusl Locsal Ares Nabtwork

3

One of the commeon, though semewhal advanced, technologies thal make
designing and maintaining a LAN easiar today than in previous yaars s the

7

Wirtual LANSs. By defauit, switches break up oofiision domain and roulers




oresk up broadoast domains. Breaking up brogdeast domaing in pure swilch

network could be achieved by cresting a Virtual LAN.

Yirtual Local Area Metwork (VLAMN) iz 2 logical grouping of network users and
resources cennecied fo administratively defined ports on a switoh, When oneg

creatas VUANS, one is given the abilily o create smaller brogdoast domain

within a layer 2 swilch interneiworked by assigning differsnt ports on ihe

switch o different sub networks,

1.2.1 Broadoast Bomain

A broadcast domsin is everyehare g data-link level (g g, Ethemet) broadoast

frame would propagate o, This args 15 demarcaiad by routers, which signal

ihe end of a layer-? {datadink aver) network: to go further reguires support &l

¢

a higher taver, such as layer-2 {g g 1P} o route the packels through the e

So, inoking 3t the nebwork favout in figure 1.1 we can see that there are two

brogdeast-tdomans, abelied A and B demarcated by a muter,

Broagoast Domsio &

Figure 1.1 MNetwork lavouts with bwo brostdosst




As shown in fig 1.2 a VLAN provides the abiiity 10 segregate a switch indo
separate droadoast-domams. This means that in order 1o gt saress belween
the different LAMs, a router is not 2 must In the olden days, when VLANs
ware still new, a single mouter was used, which had an interface on all VLANg,
today such a configuration would be more likely to be calied 2 “router on &
stick”. Today however, g high-speed roter is embedded as part of the switch,

this switch is then refered io as g fayer-3 swilch.

Figurs 1.2, YLAN segmeniation

4.2.2 Collision Domain

A collision domain is g physical network segment where data packets can
“sofligde” with ong ancther for being sent on a shared medugn, in particuiar in
the Ethemet nebworking protocoll A network collision is g scenano whersin
one particular device sends 3 packel on a nebwork segment, forcing every

piner device on that same segnent 1o pay attention to it Meagnwhile, another

LR




davice does the same, and the two competing packeds are discarded and

resent one at a e, This becomes g source of inefficiency in the network,

it a group of Ethernet or Tast Ethernet devices in a CSMA LAN ars connacte

il

by repsaters they will compate for access on he network. This situation iz
typically found in a hub envirenment whare each host segment cormscts to a

hubs that represents only one collision domain and only ong broadeast domain,
Only ong device in the collision domain may ransost at any tme, and the
ather devices in the collision domain listen o the network in order i avoid
data collisions. Collisions decrease network efficiency, VLAN, in the confrary,
segments collision domain thereby allowing many hosts within Fthermet
network (o ranesmit without collision. Both computers that attempt 1o transmit
must back off, walt  for g random peried of tme, which & generated

ndependently by each compuler, and then refransmit,

1.2.3 YLAR ldemtifications

3-.

ViANs zre identified by a 13-b#t number {ie 4008 different VLAN 1D are
side). A swilch-port may be a member of g number of VLANS, in the case

of mudtipie VLAN assignments 0 a port, funking must be used, which i to

say that the frames arg fagged with thelr VLAN identifier zo ihat

ngighbourhoad device (ypically g swilch or a router) can knaw which nebwork

it belongs 1o,

1.3 VLAN ARCHITECTURES

D 1o the frends towand server centrabzation, enierprise-wide s-mail, and
colisbarative applications, vanous nebwork resources will need © be mads
available to users regardiess of thelr VLAN membership. deally, this access

f




should be provided withowt most user traffic having to traverse a muder
Organisations that implemant VLANS recognise the need for cerlain iogics!
grd-staticns (Jor sxampls, tentragiized servers) o cormnunicate with mudtiple
VEANS on a regular basis, either though overapping VYLANs {n which
network-giiached end-slations simultaneously belong o more than ong
YEAMY of vig infegraled routing that can process inferVLAN packets at wire
speed. From g shrategic dpeint, thase grganizations have wo ways o
daploy VEAME g “service-hased” VEAN mplementation or an “infrastructure.
based” VLAM implementation. The choice of approach will have a substantial
impact on the overall network srchileclurs, and may even sffect the

managemant siructure and business model of the crgarnisation

1.3.1 Service-Basced V0LANs

A service-bazed  appreach o VLAN mplementation  looks, noel gl
orgarusational or funclional groups, but at individual user access D servers
and applications—ithat is, network resources. in this mode! depicted in iig 1
sach YLAN corresponds 10 3 sarver or senace on the network, Servers do not
belong o mulliple VLANS but groups of users do. in g typical arganization, gl
users would belong o the eanail server's VLAN, while only a spacified group,
such as the accouniing department plus iop-level eeculives, would be
members of the aocounting database servers VIAN By Hs nalure, the
service-based approach oreates 3 much moers complex el of VLIAN

membership relationships to be managed.

d
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Figure 1.3 Sarvice-Base VLAN
Given the leved of most VLAN visushzation (ools presently avaiiable, a large
rumber of overlapping V0LANs using the servioe-based zppreach oould
gengrate noompreh big multievel network diggrams 2t 8 management
conzoie, Therefors, i be praciic ervice-based YLAN soldions must
Bigh lavet of automalic configuration featuraes.
Hong that organisations want o

include
Howeaver, in response (o the types of appiic

depiny in the fulure, as wall g3 the shill away fromy tradiional and more rigid

i in VLAN implementation will e toward the

-~ ~§ on e

fonal structures, the ¥
service-Dased approach. As bandwidth o the deskiop increnses and 38

organisation
goiutions becoms available 1o beller manags grester VLAN cverlap,
sel of VLANS may bacoms

WE :30{'
the size of the groups that belong to a partioud

smaller and smails
8




Al the same time, e number of these groups may increase, 1o the point
whare each indiddual could have 3 customized mix of services deliversd to
ug or her workstation. Taking that concept a step hurther, conirel over what
services arg deliverad at a given time could be it up to sach individual user
At that point, the network structure beging 1o take on the mulliple-channel
characteristios of 2 cable TV (DATY) network. in fact, al tis stage, this mods!
finds the greatest degree of similanity in VEANs defined by 1P mudticast group,
where each workstation has the choice of which P mullicast or “channel” it

arts fe belong o0 In such g fulwre environment, VLANS lose the
charactenstios of stalic or semistatic breadeast domains defined by the

nahwork manager, and become channels (¢ which users subsonbe.

Users simply sign up for the applications they need delivered to them at a
particular time. Meveriheless, appiication use could be accounted for, by
anabling precise and avtomated chargeback for network sernvices, Network

managers could aiso relain control in order to block access o speafic

s

channels by certain users for security purposes

Q“

1.3.2  infrastructure-based V0L ANs

Ay infrastructural approach to VLANg is based on the functional groups (that
5, the departmenis, workgroups, sechons, aic) that make up the
organisation. Each functional group, such as sccounting, management and
information system (MIS), and enginsernng, s assigned o s pwn uniquely
defined VLAN Based on the 8020 rule, the majority of network wraffic |

asswmed (o pe within thess functiona! groups, and thus within ach VLAN. In

G




this madel, VLAN overiap ccowrs at network resources that must be shared by
mitiple workgroups, These resources are normally sarvers, bud could also
nolude prinders, routers providing WAN access, workstations functioning as

gateways, and so forth,

The amount of VLAN overdap in the infrastructural moded is minimal, invoiving
only servers rathar than workstations—— making VLAN administration relatively
strasghtforward. In general, this approach fits well in those wganizations that

aintain olean, discrete organisational boundarias. The infrastructural model
s aiso the gpproach most easily enabled by presently available solulions and
fts mnore sasily with networks deploved today. Morsover, this approach does
not require network administrators o alter how they view the network, and
entads a lower cost of depioyment. For these reasons, most organisations

shouwld begin wilh an infrastructural appreach to VEAN implementation.

$ can be sesn in the example in Figure 1.4, the e-mall server is a mamber of
sft of the depanments’ VEANs, while the acoounting database server,
Enginesring sarver and MIB server are only 3 member of thelr respective

YLAN anly.

1.4 VLAN and security drives for Local area networks

Az YLANS are driven by the nesd o creaste securty in depth, many
organisations are beginning o reglise thal tradifionagl secwrity-firewalls,
infrusion detection, antivirus, and comtent fltering are nob enough, They
reglise that securly must exist a3t all levels of information exchangaisharning

gparormient.
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Figure 1.4 Infrastructure VLAN paradigm

souring access fo LAN swilch porls in oan organisstion & noet about an

P

7

mploysr not fusting e employees. Rather & i aboul  ssourning

cornmuinications behtween different logical layers of a nelwork. 1 s also about

implementing rations! security policies,

Progress requires change. Change requires oritical thinking-an objective ook
at what is possible. Amnvlime a new lfechnology s introduced, thee i

resistanice, and for good reagson. Technologies need o be streamiined

audited, simplfied before they gain general acceptance. YLIANS are ool

different. When introduced i 1388, only 3 few organisations were bold

gncugh 1o try and deploy the fechnology. Years iater, the wrinkies are ronsd

SLAMs are poised (o be asg

ol B3 now acceplable in the mainstresm,
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ublguitous as firewalls. VLANs usage could provide good securily policy. They
are weal for those environments thal have mobile users in a campus setting.
Good sxamples of this inciude higher institutions in Nigerda, government
complexes, hosplials and healthcare facilities. The technology can enhance
wirgiass LAN security through segregation and strong authentication. V0LANs
are alsn used i iplecommunications carer provisioning services where each
YLAN can be defined for sach of the carrer’s unique customers or for service

ciassifications.

1.5 PROBLEM STATEMENT

Intrusion into secured application/dalabase within an enterprise network by
unatthorised users has besn @ common chailengs thagl hinders the
information privacy/ securily within an organisstion. Total or physical solstion
of the secured application/server from the hypothetical LAN will poss the
chigllengs of buving more swilches or rouders. and make the server out of
reach for the authorised users within the LAN. However, proper integration of
e secured server with the existing nebwork oould be achieved with
implementation of VLAN. Maore o the VLAN implementation s abiiity fo securg
the sarver by defining policy for all the network users. This work is therefore
aimegd gt design and implementation of Infrastruciurs-based VLAN for Sacure

apptication for an enterprise nebwork.

1.8 METHODOLOGY
The implementation of this scheme (Design and lmplameniation of

ifrastructure-hased VLAN for Securs Appheations) is 10 he camad oul in the

following order;

PR
[




L Bvalusting the pedormance of the existing Local Area Network (LAN) of
forahim Badarnas! Babangida University Lapal man campus using
standard formudae and simulator

1. Effecting the necessary changes (equipment and link media) and
DrOpOSHKy 2 new srehifecture for the campus nebwork;

. Qptimusing the propoesed archifecture and configuting VLAN on the
switches {0 zegment the hosts into required numbar of VEANs;

i, identifying each host within varous V0LANS by tagging using VLAN 1D

technigues
Y. Choosing a VLAN for the application server fo be saoursd;

Vi Defining encryplion algorithym for accessing the application server for

avthorised ysers.

1.7 Abn and objectives
The nplementation of the infrastructure-based VEAN will provide ihe
following henefis for the nebwork,

s Guality of Service Thres 802 1p bits are usad io form layer-Z class
of service (CoB) bds thalt ensble traffic differentiabion. Traffic
differentiation includes congestion management, the hasis of Qo8-
aware service provisionng in packel-gwaiched networks

= Securdty VLAN ensures improved security, work groun management
and fraffic control,

s Simpiified administration. | Sevenly percent of network costs s a8
result of adds, moves, and changss of users o the nelwork, Bvery
e 8 user s moved in 8 LAN, re-cabling, new station addressing,
and reconfiguration of hubs and reuters become neoessary. Some of

i3




these tasks can be simplifisg with the

use of ViANS if 5 user iz

movad within a VLAN reconfiguration of moulers is un ECEssary. In

addiion, depending on the type of VLAN, other adrminis
can be reduced o aliminaled. How

oy really be falt

when good

management ook are

frabive work

vever, the full power of VLANS will

created which

can aliow network managers fo drag and drop users into different

VLAM: o 1o set up sliases

+  Reduced Cost VLANS can be used o ¢

which aliminate the need for sxpensive routers,

= Sale guanding an appl

within g nebwvork,

s jden

1.8 Scope and Limitation

This prowatis

& given s

CoLHer-saeun

reate brosdoast domaing

ation server ggainst unauthorized user

fitving each userflerming! within a network,

fimited o implementation of VLAN for securing

var, and optimizing the

iowards achieving distingt isolation

Iy Measures were not

an application in

campus network,  Dther security and

considersd. The effor] s

intally geared

of seared-server using VLAN BO2.10

segmentation ischrigques and enabling acoess 1o only certified hosts,
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MLANY has beer defined by many researchers and nebwork developars. For
axample, Gisco defines VLAN as a logical grouping of network users and
resources connected 1o administratively defined porls on g switch (Disen,
2006y A very basic definition of the tern VLAN is based on the meaning of
roadeast domain, However, gocerding 1o Deosys (1986}, defining precisely
what VLANS arg, has becoms a confentinus ssue. Yel, most people would
agree that VLAN can be roughly equated o a broadeast doman, More
spacifically, V0IANs can be seen as analogous o a group of end-stations,
perhaps on muitiple physical LAN segments, hat are not constrained by thelr

pivsioal location and can cormmunicaie as i they werg on @ Gummon LA,

However, issues such as the exdent o which end-siations are not constrained
by physics! location, the way VLAN membership s defined, the relgtionship
between VLANS and rauting, the relationship bebween VLANS and ATM have
bean sl up D each vender. To a cerlain edent these are tactical issues, but

how they are resoived has important strategic imphoations

i the same vein, 3 VLAN 8 also defined a5 2 loglea! grouping of end siztions
sych that alt end sialions in the VLAN appesr 1o be on the same physical
sggrment even though they may be geographically separated (Wonwon &f &
2008% Most definitions of WLAN by different researchers, netework equipmant
rgnufacturing companies and auihors build up thelr definition(s) by sither
considering VLAN 10 be logical grouping or separabon of brogdoast domain,

Thus, from these definiions, a generalised meaning of VLAN could be

formudated as & VLAMN 8 2 pgicel grouping of end stations with 2ach group

16
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VLAN for Mirus contginment (Reron, 2004). VLAN was mplementad 1 ourk
the spread of virus within @ Local Area Network by tracking and guarantining
the infected host{s) untll disinfected. Simitarly, (Mini Zhu ef 2, 2006 desinned
and implemented application-based secured VLAN (ASVLANY, 3 protobype
system. This application-based S-VLAN architecturs is sullable for holspots,
university and enferprise LANs, and can efficierntly prevent intruders from
inferrupting  secured  applications. The Apphloation-based Secure VLAN
(ASVLANG Is simpler and more efficlent than IPSsc in LAN environment as it
cordorms o Layer-2 semantics, and it is cost-efficient o real-time applications
such as Vol VAN 8 also used 1w improve security by isolating groups.
High-securily users can be grouped info a VEAMN, not necassarily on the same
physical segment, and no users culgide that VLAN can communicate with

theam.

According to Olzak (2008), VLANs are ideal for restricting raffic. For exampis,

a logical Demilitarized Zone (DMZ) can be oreated by uysing a VLAN, Packets
gritering the DMZ are assigned g restnoled VLAN 1D ihat allows access only
o davices on the D2 Go far, this is not different from a standarnd physica
DMZ, the difference is the flexibility of the VLAM approach. DME devices on a
VIAM dort have to be physically located together, DM servers can be
incated anywhere on the enferprise network-—as long as they all share the
sams VLAN 1D

Carrying VLANS g step turther, restricied network segrments can be orealed

for workstations that are identified as infected with mabware (harmiul




softwares such as viruses, Trojans designed to cause damags or distuphion o
g compuler system) or that fall o meet specific securily requirements,
Because of the distributed nature of VLANS, endpoint devices from anywhere

on he enierprise network can reside on 3 single restricted segment.

Sipniiarly, the sbity of VLANS W creale firewails can alzso zalisly more
stringant sscunty regquirements and thus replace much of the functionality of
reuters i this regard. This is primartly rue when VLANS are implemented in
corjunction with private port switching. The only brogdoast raffic on a singls-
user segment would be from that user’s VLAN (that iz, fraffic intended for ths

useny Conversely, & would be impossible 1o islen o breadeast or urjcast
raffic not intended for that user {even by pulting the worksiation's network
adapier in wanton mode), becauss such fraffic does not physically traverse

thgt sagrment {Decisys, 1995

In the samsa vain, VLAN segregalion 8 8 cogrze-grained access conro
techninue, which may be perfectly acceplable in g network addrass conlool
(NALY deployment. In addiion, VLAN segregation is attraciive because #tis
widely standardised and widely implemantad. This makes # easy for somsone
i design a network access control (NAC) architecture, and 2asy for everyone

1 understand the detalls of the deployment {Interap Lab, 3008}

in another perspective, privete V9IAMs (PVLANs) are fools thal allow

segragating traffic at Layer-2 (L2) tuming a broadeast segment inlo 3

non-hroadeast muliti-accese-ike segment. Traffic that comes 10 a swilah

i




from g loose port (thatls, 8 port that is capable of forwarding both primary and
scondary VLANSY is able 1 go out on gl the ports that belong ¢ he same
fimary VLAN, Traffic that comes 10 a swilch from a2 port mapped 0 2
secondary YLAN can be forwarded {0 a loose porl or 3 port belonging o the

same cormmunily VEAN, Mulliple porls mapped 10 the same isclated VLAN

cannot exchange any raffic (Clsco, 2008},

Frovisioning of QoS supported mnded in mobdle envirorynent using VLAN
could be found in the work of Basalkd ef &f (2008} In thelr proposal, the
perforrmance of the proposed method was evaluated through sxperiments

using mobile 1P networks. The resulls oblained by experiment showed ihe

sffeciivenass of the adaptive control method. By adopling the pricrity oontrol

using VLAN defined in IEEES0Z 1p, end-to-end pricrity controb was realisad
Trend {2008) dentified ong of the advaniages of the 80210 VLAN as is

ability {0 offer cuslity of service (Qo8Y by means of Ywee 803 1p bits. Thess
] kY ! .

v

bits are used {o form the igyerd ¢ of senvice {(Col) bits that enable traflic

differentiation. Traffic differsntigtion mcdudes congestion management, the

basis of Gol-aware service provisioning in packet-susiched nebworks,

Again Quality of Service, as defingd in IEEE slandard 802 1p, use the VLAN
hit prionty fislds fo provide eight unigue waffic priortes (Tom, 2001}
Typically, highest prionty QoS iags are utilized for oritical tme-sansitive traffic

such as protection and routing information. Historically, o8 technology has




provided switches and roulers the ability to prioritize bandwidth affocation,
QoS now enables them o priortize VLAN baffic, By implementing WVLANS,
one can configure a switch to allow a given edyge devicg fo only talk o other
devices on the same VLAN or on other frusted VLANS, As £ . 2.1 #Hustrates,

use of wadiionsl technology would have required  a unigue  physioal

4

mfrastructure for sach bridged network.

Figure 2.1 VLAN stdge vs Trunk port

Marking identifies cerfain packets belonging o a particular service or
subsarniber. i1 1P marks are camied in the 1P precedence/ type of ssrvice
(T8} bits or In the differentisled Services Code Poini (S 0Ps). The
Etharnet Co8 bits allow for full mapping of the IPvd precedence fisld, or
partial mapping of the 8-bif DSCP. Thase maopings are used 1o extend the (B

>

QoS mechanisms in Ethemet. A good example of this is the provision of QoS-
aware services based on the infermnet Engineenng Task Force (ETH
Diffsrentiated Services framework within a camergrade Ethermnet network

{Trend, 2008),
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The ollowing two VLAN slandands have besn proposed by IEEE o subvart
the interoperahi ity problems wmer H VLAN squipment
LA Iternetworkir 1 Subconunittes

BOBOZ10VLANM o

By March 1996, the IEEE o2 internetworking Suboommites ompteted the

sl phase of inves sligation for develop g & VLAN standard, and ngsaed

2E0LIONS concami iy tree Bsusy the arohi wotiral approach to VLIANS: g
standardized formst for frame WBuging to communicale VLAN miermbership
Hmaton aoross misilile, il verdor devices, and the fuure directon of
VIAN standardisation. The s;ia»‘z_rza;a;'{jigéd format for frame g g in
particular, known as 8032, 1, represenis » maior milestong in enabling ViAMs
e e dmplomenied ueing sguipment from saversl vendws, and wil be
salisfaciory in snooura NG more rapk deployment of VLANs {Behrouz,
2007 Moress, astahls brnant of 3 frame format o specification aiows vendors
W immedislely bagin incon pursting this standard o their swilthes. 84 major
swileh vendors, inoludiy w 20om, Alantes, FORE, Bay MNetwork 8, Cisco, and
BM voted in favour of this proposal, However, dug to the g tme NBCRGSEry
for sume vendors in ncorpnate the frame format speaificaton and e desirg
o the part of st Liganisalions w have g wrafied i TENEgenent

slatiorm, VIANsg,

e

i practics, continue in relatn characienstics of o single-
vends aolution for aome b, Thiz bas sigrifivant ranuifications for
deplovment and protutement of ViANs Department-love podirement for

pRE R

LAN squipmant, partticuanty in the beckbone, is not practeal for organisations

Pt
At




<4r.

daploving Vi aNs Puoh wsing decdsions and standardization o0 & parhouiar

A
%
o
a2
3
G

5 aohition throughout the ertgrprise will hecome the norm. and oing.
baswd product competiion wil decrense. The struchis of the industry Hself
may aiso shill in favour of the BIGET netwerking venders that can fumish a

cornplate sobdion auross o widse rangs of comnononis,

232 BUIAD VLAN Standdarg

oo Dystems poposed Hw use of IBRE 20210, which wag

S?s

atiginatly established to address LAN seo ity for VEANS ¢ s altermpied

b the optional 802 10 frame header formt and reuse” § o convey VLAN
fraroe tagging instesd of security formation. Alhough this can be made o
work tschnicstly, mos! mermbers of e BOZ commiltee have been strongly
oppused 0 using one standard for bwo distate maposes. in addition, this
solution would be based an vanable-lengih fislds, which make implementation
of ASHIbasad fame processing more dficull ang thus slower andior e

wipensive (Decisys, 19963

24 VIAN STATEORTHEART DESIGH ALTERNATIVES
i recent limes VLARN appbcation can be found in the arsas of broadband
setvice provisioning {2.q. in hoad barnd nelworks), Thers are tHfferant
sohniguesimodeds used 1o srovide YLAN design allematives {duniper, 2004
The following are gEmnpiey,
B Lusiomer VAN Also called tha 11 st i which moge! nere s a
nedicoted VAN for each subsoriber

B Bervice VIAN In His model o dedicated VIAN shocated for each

o
o
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g zaparats VLA for sach service such
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243 DVLARN Adding an inlermediste Aggregation Switch

IMBAMY are often connscied B the edge rouler

vig o intermediate Btharnel sggregation ewitch One way to supnort this s by

iy @ unigue VLAN 1 o osaoh subsg

crnacied o the same adge

rmdsr poft Howsve

submenbers, 1y
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ofter referred o as a Mullicast VLAN (M-VLAN),

Hroadban

BETVIOE

i

Figure 2.5 Hybrid C-VLAMN with M-vLAN Mods!

4

¥ often referred to a5 a Multicast VLAN (M-VLANT

fry hvlid moded, there s one "custemer VIAN' per subscriber which camies all
urisast traffic {ntemst acoess, VolP VoD In adddion, one VLAN carries
mudticast raffic to sl subscribers. Therefore, if here are & subscribers, he
network supponts (M1 VEANS, At the MSAN, the separate VLANS are often
mgrged onin g singis VLAN. IBMP and VoD traffic can flow on either the C-
YEAN or the MVLAM. IGMP forking can also be used o forward 1GMP

requests on either VLANS or ATM virtual dirouits

in conclusion, all the three {23} basic topelogies described are deployed today,
For g standard retall broadband network with a large amount of broadoast, the

S-VLAN model works wall and s offen used. In addition, the serdce VLANM
model is typically more appesaling for service providers looking to bulld a muli-
edge network or provide wholesaler-based service, sinoe VLANS carmying
different services can sasily be forwarded io different endponts. For networks

wiih @ heavy focus on offering diverse services or heavy Vol panetration, the




CHLAN model s prefered, A separats M-VLAN s deployed f dictated by

bandwidth requirements.

In addition, YLAN technology is also being used in cooperation with other
naetwork technelogies ke VPN (Mirtual Privale Network) 10 raalise som2 new
technologies for modeling in Ethemet nebworking altematives. An exampie of
such is the work of Honda ef &/ (2004} Wled "3 prototype implementation of
VPR enabiing  userbased  Multiple  associafions”. This proiolype
implementation uses such an srchitectural framevwork. To be more spacific,
the Ethemal is used for the base network, EEE B0Z2. 10 VLAN s used for

astablishing VPNs, and 1P is used for conlroiling user acoess o VWPNs. The

YPN to be offered o users {(“Ussr VPN was implementad by EEER

02 1OWVEAN HEEE 80214 technaingy uses a lag coniairng a 12-Lit VLAN

i attached o an Ethemet frame {o virlually divide BEtharmet connections. In
order to simpify this protobyps implementation. each V0LAN was configured 50
as 1o have only one 1P subnet zo that no duplication can ooour between P

address apaces,

The user nest is comnected o the YLAN viz a device calisd an "MAVPN
gateway,” {multiply associglion VPN The accass lnes between the hosts
gngd the MAVPHN gateway are multiplexed using the IEEE 802.1Q that iz, the
AANV PN gateway bridges the access oirguits fo VPN that arg implemented
with IEEE 80210 VLAN. In this way, the hosis can use mulliple layer2
YENs, The MAVPN gateway alse has g function o suthenticate users, only

the aooess lines from the user host that may be granted for association with




tha target VPN can be connedted. In the witial condition where the host doss

&

not vel belong to any VPN, communication is allowed ondy within the sile, as
shown in Figure 2.6, To represent this initial condition, such an iniliat site is
referrad to as “Default VPN The (P address of the user terminal is assigned
by the DHOP server installed within each VLAN from the 1P address spaces of

the respecthve VLANs, IR addresses for servers are statically assigned from

the raspective VEAN I adar SPACEE.

User account information o be used for authentication purpoeses will be
provided (o every MAVPHN gateway from the RADIUS server, as shown i
Figure 2.8, The RADIUS server will be instalisd wihin g special "Managemant
YRR syaterm, User acoount information 1o be storad in the RADIUS server will
nciude user 10s, VPN namss for which assooistion s grantad, and
passwords. As such, a user can have zg many accounts as the number

VM for which hefshe is granied association.

To apridge this work, one could observe ihal network hosts can us

i)

wansparently mulliple YPNs system on an indbddual user bagis. |t was also
confirrned that host zocess can be controlied individually by way of an

zuthertication mechanism




LHAOP servay U sarve

Uger VN L VR

DHGE server

By 2.6 Logicat network configuration of the profolype system

Corversely, the use of VLAN for security measures in g swich network, same
researchers found i inadequata. For example, Apam a soltware daveloping
company based in Southern Califorria in the United Siates developsd an
apphcation o proffer solution o how network securily adminisralors oan
reduce the complexities of firewall and VLAN management in an anterprss
network. Inoan altempl io drive home this point, the company preseniad
EpiForce seouily software that is designed 1o deliver access control ang
poiicy-based enoryption, both based on kentity, 1o protect oritical dats ang

canynunications rom intruders {Apani, 2008).
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Clater, gives e highlights for new

rebwnri design and prooedurs for VLAM ¥ npigmerntation,

3.3 NETWORK CONPIGURATION

swards realisation of the guals for his project an siated in Chapler One, the

....
X
&

frahin Badamasi Babar wids Unbveraity's Lapad Camipus nebworl s considered

The network is 2 demoanstration of 5 sommon LAN implementad in antes g

’J‘

et ks. Duch networks oould whso e found in banks, scho s, ncal internet

Fig 31 deplets a favout of the pe i

g swich in each

ares inked o e

o bring home the naed for VLAN Hisemeniation

bothe pariormanes

nedwork wouls he astimabed

1

wy nebwork shaulaton and koown maihematinal modet

atusiions that oon

suppot the demonstration of all the funations padonmed by the nelwork, Clsea

Packet Tracer network simulalor is chosen for modeling and sriatating

perdoimance of the nebwork However, another simuiaior called Torg 5 also
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ncorporated for some instances to achisve excellen! rasulls i T Our analyss and

design,
Cisco Packet Tracer s a comprehensive networki g technology teaching and
fearning programme that offers a unigue combination of realist simiiation and

visuglisation experisnces, assessment and activity authoring capabilities, and
opportuntties for multh user collaboration and competition, nnovative features of

the Packet Tracer can help studenis and feachers collaborale, solve problems,

&

and learn concepts in an engaging and dynamic sockal envirenment, Some

reasons for choosing Packet Tracer are as follows:

ot provides a realistic simulstion and visualization Isarning environment that
wiitates laboratory squipment for network desigrn.

« it enables authoring and localisation of structured learming activities such as
tabs, demonstraions, quizzes, exams, and gamas

s it empowsrs students (o explore concepls, condusct axperiments, and tast thair
undersianding.
« It allows students and teachers io design, build, configure, and troubleshoot
netwarks using virual eguipment,
» i supports @ varety of teaching and learming opportunities such as lechwes,

group ard individual labs, homework, and competitions,
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As Mustrated in # e 31 the structure of the network consists of saeven 3reag

with @ switch in sach areq, except greg 2 {lirary comple ) et s connectad o
switch 1 via cable fink for o CrwaETd SonNection to the router 0, avery other switeh ia
sannected o switeh 1 viz radio ink Router 0 is Cisco 26811 contigured as DHOR
server for the antire netwerk, At area & {temparary administrative building) is g
server meani for o ursary departiment However, both the server and the host
arund area 8 are oonfic gured 10 use the sama s ubnet Alse at srea 2 {E-library)

there is a sarver for Horary services,

3.2 Network Performance Estimates

3.2 Performance Estimate Using Standary Formulae

The nebwork performance measuras of interest are network delay, network
utiiisation and service time for the network users. We first conduct anaiysis of the
exising network 1o estimate s performanca. The entire systembhevork {figura
310 be anatysed conforms to o simple MAA Gusuing system this is becauss
the entire network forms 3 9 ingle broadoast domain (assumed o be the GUsUe)

as Hustrated in figume 3.2

Barvar
5
‘z | ( B
{
B Ciueiis 3 Service tme o7 O S N
- tygers 17 ' v v
/ é

Figura 3.3 M queus syslem of the entire network




Assume random request by network users from the router 0 which s the sole Hink
to internet, the random reguest could be matched with Poisson distribution,

Wihich states that, the probability that there are & arrivals in f seconds is givan by,

y Py «z s
o i
o {38

where 4 iz the average number of sirivais per second. For & = {3 the above
probability reduces o ¢ 7. Thus, the probabilily that there are one or muoe

arrivals in time fig - {prohabiity that thers s ne armval)

N
NT
:
it
T
>
/63
el
-

By random sgrvice, we inply that the tme [0 service an arrival is given by the

poneitial digtribution function, That s

P iservice time <= 1-27 {:

a3
Led
Nl

whers 7.8 the serdos time,
The quews size for the natwork users i given by
‘\' }J\ {3‘4}

4 -
bai Lo pr i”"
PN FagFr I

o

where p, s the total number of broadoast in the nebwork, 4 is the mean armwval
rade per second, 7 ik the mean service Hme in seconds angd p i the probability

gt the queus is emply, we can delerming o by sunplifying the equation {3.4)

for p, andthe facithatthe sumol p fork= 012 . o, st be 1, 80,

P
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B
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= .4..,‘" {3.8;
Eguation 3.6s 3 Wpisal geometric saries with common ratio - sulidion of
infinite geometric 88 in equation 3.5 ig

= A7 < 1 {Stroud, 2001}
Of 3, =9- 47 {(3.73

Nebwork utiiization w Cat now be found from the probability that the Gusue i not

emply, or
Ymton, = 57

o = AL

\

he queue size distribut 00 cant be described in feem of server ultication

Pr= i A0 KA Y ) PRy

Hut from above 7 is assumed 1o e lsas than 1. According to Litte s formula the

mean quaue sixe in a network is given by

pN
-
i
e

The abiove derived equUations can now be used o detenmine the behaviour of QL

fsfyork

The mean arrival fate within the network {rate of broadeast by natwork us
¥

=0.05Mbps a8 given by

&y the infernet service provider (159




Le 4= 0. 5Mbps

Average link Speed = B5Mbps (Fthernst 802.3 are dasigned with link speed of
1100 Mbps, However, the 85 #4 s is assumed to 8ke care of loss and Cable
properties)

2

nverage message length broadoasted within the nEtwork =120 M {assumed)

.y - }{} ‘i;‘)
Thus, the mean service time o= %
g

SR S A
ST B

,ifw}s

Averags network utiisation = Y = AT = 0551 412 = 0,706 =70.8% {from equ. 3.8

The mean waiting time is given by service time midtiphed by the mean QLG

stee. Thus, mean wating tirme = .

= = 3 3% Re0 v 4 dgpe
i ; L?j

This walting time is fagutred before 5 given broadcast is servined.

3.2.2 Performance Estimate Using Simulator

To further ascentam the network's frus behavinur, simudation of thea network wasg
conducted. Figures 3.3 and show the resulftz ablained for pinging router o

from user 4 tarminal connected in switch 1, and user 91 Lonnected to awilch 3 gt

Faculty of Man Egement And Social Scences The "PING” is a tool of the Infernat
Control Maeg ssage Frot (CMPY tis a ToPAp protocol that enables LoMmpuiers

o 8 network 1o share sror and status information HOMP s often used for
reubleshooting! verification of connectivity tes: {Tom, 2008} From shmulation
rasulls of the network {refar {o fig 2.1} i was cheerved that the time taken By any

host to acoess the rauter i inversely proportonal fo its distanes away. This

phenomenoen makes the network (o be distance-biased




Strdlarly, the ping resull for pinging router O from user 234 is as shown in figure
]
3.4

Uther drawbacks in this network includs:

i, Bandwidth waslage becauss o6 many users arg planed within the

sarne broadeast domain

i, Segragation of the hosts that are not connected 10 the same switch o
share network resourees that are not meant for gl users will not be

posstble. The nebwork  mssowrces  are opened  (unsecured), no
restriction. Thus gny network user can intrude Into mportant servers

within the network.

i, The Database server load was also found (o be soaring.
. Arbitrary delay was also obrerved in raversing the network

To restrain the problems highiighled above, VLAN is 1o be implemenied will

togicatl configuration that will be done on the swilches, VLAN can halp break up

broadoast domain o the requirad number. it the same vein, it could be usaed o
solgte important servers, and cul down the dalabase server load and the

natwork service ime.
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Figure 3.3; Ping resullt between user 1 and Rowter {4 atiCT Centre

Figure 3.4 Ping result between user 91 and Houler G




3.3 Network Design

Baged on the hardware requirermnent for depleying VLAN 2 new router would
have o replace router i the axisting network. V0LAM-aware swilch cables of
inter-WLAN routing will e required for the replacsment. Also, as a network

design issue, an appropriate node placement i reguired for the swilches

The iopological design of a network assigns the links and link capasities for
connecting the nodes. This 15 among the ontical aspedt of a network design
bacause the routing, the flow control and other hehavioural design algorithm

rest largaly on the given nelwork lopology. The location of the swilches, link
connections and link speeds directly detenmine the transit tme through the
network. The topologiog! design helps in selecting appropriate locations for the

\

network concentrators (switchas and routers), In this work, Flowd’s Algorithun
ardd Minimal Spanning Tree glgorithm weore applied to determing how bast 1o

link our switches to ensure optimal performance for the network and reduce cost

Flovd's algorithm iz one of the general algorithms that i3 used o determine the
shortest route between any two nodes in 3 network {Taha, 2008} The algonthm
represents an a-node network 45 a squarg malr with » rows and 7 columng,
Erdry (4 I of the matrix gives the distance Dy from node 7 1o node §, which is fin
i# s linked diractly to § and infinite otherwise. Similarly, i deals with linking the
nodes of a network, directly or indirectly, using shordest langth of connedting

hranchss.




3.3.1 Topological Design

Given the locations of the network users in thelr vanous areas as depicted in fig
3.1 the optimsl lncaton for the switches s highly desirable. We replace 3l the
radic finks with fibey links, this s because the sxisting radio links uyse [EEE
8G211h DESE. BEEE ik the highwate dirsdt seguence spread specirurm (HR-
D585 method for signal generalion in 2.4 3Hz unlicensed industrial, scientific,
and medical (I5WM) Band Behrouz, 2007 The 158 band can ba competitive.
Ancther reason for mplaomg the wireless ink s to avold delay as propagation
deiay depends upon the transmission media and dirsct distance betwesn the
sourca and the destination device, For wired media, propagation delay 8
neghigible (Sanay, 20058} To begin the dasign the physical area 1o ba coversd
by the network is considered while the seven {7) switches within the grea sre
diatributed 1o iniliglize the switth placement, after which Flovd's aijonthm is
appdied 1o select appropnate comnections for the swilches based on distances
batween the nodes. Floyd's algordthm is applied with the aid of TORA primey
zofiware {0 oplimize the location of the swilches, The TORA primer optimisation
sysiem 8 3 windows-based software designed for use with many of tha
technigues presented in operations research taxt books. An important feature of

the software is thal # can be used i solve problems in an avtomaled mode, thug

redigving one of the burdens of the continuous compulgtions that gensrsily

[ 3]

chigractarise Operations Fesesrch (OH) aigonthms (Taha, 2008} Figurs 2
Hustrates the initial switeh distributions while initiad Floyd's matnoes oblained

from the switch positions are as showr in Table 51 and 3.2




Figura 3.5 Network {opology

2y

The approximale nk distances is as shown inlables 32

44



Table 3.1: Dx Table, Max swilch ares X, d,; - distance betweer Switch arga | and
switeh ares i

81 M2 N3 N4 MNE N8 M7

M1 gy s tha iz dig dys

N2 doy dps duy the dy
N3 dy dxz dsa dan dus duy
f4 ‘ju {342 6‘243 d‘iﬁ i’:f} dfﬁ
MB dm dsy  day s das day
NG gy depy dex O dae e
N7 thyg dyy oy dwe oty dm

LA




Table 3.2: I, The inttial gtarting distance matrix from the dagram in figure

38, he apuroximate distances are measured in Kiometars )

81 M2 M3 N4 M5 NG MY

89 1 12 3 o0 ¥ 2
MNZ 3 o < o o A
M3 3 o e [ s £
B4 3 sa B & . oo

B 2 0 o &8 4 00
%5 7 o o P 4 o
N7 Z

&
o)
8
&
g




Table 3.3 B, The initigl sequence mstrix from the diagram in figure 3.6
k1 N2 M3 b4 ME ME N7
MY 2 3 4 5 o 7
M2 1 _ 3 4 G & 7
A 1 2 n 4 5 & I
k4 1 Z 2 _ 5 5 7
M5 1 2 3 4 - 5 7
015 1 2 3 4 & n 7
MY 1 2 3 4 5 B _
47




Floyd's tarations § -3 resuit dinplay

EXN
s
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Figurs 2.7 Floyd's Herations 3 -5 result display

The resuits oblaingd using the Tora software (for Floyd's aigonthm), show that
after 8 Herations the optimal shortest routes were delenmingd for the swilches
The teration tables from the software are as displaved in figures 3.8 and 3.7 To
conclude the opological design, the fingl matrices Ds and Bs contain all the

iformation nesded 1o detarmine the shortest route betwesn any two nodes i the

4G



network, we now apply Minimal Spanning Tree algorithim 1o the fingl Beration
table of Floyd's algorithm to determing the hest way to link the shoriest possible
length of connacting the swilches slarting from switch 1. Figure 2.8 display the
result for the spanning tree aigorithm. The minimal spanning tres algorithim deals
with finking the nodes of g network aeither directly or indirectly, using the shoriest
tength of connecting branches. The unwanted links were replaced by naw link
(et nks Dy and U, ware removed and dirent Hnk [, was inbroduced)

following the result of the spanning tree algorithm.

Figure 2.8 Spanning free algorithm rasult display




3.3.2 Vian Design and Implementation

in order to simpify this implementation, all users were categorised info six groups
and distibuted within § VLANs, Table 3.4 shows the users’ distribution for
various VEAMNE o be implemented. Table 2.4 forms the basis for our VLAN
segregation. bach VLAN g configired so as to have only ons 1P subnet o gvoid
I conflicts. Users within each VLAMN are assignad 1P automatically by g DHOCP

sarver located in the same VLAN,

Table 3.4; Wi AMs, users and server distribution
YVIAM Mo, VLAN Names  Membars

% Defaull Emall server
2 Bursary Errall server, CEQ, Bursar, all HODs and
principat staff, Bursary senver, all Deans
3 Soiences FAAN staff
Yisiors Yisitons
& MiS Emall server, MIS server, HOD MIS, Data

bigse server

& Addimin University principal staff

3.4 Vian Configuration

3.4.1 Metwork Equipment for VLAN Implementation

The proposed VEAN will be implemented by IEEE 802 1OVLAN techniques using
Cisco Packst Tracer 5.2, Cisco Catalyst 3060-247T swilches weara moorporgted

to support IFEER 802140 technology that uses a lag containing & 13-bit VLAN D

atiached o an Ethemst frame ¢ ally divide Ethermet connachions. The Cisco
Datalyst 2850-23477Y s a member of the Catalyst 2880 Series intelligent Ethemnet




Switch family. 1t is a fixad- enfiguration, standslons switch that provides wirg.

sped Fast Ethernet and Gigabit Ethernat connectivity for rud-sized networks.

3.4.2 Bwitch Configuration
By default the Cisco 20680-24T7 switch is designed to create a primary VLAN
calied “default VLAN bafore any configiration for multiple VLANS. Figure 311

shows the inherent propertiss of the awitel before configuration and connection

Figure 3 Z} f\ée’f*°'ore< symbol and properties menu of 2060-247T switch

Figure 3.10: Physical appearances for 2980.-247T swilch

From Properhes menu shown in figure 2.8, sach port has different MAS address,

and could be connectad o either different or stralar lnk types. Fach switch within

25
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the network iz configured fo support only the VLANS trafiic thatl is aflowed ‘o

traverse the switch, Figure 3 ¢ depicts the configuration panel for & switch.

3

Fgure 311 Configuration panels for switches

The Config tab  (igure 21 fur the swilch offers thwee genaral lgvels of
configuration: globat, switching, and interface. in global settings, the swilch
display name was changed as i appears on the workspace and the hosiname ax
£ oappears i the Clsco 108, Figure 312 fHlustrates changs of name for ares 4
switch. One could also manipulate the switen corfiguration files in any of the

nliowing ways:

» Erase the NVRAM (where the startup configuration is stored),
s Save the current running configuration (o the NVRAM.

* Exgort the startup and running configuration 1o an external text file,

[
(]




® Load an existing configuration file (in bd formaty inte the startup
configuration.

» Merge the ocurrent running configuration with another configuration file.

Figure 3.12: Renaming grea 1 swilch

3.4.23 YLAN Databaze Configuration

To configure switching, SWITOHING butlon was expandsd o gain access tn the

YLIAN Datagbase button. The swilching leval, however, is where wea managed the

W AN database of the switnh,

VIANg 2, 3 4, 5 and & were configwred on the switches from the VLAN

Database sub-pansl Each VLAN was added by entering 8 name and a VLAN

mumber and pressing the Add button. As depicted in fig 313 all the configured

WVEAN sntries are displayed.




3.4.4 Ports Configuration

As frames are swilched throughout the network, switches are meant {0 Keep
track of all the different types, including understanding what 10 do with them
depending on the hardware address. Frames are handled differently aveording to
the type of link they are traversing. There are two different types of links In a

swiiched snvironment; Acoess links and Trunk Hnks.

Figurs 313 VLAN configuration §
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3.4.8 Avcess links and Trunk links
Access Link: this type of link iz only part of one VLAN, and it is referred to ag

the native VLAN of the port, Any device sttached o an gccess link is unaware of

a VLAN membership— the devics just assumeas its part of & broadesst domain,

‘s
LA




Table 3.5 Switch ports condiguration that carry multiple tslephone convarsations.

Switch

Arey

Areg 2

Area 3

Arpa 4

peact

FastEthemst D2
FastBEthernet 043
FastEthemet /4
FastEthemet (75
Fastbthermast 046
Fastbthernet 01
Fastizthernet §/2
Fastithemet (/3
Fastizthemst /4
FasikEthemet I8

FastEthermet O/8

GigabitEthernet 174

Fastbthernet 071
FastEthemet (72
FagtEthernet 04
FastEthernet G5
FastiEthernet (8

Fastizthernst (/21

Gigabitithernet 171

FastEthemet 041
FastEthernet 072
FastEthemet B/2
FastEthernet §/4
Fastithernet 045

GigabitEthemet 171
Gigabittthemet 1/3

Type of link
configurad

ADCLSS

Trunk
Trunk

YEAM membarship

Al VLANS
YWLANS
WEANZ
VLIANZ

AHVLANS

WLANS
VEANY

Al VLANS

Al LANS
VLAMA
YLANS
WVEANG

Al EANS
Al LANS
A VLAMNS
Al VLANE
Al VLANS
Al VEANS




but it has no understanding of the physical network. In contrast & frunk link can
carry muitiple VLANS and orginally gained its name after the lelephone zystem

Trunking aflows us 10 make a single part pard of multiple VLANS gt the same
tme. All the user ports were configured as “access nk” whilst servers’ ports and
printer ware corfigiad as "trunk links”. Table 3.5 gives the summary for porls

configuration for varous switches,

Switches have only Ethemel-type inlsrfaces {ports). For each inteface, the Port
Btetus (on o off), Bandwidth, Duplex sefting, VLAN  Swilch  BMods,
and Transmission Ring Lbmit were set By default, an interface is a VLAN
access hnk assigned o default VLAN (VLAN 1) Figure 314 shows the
configuration panels for port 1 known as FastEthemel U771 before changes were

roade,

We use the drop-down menu on the nght side 1o resssign the port to ancther
sonfigured VLAN supported by the swilch, We could also changs an interdface
ito a YLAMN trunk port by using the drop-down menu on the right o select the
VEANS that trunk is 1o handle. Ports within & switch can only suppott one of the

YLAN preconfigured in the swilch

eoiivalent Clseo HO8 commands for all one's actions

Ln
-
ot




Figure 3.14: Port configuration pangst

3.& Dhep Server Configuration

The DHCP property of the server is configured from the services sub-iab, the

start 1P address and subnel mask wers corfigured as 173104010 and

255355 (.0 reaspectively. Figure 3015 lustrates confiquration of DHCP server 1o
f et

automatically aliocate 1P addresses 1o usars,



Figure 30150 DHOP server configuration pane

Simitarly, figure 318 Hustrates configuration of desitop user o automatically

acquirg 1P address from DHOP server,




?sgzjse;; A6 users P corfiguration panel

3.8 Configuring inter-VLAN Routing

Network devices in differant VLANS cannat communicate w th onge anothe
withoul a router I route taffic betwsen the VLANs In most network
erwvironments, V90AN: are associated with individus! networks or subnetworks.
For example, in an 1P neh work, sach subnebwaork is mapped ¢ an individual
VLAN. In a Novell IPX network, each VLAN s mapped @ an X network
number I an AppleTalk network, each VLAN is assooiated with a cabie range

and AppleTalk rons name

Configuring VLANS helps contral the sizee of the broadesst domain and keeps
incal wraffin looal Howeaver, when an end slation in one VLAN needs to
communicate with an end station in another YLAN, inter-VLAN communication is

guired. This communication s supported by inler-VLANM rout tirg.

The inter-VLAM wasx implemented at the central switch ot T Centre to allow the
merbers of other VLAN: that are not in the same VLAN with the appdication

servar bul possess authentication Key to access the application server To owrh




others that do not have the authentication kay o acvess the application server,
an authentication scheme is incorporated. The mechanism used by the scheme

is dizscussed in Section 3.7

3.7 Authentication Schems for Sscured Application

Login access presents a oh allenge o network managers entrusted with network
sacurity. Owr asuthentication scheme io bhe mplemented s designed o
authenticgte, authorise, and account every user that requests service from the
appication  server.  Authertication,  Authorization and  Acocounting  {(8AA)
lechnologies are based on Cisco procuct capabifiies (Cisco, 2008) For the

purposes of this design, the foliowing generic definitions apply:

« Authentication. The process of validating the ciaimed identity of an end user or
a device, such as & host, sarver, switch, router, and go on,

» Authorization: The ast of grant NG S0cess fghts 1o a8 user, groups of users,
system, or a process,

© Aconunting: The methads to sstablish who or what, performesd 8 certain action,

such as fracking user connection and fogging systm users.

Dapending on the conventions and requirermnents of particudar design, one could

selact @ secunily environment which uliizes Terminal Acce: sz Confrofler Access

Lontrof System Flus (TACAC S+ or Remote Authentication Dialin User Service

&1




3.7.1 Authentication Sorver Configuration

In the AAA service configuration, we set up the server to be a RADIUS server,
The Radius was oonfigured as AAA server, In addition o configuring the AARA
garver, we also nead to add authorised users. To add authorised usars, we enisy
the UserName and Password for the ussr and ciie on the + button. The
configuration panel is as shown in figure 3.17, device H1 iz g router that granis
all the users ancess (o the spplication server. 1t is being configured 1o use ASA
authentication on the VYTY lines using authentication list telnet fines. The
authentication st uses RADNUS as its source for fogin information which iz

configured to poll the Radius_Senver device on 1 B2.168.10.2 using the key.

pEate 244

Figura 3.17: RADIUS server configuration panel
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.....

switch oould be any of the arsa swilches within the network.

Figure 318 Metwork layout for securing application sarver

3.7.2 Usar Verification Procedure

ay As shown i figure 317, the nebwork user at PC1 terming! parforms the

request 10 gooess gpplication server by entering histher user 1D angd

by This information s passad o g Network Access Server B device, then o

RADIIS server over the RADIUS protocol

(]
RS

The HADIUS server checks that the information is correct using
guthentication schemes. i acceptad, the server will then authoriss aocess;

if atharwise goness s denied,

interaction proteco! betwesn client and server ulilizes UDP transport protocol

RADILS packet structre In computer network is as displayed in Figure 318




LB Header

Figure 3.19 RADIUS packet structure, request and response in computer

nstwork.

Password protection is based on following prindiple;
Dez Py @ MDS{SHRA)

== B2 MRS (840
Cyp= P, &S Caet)
where
Rax Regusst Authenticator
e pipher text Block

Py e password broken into 18-ooiet blocks

FE= hash 1 enaryption algonthm

The chient and server share a secrel That shared secrst (3), followed by the
Request Authenticalor (FA), & put through an MDE hash {0 creale a 18 oot
value which iz XORed with the password enterad by the ussr. i the user

",
H

pgsaword 15 greater than 16 cctets, additional MDS caleulations are performed,

uging the previous cipherdext instead of the Regquest Authenticator, The User-

password giribute contains L %{, +, +C . where + denotes concatenation. Alter

the zerver recaives the RADIUE access-request packat, authenticator device is

f34




verified through address and sewret password stored on server. if server doas
not possess a shared seorat for the authenticalor, the requast is silently droppad,

Becguse the server alse pussesse

24

the shared ssgorel, # can obiain the
unprotected password through reverse algorithm and, using s authentication
database, validates the usarmams and password. F the password s vailid, the
server creates an Acvess-Accapt packst n send back to the authenticalor, if the

password  is  wvald, the server weales  an  Access-Reject  packet

i authenticator receives a responsa packet, # altempts {0 maich # with an

packst, with correct login information, user compuder s authenticated (Libsrios,

2004},
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CHAPTER FOUR

4.4 RESULTS

4 ’

The resull of standard formudas derived in Chapter 3 {gqueuing theory

formuias) for analysing the network performance provide expliclt way of

representing the network properties analytically. Sim mitarly, Glsce packet tracer

Q*

sirmiator offers the test bed for modeling and evalualing the newly desgned

network. The results of the analysis and the properties of the modelad

network ara preserited in thiz chapter.

4.1 Anabytical Result of the Network Disssction

Following the eadier assumptions of an MW system for the entire network i
Chapter 3, the modsled network with six VLANS has been segmanied into 8
difterent broadeast domaing, each of the domain independent of the oihers
thesr mtra communication. Thus, the network delay for easch domain is
caloilated usig same MW squations. Assuming squal distibution of the
massages being sent 1 ihe network by the users, the message length per

VEAN will now be equal to one-sixth of the mean message Jength into the

network, Thus,

messags length per VLAN= & { ¥i20 Mbises = 20 Mb/ ses
3

Hence, mearn senvice ime per VLAN
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Metwork uliization per VLAN

W AT = 0550235 = 0,118 {1.8%

arl, mean wailing time

W 0.3 1860235
[ P~ 118

From the above analysis, it i glaring that the mean service time T, for the

2

'3

network users and the waiting fime w, have reduced dmproved) while network

C}}

utiization has also reduced as shown in Table 4.1 This, more users or

broadoast can be gooommodated without saturatio

Table 4.1: Network properties before and after VLAN

sfing, Network Belfore VELAN After VLAN inferance

properiies

% Mean service tme 1412 sac 3.235% sec, Redunsd by
Ta 83.36%

2 Metwork utisation  70.8% 11.8 % improved

§3.28%
3 Mean wailling time 2201 sec. 3.03145e0 Reduced by

106.868%

P




4.2 Simulation Results Before VLAN implementation

The simutation of the IBBU Lapail network censidared in fig 3.1 shows that
grouping of natwork users thal were not connected o the same switch WAS
not feasitie. The proof of this weakness within the nehwork was oblained by
bying 1o establish communication goress swilches Figure 4.1 shows the

analysis of such altampts,

Figure 4.1 Communications between users connsctad to Ufferent switches

I figure 3.1 the communication request sent fom user 2 connested 16 switch
2, o E-mall Server connected 1o switch 1, failed because the frame could not

raverse the network Inks to the expected  destnation Sirmlarly,

communication request from user 4, User 5 and user 8§ to E-Library server,

user 7 and user @ respectively also falled as depicted in figure 4.1 regardiess

of the fact that alf the nodes use the same I subnet, This is bacause they are

nat i the same VLAN.
5%

frr contr communication betwesn user 1 and e E-Library server was

Pl

3

suscesstul because the bwo com “EU”S’CSU{Y‘: devices ware connecied o the

-

oF

&3

same switch and share the same F subnet Figure 4.2 shows the datall

68




how 2cho reguast sent from user! traverses through the nebwork links and
devices o the E-Library server, Stntarly, communication link fom wireless
user 7 user 70, and user 134 o user 9 Bursary server and user 240
respecively ware all successfiul because all Hie Dalr cormunicating devices

were connected o he same switch,

Figure 4.20 Infra switoh ok test

However, every host can reach the router successfully. This means that avery
nebvork USer Can access e intemne! service viz the roner irrespectve of s

il

jad}

weation within the network, The ping fesis from user 1, wirsless user O
user 300 1o the router were all successhyl as shown in fgure 42 Each
themet interface of the muter is confl gured with different subnet as indicaled

L

i Taeble 4.2,




Table 4.2: Central swilch interface 1P addr
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Figure 4 .30 Ping replies received at the user 1 teominal frorm router O (average

o .

Lme taken for reply is 39ms)

Figure 4.4 Fing repliss received 3t the user 81 lerminal from routar

{average me faken for reply s 138ms)

3




Figire 4.5 Ping replies recelved gt the user 159 terminal from router G

Cornparing the successhil ping test shown in figures 43, 44 and 4.5 i could

e ohsenved that the reply me is wversely proportional 1o the distance away
from the Router § in figure 301, Thus, the network is distance biased

4.3 Simulation Resulls Obiained After VLAN Implementation

Subsequent to mplementation of 8 VLANS, inter-swiich communication was
estabiished which was not possible in the existing network. In figure 4.7 itis

confirmad that the only successful cemmunications ware intra-VLAN, which

was practicable because trunk links exist betwesn adiacent switches.




A 21 2 B

Figure 4 & Intra and infer switch communication attempls

£.4 Test for Infrastructure-Baserd VLAN
From figure 4.7 ping request from user 48 in VLANS and CEOQ in VLANZ o
Mall server were sucosssful, These scenarios confirm that both servers

belong 1o mom than one VLAMN which tmphes that the VLAN implemented &

5

X,

mfrastruchire-based,

fgurg 4.7 Cormmunication links o test dnk to server from vanious network

4.5 Tests for Secured Application
Intrusion into secure applcation server was impracticable for unauthorised
users. Fig 49 shows wo unsuccessful altempis by unauthorised netwerk

users, However gt the tird attemp! the comect user name and password

~~4
L




warg provided by asuthorised user and access was granted afier successiul

Figure 4.8 User login verification




CHAPTER FIVE

5.0 IHBLUSBION, CONCLUSION AND RECOMMENDATIONS

8.1 Discussion

The design and bnplementation of infrsstructure-bazed VLAN for secure
applications which is the focus of this project work vielded results. Qur case
study, the brahbn Badames) Hebangids University (BBU) Lapal Main CAMDLE
nebwork was analytically dissected fo svaluate the network performance and
behaviours, Both analytical and simulation resulls oblained provide the bases for

our design and subsequent profolype mplementatio

8441 Anslvtics! Hosulls

The entire network was assumed D be g typloal MY scenario, This is because
alf thr usars within the nebwork tend 1o compets or share the network resources
with ro segragation or preference for any ussr within the network, Thus, Sy
uner possesses equal probabiily o access the nebwodk faclibes, The result
obfaingd shows that the nebwork uliisation was 70.8% which unphiey hat any
upsirge i ihe number of users o number of requests within the network,
partoularly during peak hows cause nelwork congestion. This circumstance
reduces the network throughput 1o glmost zer, which means no user areys the
serdos of the network at that padioular pe w,; After redesigning the network, the
network aversge ulilisation was reduced to 11.8%. Af this value the tendency of

congastion is highly retuced even af peak hows,

L




2 prean servioe Bme and e mean waltin it reduced from 1497

secondds and 3381 zeconds I 0235

PR

ondds and O 0368sennnds respaciively

iy mabing e nelwork miye o

o Al users,
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seaquent 10 wmplementstion of ow
Cawiteh communidoation was estaplished. Thus s, e usbwnrk

usars couid be groupsd ogioally to sxchan g information {e.g among commitiea

VEAN nplemendad reduced tha mi gration cost of stations

s e ang

Possgment or sven o

another swilch, B s much easier and ppricker 10 movs

; using software. We

were aiso able o provide an exbra measwre of seciity, people belonging o the
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8.2 Lonplusion

The success recordad in s work wesz nof Blchdres som wr Of these problems

wWire  overcoms  through consullations, Howsver, some of fhe underlying

problems are mantioned he
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i The information collectad from the operators and the administrators of
the 1IBBU Lapal network were venfied before use, particularly
nfarmation about the nebwork esquipment in use. We thus, result 1w
collent the information and find a8 way of verifying same by sseking

access o such squipment.

i, We always tned {o compare our result with real life behaviour of the
network. Mowever, at most times we have o lizise with the network
users to grant us aooess 1o thelr computers. Some of our results wers
based on mathematical analysis and software sunulation, Though, we

ware able 1o make up o aboul 85% of such comparison. The

comparisons we made aid us in obtaining betley resulls.

i Eguipmen ke radios and the switches and routers within the natwork

were not configured by the nebwork adminisirators; they were maostly

installed and configured by the contractors, Henoe, we could not login
into the eguipment to accass the configuration file. Nonstheless, we

made assumptions from those that wers aocessible.

. Lack of squippsd nelwork laboratery in the department. H such

iaboralory exsts we would have besn able to simulats the real nebwvork

RCENATID,

N \.i
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