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ABSTRACT

The introduction of Smart contract-embedded blockchain systems incorporated with Building
Information Model (BIM) in construction projects brought about the transformation of public
and corporate management. The system, although it has contributed to infrastructure
development, still faces vulnerabilities such as eavesdropping, data tampering, and possible
attacks, requiring a secure communication channel. In this research a secure system for
transferring data through the Inter-Planetary File System (IPFS), BIM and a blockchain-
embedded smart contract is developed. The system used a symmetric, multi-level authority and
encryption to ensure the confidentiality, integrity, and availability of the transferred data. The use
of IPFS and a smart contract allows for decentralized and distributed storage and transfer of data,
while the use of multi-level authority and encryption provides additional security measures to
protect against eavesdropping, data tampering and theft. The model developed was tested
alongside a transposition cipher and RSA cipher against known cryptosystem attacks, dictionary
attacks, and brute force attacks. The results showed that the proposed model after showing 0%-
character placement accuracy for dictionary attack, known cryptosystem attack and brute force
attack, shares the same 0% with RSA. The resulting system has the potential to revolutionize the
way data is transferred and stored, with applications in various industries and contexts because it
requires less technical know-how and capability to deploy when compared to modern
cryptographic techniques.
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CHAPTER ONE

1.0 INTRODUCTION

1.1  Background of the Study

The construction industry is going through constant changes and is managing the transition from
the analog to the digital era. A prominent characteristic of large-scale structural engineering and
construction projects in current years has been to design and build state-of-the-art structures and
integrated complex systems never attempted before. The complicated nature of these designs has
significantly led to the essential need for very high-performance capabilities not earlier considered
(Hargaden et al., 2019). With the rapid advancement in technology and construction projects
becoming more and more complex, construction project managers must quickly learn to adapt to
this ever-changing environment by approaching new practices and technologies. One such

technology that has gained traction in recent years is blockchain and smart contracts.

The concepts of bitcoin and blockchain were first proposed in 2008 by pseudonym Satoshi
Nakamoto, who described how cryptology and an open distributed ledger can be combined into a
digital currency application (Xu et al., 2019). Blockchain are tamper-evident and tamper-resistant
digital ledgers implemented in a distributed fashion (i.e., without a central repository) and usually
without a central authority (banks, companies, or government) (Yaga et al., 2019). Blockchain is
a finance-oriented extremely ingenious distributed shared ledger and peer-to-peer value transfer
technology, that establishes trust between unknown stakeholders and automated payments.
Blockchains also reformed the finance and supply chain industry by shortening the time needed to

complete time-consuming processes and removing nearly all intermediaries (Guo et al., 2021). At



first, the extremely high volatility of bitcoin and the attitudes of many countries toward its
complexity restrained its development somewhat, but the advantages of blockchain which is
bitcoin’s underlying technology attracted increasing attention. Some of the advantages of
blockchain include its distributed ledger, decentralization, information transparency, tamper-proof
construction, and openness. The evolution of blockchain has been a progressive process.
Blockchain is currently delimited to Blockchain 1.0, 2.0, and 3.0 based on their applications (Xu

etal., 2019).

Blockchain 1.0 is related to virtual currencies, such as bitcoin used commercially for small-value
payments, foreign exchange, gambling, and money laundering. Blockchain 2.0 concentrated on
applications in other areas of finance, where it is mainly used in secure trading, supply chain
finance, banking instruments, payment clearing, anti-counterfeiting, establishing credit systems,
and mutual insurance. The greatest contribution of Blockchain 2.0 which was the Ethereum project
was the idea of using smart contracts to disrupt the traditional currency and payment systems (Xu
et al., 2019). Blockchain 3.0 is described as the application of blockchain in areas other than
currency and finance, such as in government, health, science, culture, and the arts. Blockchain 3.0
aims to popularize the technology, and it focuses on the regulation and governance of its
decentralization in society. Blockchain 3.0 envisions a more advanced form of “smart contracts”
to establish a distributed organizational unit, be subject to its laws, and operate with a high degree

of autonomy (Xu et al., 2019).

A smart contract is an executable code that runs automatically on the blockchain by consensus
nodes without any trusted third party. A smart contract can perform specified operations once pre-
defined rules have been met (Wang et al., 2020). For example, using a smart contract, Alice will

only receive a certain amount of currency from Bob, if a particular set of conditions are met by



Bob. Ethereum is one of the most popular decentralized platforms for smart contract applications
(Chang et al., 2019). Users may design their contracts by defining data structures and functions in
each contract and subsequently deploy the contract on the blockchain. Contracts can communicate
with each other through their Ethereum addresses and application programming interfaces (APISs)

(Ahmadisheykhsarmast & Sonmez, 2020).

Blockchain 3.0 is now used in the industries such as healthcare, education, government, charities,
real estate, insurance, and banking (Guo et al.,, 2021). Blockchain’s characteristics of
decentralization provide zero downtime, ensure tamper-proof data and non-repudiation with
immutability, implement security with cryptography to establish trust between participating
parties, and utilize consensus algorithms for data integrity, verification, and scalability on private

and permissioned blockchains (Guo et al., 2021).

A file system is a subsystem of an operating system whose purpose is to organize, retrieve, store
and allow sharing of data files. Information technology evolves in multi-decade cycles of
expansion, consolidation and decentralization. Periods of expansion follow the introduction of a
new open platform that reduces the production costs of technology as it becomes a shared standard

(Suralkar et al., 2013).

A Distributed File System (DFS) is a distributed implementation of the classical time-sharing
model of a file system, where multiple users who are geographically dispersed share files and
storage resources. Accordingly, the file service activity in a distributed system has to be carried
out across the network, and instead of a single centralized data repository, there are multiple and

independent storage devices (Suralkar et al., 2013).



The DFS server allows the client users to share files and store data just as if they are storing the
information locally. However, the servers have full control over the data and give access control
to the clients. Traditional Peer-to-Peer (P2P) distributed file systems have inevitable drawbacks
such as instability, lacking auditing and incentive mechanisms. Inter-Planetary File System (IPFS),
is one of the representative DFSs which integrate with blockchain technologies (Huang et al.,

2020).

IPFS is a peer-to-peer distributed file system for storing and accessing files, websites, applications,
and data that adopt Filecoin which is a blockchain-based digital payment system as its incentive

mechanism (Huang et al., 2020).

Data encryption is the art of securing messages by converting them to hidden texts, whereas the
inverse process of retrieving original texts from hidden texts is called decryption.
Encryption/decryption is made possible with the help of some keys. Every encryption algorithm
aims to make the decryption process as difficult as possible without the help of the key used in
encryption. The types of cryptographic techniques we have include; Symmetric key encryption,

Asymmetric key encryption and Hashing (Alenezi et al., 2020).

The construction industry plays a significant role in the infrastructural and industrial development
of Nigeria. However, this sector is too dependent on paper-based modes of communication, a
process that wastes time, money and is prone to errors and omissions and often leads to cost

overruns, delays and conflicts among the project team (Aina, 2015).

When contracts are signed between a contractor and a client, various resources required for the
contract are provided by the procuring entity, covering the budgetary funds and relevant staff for

the effective implementation of the contract (Zheng et al., 2020).



Payments are the lifeblood of construction projects, in practice steady fund flows are rare, leading
to objectionable consequences including delays, increased costs, reduced performance, disputes,
and bankruptcies which could threaten the success of the projects. Payment problems are identified
as one of the top dispute causes for construction projects (Ahmadisheykhsarmast & Sonmez,

2020).

1.2 Statement of The Research Problem

Various governments across the world economy have lost a significant amount due to weak
contract management practices. Contract management covers the title of financial optimization,
helping the business or government to protect itself from the renewal of some unwanted services.
Furthermore, the operational efficiency of any business can only be achieved if a proper contract

management system is applied for a better outcome (Z. Zheng et al., 2020).

When the contract is signed, various resources required for the contract are provided by the
procuring entity, covering the budgetary funds and relevant staff for the effective implication of
the contract. In contrast, conventional contracts need to be completed by a trusted third party in a
centralized manner consequently resulting in long execution time and extra cost (Z. Zheng et al.,
2020). furthermore, as a centralized system, their exit risk of content tampering, signature forger,
and data loss. The introduction of Smart contract embedded blockchain systems brought about a
solution to solving construction industry problems (Ahmadisheykhsarmast & Sonmez, 2020).
Before this research, there exist a Blockchain-enabled smart contract that automates the
conditioning of construction payments on the progress assessments making use of Inter-Planetary
File System (IPFS) for off-chain storage of product flow (Hamledari and Fischer 2021). However,

the IPFS cannot guarantee the confidentiality of the data shared through the system (Alwis, 2020).
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Secure communication and data confidentiality (protecting data against unauthorized access or
theft) are the most important factors when it comes to data protection. they can be achieved with
the help of cryptography through data encryption and decryption.(Alenezi et al., 2020). The need
for a secure communication channel cannot be over-emphasized as the channel can be vulnerable
to attacks such as eavesdropping and man-in-the-middle (MitM) attacks (Mallik et al., 2019). A
culprit positions himself between the supervisor and the IPFS; either to listen stealthily or to imitate
one of the parties, alter the data either for or against the contractor or the client making it show up
as though an ordinary trade of information is in progress. To that effect, there is a need for the
encryption of the channel of transfer of data from the supervisor who inputs the progress of the

construction to the IPFS.

1.3  Aim and Objectives of The Study

This research aims to develop a secure data transfer through inter-planetary file system (IPFS) and

blockchain-embedded smart contract in building construction.

This will be achieved by the following objectives:

i.  To formulate an algorithm for a secured end-to-end transfer of data Using Multi-level
Authority and Encryption
ii.  To implement the designed algorithm in i by leveraging the advanced features of the
Python programming language.
iii.  To evaluate the proposed encryption system vis-a-vis state-of-the-art encryption systems,

leveraging the powerful evaluation capabilities of CrypTool 2.1.
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1.4 Scope of the Study

This study covers the area of construction contracts that studies the integration of Inter-Planetary
File System (IPFS) and Building Information Modelling (BIM) for the automation of payments of
construction contracts. This study is however limited to the encryption of the channel where data

is being transferred in the system.

1.5  Significance of The Study

Non-repudiation of data sent from one end to another is very necessary as the sender of information
is provided with proof of delivery and the recipient is provided with proof of the sender’s identity.
This puts the communication channel at risk of eavesdropping attacks. This study will bring about
the encryption of information as they are transferred between Inter-Planetary File System (IPFS),
Building Information Modelling (BIM) and the blockchain-embedded smart contract will provide

additional security to protect against eavesdropping, data tampering and theft.
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CHAPTER TWO

2.0 LITERATURE REVIEW

2.1  Blockchain Technology

In 2008, Satoshi Nakamoto published his study “Bitcoin: A Peer-to-Peer Electronic Cash System”,
in which a peer-to-peer (P2P) electronic cash system was proposed (Nakamoto, 2008). This system
was the answer to the financial crisis of 2008 that showed that banks and centralized financial
institutions breached the trust of the people who deposit their money in them, by lending it while
keeping very little in reserve. This technology called blockchain used Bitcoin as its first use case.
Bitcoin has gained trust among cryptocurrency users as it has proven, indisputably, the security of
its technology. This explains why it is the most used cryptocurrency in the world (Valdeolmillos
& Mezquita, 2009). This system allowed payments to be directly initiated by one party and sent to
the other without a third-party financial institution. The Bitcoin platform comprises a series of
cryptographic protocols that transform how transactions are made. Thus, this platform has brought
the financial system one step closer to a truly democratic economy constructed by the community

(\Valdeolmillos & Mezquita, 2009).

Blockchain is a technology underlying Bitcoin and other cryptocurrencies, maintained by a
decentralized computer network. Blockchain technology is considered an open ledger where all
online transactions are recorded and everyone is allowed to connect, send or verify transactions
(Nguyen, 2016). In other words, Blockchain is a digitized system of accounting records that
records in detail all transactions according to a mathematical set of rules to prevent illegal

interference.



Research on the impacts of cryptocurrencies, decentralized ledger, and Blockchain has shown that
they are potentially powerful tools to minimize costs and bring major changes to the financial field

in the long run.

2.1.1 Structure of Blockchain

Blockchain is a distributed ledger composed of a series of data blocks that are linked through
cryptographic methods (Zheng et al., 2021). Each block records a batch of network transaction
information; the structure of a block is shown in Figure. 2.1. A block consists of a block header
and a block body. The block header holds information used to connect to the previous block and
information used for verification, including the version number, the hash value of the previous
block, the timestamp of the current block writing time, the nonce and difficulty target used to prove
the difficulty of the workload, and a total hash of Merkle tree root for verifying the block body
transaction. The block body contains transaction information and the Merkle trees of all the

transaction information (Lim et al., 2021). In Figure 2.1, “T” is used to represent “transaction”.

In a blockchain network, any two nodes can conduct transactions, and each transaction is broadcast
by a single node to all nodes on the entire network (Frizzo-Barker et al., 2020). Transaction
information is linked in the blockchain when all nodes confirm that the records are correct, and
this process relies on the consensus mechanism of the blockchain. The distributed structure enables
each node to record all transaction information, and each node updates and stores all the
information of the entire network in a real-time network (Feng et al., 2020). Blockchain technology
involves three technological innovations, namely, cryptography, consensus mechanisms, and

smart contracts.
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Figure 2.1: Blockchain Structure (Lim et al., 2021)

1. Cryptography technologies, including the hash function and public-key cryptography, are
the basic technologies used to ensure the security of the blockchain system and are used in
data structures, verification methods, communication protocols, and information storage.
The hash function guarantees the integrity, authenticity, and immutability of the distributed
ledger data through the hash value and hash pointer, and it can convert the input data into
a fixed-length digest through a hash algorithm, whose process is irreversible (Lim et al.
2021). Public key cryptography is an asymmetric encryption algorithm that is used to
provide identity verification to the blockchain network. Public key cryptography
effectively solves the problem of key distribution and exchange in network

communications, which ensures the security of information transmission (Ali et al., 2019).
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2. The consensus mechanism proves the ownership and accuracy of the bookkeeping nodes
through a consensus algorithm that solves consistency problems. This mechanism
establishes trust between different nodes in the blockchain system and guarantees that each
transaction remains consistent for all nodes. With the development of blockchain
technology, many consensus algorithms have been developed, such as proof of work
(POW), proof of stake (POS), and practical byzantine fault tolerance (PBFT) (Choi et al.,
2020).

3. A smart contract is a set of promises defined in digital form; the contract content is fixed
in the blockchain in the form of code, and eventually, an automatically executed script is
generated. Each transaction is processed by a smart contract, and the corresponding
contract terms can be executed automatically once a predefined condition is triggered. This
process does not require a third party, which has an enormous impact on the design of
business models. A smart contract can be used to model various types of businesses,
organizational behaviours, and rules in the real world and affects interactions among
various entities, including the transfer of asset ownership, payments of digital assets, and

currency transactions (Lim et al., 2021).

2.1.2 Types of Blockchain Technology

Public Blockchain (permissionless): This retains the idea that information can be accessed by
anyone in the world. It requires a consensus mechanism to write or block information to the public
blockchain. Bitcoin is an example of a decentralized public blockchain (Valdeolmillos &

Mezquita, 2009).
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Consortium Blockchain: It is party private. This functions under a group’s management rather
than a single entity. Blockchain data reading may be allowed to be open or limited to a number of

participants (Raghavendra & Kiran, 2020).

Private Blockchain: Only allows a predefined user group to write any blockchain data. Public or

some restricted users can read the data (Raghavendra & Kiran, 2020).

2.1.3 Advantages of Blockchain Technology

The use of a decentralized ledger and the automation of Blockchain has formed a technological
model for a payment infrastructure characterized by low costs and transparency, which will have
major impacts on the global financial market. The advantage of blockchain as stated by (Nguyen,

2016) include:

1. Blockchain promotes smart contracts, which increases the efficiency of transactions and
payments in the stock market. By providing faster and cheaper financial services,
Blockchain technology can be a powerful tool that puts finance in harmony with the
world’s dynamic and changing landscape.

2. Fees for foreign exchange transactions, remittances, credit card transactions, and other
products can be reduced substantially. Specifically, it is estimated that $16 billion will be
saved annually, equally one--third of transaction fees. Capital requirements for banks can
be reduced by $120 billion. Costs for remittances will fall by approximately 1% compared
to the global average of the "traditional channels" of 7.7% (Ozturan et al., 2019). Recently,
Blockchain intermediaries have been providing excellent Bitcoin transaction services in

those countries like Kenya and the Philippines.
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3. The fact that information is automatically recorded and monitored during the transaction

214

process makes the destination and purpose of the money transferred more transparent,
which supports the fight against financial crimes such as money laundering.

The digitization and verification of records not only reduce necessary procedures and save
paper but also ease the follow-up process of trade agreements. It also ensures that financial
transactions are better protected while banks and regulatory bodies would be able to keep
track of customers more easily.

Last but not least, Blockchain helps boost the speed and efficiency of execution, optimizing
the time for transactions to be completed, which is currently up to 3 working days.
Blockchain technology will help link networks of recordkeeping, reduce transaction costs
and enhance access to the financial market. It can potentially impose a widespread impact
on the financial market in terms of banking payments, security trading, web security, trade
reporting, interest rate, etc. It is forecasted that 2 million bank jobs would be cut off once

Blockchain technology is applied in the next decade.

Drawbacks of Blockchain Technology

Although Blockchain is a solution to improve the security of the data in a traditional system, there

are several risks associated with blockchain technology they include:

1.

It is being targeted by new and specific types of cyberattacks. Distributed Denial Of
Services (DDOS), eclipse, and Sybil attacks are the most common attack faced by
Blockchain Technology (Valdeolmillos & Mezquita, 2009).

It limits the competitiveness between banks to improve their system as blockchain

networks will be shared among all banks that participated in the system (Nguyen, 2016).
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3. Some of the blockchain platforms make use of Proof-of-Work (PoW) consensus algorithm,
meaning that it wastes a lot of energy when adding new blocks to its blockchain (Nguyen,
2016).

4. The development of the new system would require project parties to learn the needed skill
to be able to operate within the system. As a result, the construction industry may be slow
to adopt due to its conventional nature (Owusu et al., 2020).

5. For the banking industry, technological interruptions like blockchain require more time
and effort in research and application. Besides, banks also face payment risks and effects
on financial stability due to possible loss of balance in the financial system caused by high

automation.

2.1.5 Blockchain Applications

The adoption of blockchain was pioneered through Financial Technology (FinTech) and has now
expanded to other industrial sectors, particularly with building construction management
applications. Some practical use cases in FinTech have been reported and widely discussed, e.qg.,
Blockchain in Digital Currencies (Bitcoin, Ethereum, etc.). However, there are also many other

applications, samples of which will be described as follows.

1. Automated Paperwork Processing: The problem of the long trail of paperwork
associated with international container transportation has been explored (Hargaden et al.,
2019). For example, shipping refrigerated goods from East Africa to Europe requires
stamps and approvals from around 30 people and organizations that must interact with each
other on over 200 occasions. At each interaction, documents are potentially subjected to

fraud, and overall, the cost of trade-related paperwork processing is estimated to be
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between 15 and 50 per cent of the costs of the physical transport (Hargaden et al., 2019).To
tackle these inefficiencies and digitize paper records, IBM and Maersk jointly investigated
the issue in 2015. They eventually settled for a permission blockchain solution called
“TradeLens” as a means to connect the vast global network of shippers, carriers, ports, and
customs (Hargaden et al., 2019). A series of pilot implementations in 2017 was successful;
in these pilots, every relevant document or approval was shadowed on the blockchain,
meaning the legacy IT systems were not replaced but augmented. The problems associated
with extensive paperwork in supply chains are not limited to this specific use case but
hamper all kinds of trade flows, suggesting that this is a promising area for blockchain.

Counterfeit Identification: Blockchain promises to increase the security of high-value
items that rely on paper certificates, which can get lost or tampered with. The authenticity
of a diamond’s certificate (and whether the diamond was stolen) can sometimes be difficult
to determine. De Beers deploys its blockchain to track its diamond supply chain and to
fight against counterfeit diamonds and conflict/blood diamonds (Hargaden et al., 2019).
The start-up ‘Everledger’ takes an alternative approach and records 40 data points that
uniquely identify a diamond. Using these publicly available records on the blockchain, a
potential buyer can determine if the seller is the actual owner of the diamond and can also
make sure they are not buying a diamond from a conflict region (i.e. “blood” diamond)
(Underwood, 2016). Everledger plans to extend this fraud detection system into a
provenance platform for many high-value items (Underwood, 2016). In the medical sector,
blockchain could also improve patient safety by lowering the risk of counterfeit drugs
through establishing supply chain transparency, from manufacturers through wholesale and

pharmacies to individual patients. By using barcodes that link to a blockchain system,
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patients could potentially be empowered to check whether they received the correct drugs
(Turk & Klinc, 2017). Overall, blockchain is considered to make it much more difficult to
tamper with products or to channel products of illegal origin.

. Traceability: Using current enterprise resource planning systems, it is difficult for retailers
and public health officials to identify the source of foodborne disease outbreaks, meaning
it can take weeks to track down the origin of contaminated ingredients and to which stores
they were delivered (Tian, 2016). To facilitate point-of-origin tracking for food items,
Walmart partnered with IBM to augment the supply chain partners’ existing IT systems
through a superordinate blockchain ledger tracking the movements of food items. This
shared forum is a substantial improvement over Walmart’s earlier trials involving barcodes
or auto-ID technology (Tian, 2016). In these new systems, data such as farm origin, batch
numbers, factory data, expiration dates, and shipping details were written on the blockchain
and instantly became available to all network members. Now, if a foodborne disease
outbreak were to occur within one of the blockchain-augmented supply chains, these data
enable tracking down the origin in seconds. Furthermore, Walmart believes blockchain
could also reduce food waste as the newly available data are used as a parameter for order
quantity optimization (Hargaden et al., 2019). Traceability issues are also evident in other
industries. The issue of conflict minerals that are mined and sold, under the control of
armed groups, to finance war and violence was discussed by Intel in a white paper.

. Transaction Efficiency: The nature of a blockchain system eliminates the central authority
needed to validate transactions, thus enhancing many computational efficiencies. For
example, transaction costs following a sale can occur; however, these can be eliminated on

a blockchain system as the network validates the transaction (Subramanian, 2018). At the
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same time, the payment between buyer and seller is recorded on a shared secure ledger.
Considering a conventional e-commerce store, when a customer clicks the checkout button,
systems such as payment and credit-card networks charge a fee. Even with this fee,
fraudulent transactions are not always eliminated. In a decentralized online marketplace,
users transact with each other securely and directly, and the network of nodes validates and
records each transaction. Therefore, blockchain can also enable buyers and sellers to

transact directly and without manipulation by intermediaries.

2.2 Smart Contracts

Smart contracts are computer protocols that verify, simplify, and enforce the performance or
negotiation of a contract or eliminate the unforeseen clauses in the contract (Shojaei et al., 2020).
Smart contracts comprise several transactions taking place between verified parties; they usually
vary widely in scale and complexity and are executed by computer codes (Zheng et al., 2020).
They are not only formed online but their very performance is enabled and guaranteed by a network
of decentralized, co-operating computer nodes, known as blockchains (Mik, 2017). Originally,
smart contracts were contemplated within a limited range of transactions, predominantly financial
instruments. Progressively, however, the surrounding narrative has become broader, implying that
all contracts can be made smart or that many different obligations can be enforced by code. What
started as a niche phenomenon in such areas as financial derivatives and prediction markets, is
now poised to change the entire legal landscape and “revolutionize” commerce. Nevertheless,
transition from human-language contracts to technology-based system contracts creates new

disorganizations. These issues arise from the following features of smart contracts:

1. Automation, which requires all agreements to be formed by fully-defined terms
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2. Decentralization, which requires the verification of job performance by third parties; and
3. Anonymity reduces the dependency of the contract on the commercial context in which it

is being used.

As a result, a semi-automated system is a likely outcome in the short and medium-term (Shojaei
et al., 2020). To encode the parameters of a contract by a programmer, smart contracts commonly
omit the necessity of administrative staff and expenses. By automating the execution of the
contract, it can be interpreted that smart contracts are legal self-help agreements outside the
obligation of the law. Subsequently, computer codes are used to write them, which are not legal

languages of contract law.

Smart contracts can streamline the contracting process, reduce transaction costs by eliminating
intermediaries and, most importantly, simplify enforcement by obviating the need to seek
protection from traditional legal institutions, such as courts (Mik, 2017). The theories underpinning
smart contracts and blockchains combine multiple, interrelated threads all of which reflect an
indiscriminate, if not irrational, fascination with certain technical characteristics of blockchains.
They also reflect a surprising lack of trust in humans. As the latter is perceived as inherently biased
and unreliable, things should be left to computers. Humans, especially bankers and judges, are
fallible and not trustworthy (Mik, 2017). Computers, on the other hand, are objective, infallible
and trustworthy. The very idea of smart contracts is thus inextricably tied to the elimination of
human judgment, the reduction of dependence on financial intermediaries, and, in many instances,
a detachment from the legal system (Mik, 2017). In other, more commercially-oriented contexts,
smart contracts can simply be seen as part of the broader trend to use technology to ensure a

consistent application of legal rules and agreements.
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A smart contract can perform specified operations once pre-defined rules have been met (Wang et
al., 2020). For instance, using a smart contract, Bob cloud receives X currency units from Alice,
if he sends the correct calculation results to Alice. In the smart contract system, each contract has
a unique address and cannot be changed after being deployed into the blockchain. When users
execute a contract, they only need to send the transaction to the address stated on that contract.
Then, every active consensus node will execute this transaction in the smart contract system to get
a consensual result. At present, researchers are trying to use smart contracts to solve various
problems in a variety of areas, such as Insurance, Medical Care, e-Voting, Cloud Computing and,

loT (Wang et al., 2020).

The determinism of a smart contract’s actions is usually left to the developer. Thus, automated
actions must be ensured and executed as planned and the results of these actions leave the data in
a consistent state, regardless of the node(s) they are executed on. Smart Contract actions must
achieve the same result each time the Smart contract is executed depending on the specific use

case to be implemented (Sofia et al., 2019).

2.2.1 Categories of Smart Contracts

1. Static standard output: Static smart contracts do not call other smart contracts, do not
reside on human interaction, take place in one step, and never change their predefined
number of actions. Static smart contracts perform primitive math operations such as
addition, subtraction, multiplication, and division. Other smart contracts can call, retrieve,
and consume the results of their operation. All smart contracts receive parameters to

perform actions and are somehow dynamic (Sofia et al., 2019).
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2. Dynamic non-standard output: Dynamic smart contracts embed various rules that allow
them to perform different actions. Examples of dynamic smart contracts include functions
that monitor certain conditions and trigger intended actions. For example, when a dynamic
smart contract monitors electricity consumption and temperatures logged on the BC of an
energy-smart building. The dynamic smart contract includes thresholds for heating and
consumption measurements to adjust temperatures in an eco-friendly way designed to
avoid excessive electricity consumption and cost (Daniel & Guida, 2019).

3. Artificial Intelligence (Al) Oracle driven: Al oracle-driven smart contracts apply e-
Government 3.0 to law applications. For example, laws for inheritance can change and
notaries or other public servants in an oversight role must be formally informed regarding
issues such as legacy transfer. An Al oracle accesses information from a government
repository and writes to the blockchain when a specific law changes. After this, a
notification is sent through a blockchain 3.0 application to prove the date and time sent, to
inform interested parties, and to request and record confirmation of receipt on the

blockchain (Sofia et al., 2019).

2.2.2 Life Cycle of Smart Contracts

(Zheng et al., 2020) stated that the whole life cycle of smart contracts consists of four consecutive

phases they include:

1. Creation of smart contracts: Several involved parties first negotiate the obligations,
rights and prohibitions on contracts. After multiple rounds of discussions and negotiations,
an agreement can reach. Lawyers or counsellors will help parties to draft an initial

contractual agreement. Software engineers then convert this agreement written in natural
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languages into a smart contract written in computer languages including declarative
languages and logic-based rule languages (ldelberger et al., 2016). Similar to the
development of computer software, the procedure of the smart contract conversion is
composed of design, implementation and validation (i.e., testing). It is worth mentioning
that the creation of smart contracts is an iterative process involving multiple rounds of
negotiations and iterations. Meanwhile, it is also involved with multiple parties, such as
stakeholders, lawyers and software engineers.

Deployment of smart contracts: The validated smart contracts can then be deployed to
platforms on top of blockchains. Contracts stored on the blockchains cannot be modified
due to the immutability of block-chains. Any emendation requires the creation of a new
contract. Once smart contracts are deployed on blockchains, all the parties can access the
contracts through the blockchains. Moreover, the digital assets of both involved parties in
the smart contract are locked via freezing the corresponding digital wallets (Sillaber &
Waltl, 2017). For example, the coin transfers (either incoming or outgoing) on the wallets
relevant to the contract are blocked. Meanwhile, the parties can be identified by their digital
wallets.

Execution of smart contracts: After the deployment of smart contracts, the contractual
clauses have been monitored and evaluated. Once the contractual conditions reach (e.g.,
product reception), the contractual procedures (or functions) will be automatically
executed. It is worth noting that a smart contract consists of a number of declarative
statements with logical connections. When a condition is triggered, the corresponding

statement will be automatically executed, consequently, a transaction is executed and
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validated by miners in the blockchains (Sillaber & Waltl, 2017). The committed
transactions and the updated states have been stored on the blockchains thereafter.

4. Completion of smart contracts: After a smart contract has been executed, new states of
all involved parties are updated. Accordingly, the transactions during the execution of the
smart contracts as well as the updated states are stored in blockchains. Meanwhile, the

digital assets have been transferred from one party to another party (Zheng et al., 2020).

2.2.3 Application of Smart contract

Smart contracts have a broad spectrum of applications ranging from the Internet of Things to
sharing economy. In particular, (Zheng et al., 2020) categorize major smart contract applications

into six types namely:

1. Internet of Things.

2. Distributed system security.
3. Finance.

4. Data provenance.

5. Sharing economy.

6. Public sector Smart.

2.3 Construction Industry

Regardless of scale and complexity, construction projects are predominantly inter-firm
collaborative tasks. For instance, lack of communication and collaboration have been reported as
inhibitors of project success (Hargaden et al., 2019). Industry reports point to a lack of

communication as the primary roadblock to project success (Turk & Klinc, 2017). In addition, the
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issue of managing virtual project teams and the geographical dispersal of project stakeholders

suggest that enhancing collaboration is a key issue in need of improvement (Laan et al., 2011).

Construction projects are highly regulated processes. In recent years, governments have imposed
codes and regulations that provide minimum standards for various elements within the project.
These standards require certification and approval from a combination of individuals and
authorities. Coinciding with this is trust issues, which are common within construction, primarily
due to the adversarial relationships between principal and contractor organizations. This trust
conflict arises due to the high level of complexity, risk, and uncertainty associated with projects
(Hargaden et al., 2019). It is therefore evident that trust and transparency are becoming a huge

challenge for construction managers.

2.3.1 Smart Contract in Architecture, Engineering, and Construction (AEC) Industry.

The construction and engineering management (CEM) domain constitutes one of the leading
fields, with a very complex contractual system depending on the type at stake (Owusu et al., 2020).
As a result, any effort towards the improvements of contractual arrangements management or
administration is worth exploring. Given that the AEC industry is one of the most contract-bound
industries globally, it would not have been surprised to see extensive engagements and
contributions toward smart contract research by CEM scholars. Due to Construction management
applications being among the seven potential research areas identified in a review of distributed
ledger technology and blockchain (Hamledari & Fischer, 2021), it is rather surprising that even
with the upsurge of smart contract research in other domains, not much research has gone into
examining the feasibility and applicability of this promising tool in AEC. To understand the

benefits of smart contracts in the construction sector, focus groups were used to develop socio-
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technical frameworks (Hamledari & Fischer, 2021). In the real estate industry, for example, a smart
contract is estimated to reduce costs by 9% (Dakhli et al., 2019). Token-based payment systems
were identified as one of the six potential use case categories for smart contracts and blockchain

(Hamledari & Fischer, 2021).

With the merits and findings of what smart contracts can do, it motivated a focus on the possibility
of integrating blockchain and smart contracts with building information modelling. Blockchain
can supplement current approaches to centralized modelling of building information by improving

provenance tracking and increasing the trustworthiness of project records (Dakhli et al., 2019).

One study sees smart contracts as an extension to BIM-based processes, while such integration is
not considered an immediate research problem in another study while others discussed arguments
both for and against such integration (Hamledari & Fischer, 2021). An industry survey further
argues that smart contracts are not suitable for complex construction projects where changes are
common (Gabert, 2018). Other works have listed the potential benefits of BIM and blockchain for
post-disaster recovery (Nawari & Ravindran, 2019). Crypto-BIM uses blockchain technology and
the InterPlanetary File System to create a content-addressable, immutable and distributed view of
building information data (Hamledari et al., 2018). Despite the potential applications found in the
literature, successful adoption calls for a more careful analysis of the match between industry
problems and smart contracts’ key features (Hunhevicz & Hall, 2020). While blockchain and smart
contracts can provide promise in the context of progress payment automation and concerning
supply chain flows, it is not clear what distinguishes this technology from a computerized payment
application or other potential means of achieving automation (Wang et al., 2007). We lack an

understanding of the why of blockchain in the context of payment automation; there is a need for
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analyzing the underlying barriers to automation and their relationships to the defining

characteristics of blockchain and smart contracts.

2.3.2 Smart Contract in Construction Projects

Smart contracts are self-executing programs that utilize blockchain technology to digitally enforce
verifying or negotiation of a contract. Therefore, they offer credibility between contracting parties,

without involving third parties (Leka & Selimi, 2021).

A notable characteristic of large-scale structural engineering and construction projects in recent
years has been to design and build new structures and integrated systems with a level of complexity
that has never before been attempted (Hargaden et al., 2019). The intricate nature of these designs
has led to the need for performance capabilities not previously considered. With technologies
advancing at an exponential rate and construction projects becoming more and more complex,
engineering project managers must learn to adapt to this ever-changing environment by adopting
new practices and technologies. One such technology that has gained traction in recent years is

blockchain.

Blockchain’s potential has only recently gained attention in the construction industry. It has been
suggested that blockchain technology will provide solutions to issues surrounding information
management in construction (Turk & Klinc, 2017). In the past, the construction process has been
somewhat fragmented. Companies either specialize in information processes or material processes.
Information processes were held together by a chain of paper documents that were created
collaboratively with people working closely together, before being exchanged by other firms as
large and completed documents (Hargaden et al., 2019). Authorship of these documents was clear

and legitimate and never an issue as information was shared infrequently and signed on the paper
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documents themselves. Alterations were therefore clearly visible and traceable (Turk & Klinc,
2017). Today, digital technology is enabling further fragmentation in the construction process.
Digital communication has resulted in companies getting smaller and information exchanges
across organizational and legal boundaries more frequent. The planning and design process is
almost entirely digitized now and information is being shared in digital formats (Hargaden et al.
2019). Overall, blockchain utilization in construction is limited at present. Nevertheless, there are
several potential use cases in the industry, such as maintaining records of digital property,
timestamping acts or transactions, multi-signature transactions, smart contracts, and smart oracles

(Erri et al., 2019).

2.4 Building Information Modelling (BIM)

Although the construction industry has been evolving for centuries and researchers have been
seeking innovative solutions for decades, diverse challenges still exist for making the construction

process faster, safer, cheaper, and more accurate (Zhang et al., 2013).

However, it is now believed that Building Information Modeling (BIM) can lead to greater
efficiency through incremental collaboration. The data in the BIM system are extremely useful
and can be generated to optimize the project delivery processes. Because BIM increases the design
cost and requires a big learning curve, project participants are all concerned about the project cost,

hindering the adoption of BIM for project delivery (Chang et al., 2017).

Building Information Modelling (BIM) is a process of integrating and disseminating information
around a network of project team members. It enables the project team to work simultaneously on

a project in real-time and to construct a building directly from a digital model (Aina, 2015).
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It is suggested that BIM will soon be the norm for construction work processes (Hargaden et al.,
2019). (Li et al., 2019) stated that the adoption of BIM has been commonly seen as a progression
that involves levels of increasing capability maturity across technology, process, and policy fields
According to Autodesk. BIM is “an intelligent 3D model-based process that gives architecture,
engineering, and construction professionals the insight and tools to more efficiently plan, design,
construct and manage buildings and infrastructure” (Hargaden et al., 2019). As seen in figure 2.2,
the use of BIM has increased visualization to 3D visualization bettering information modeling and
work process comprehension believed to significantly increase productivity as the digital
documentation required by it will allow for more product data use (Pradeep et al., 2019).
Construction companies must be able to cope with and understand how to deal with this increase

in data efficiently.

BIM technology is revolutionizing the construction process; the problem has shifted from
modeling buildings to managing buildings (Turk & Klinc, 2017). The technology is disrupting the
traditional, hierarchical-based project which contains ‘silos of data. This is due to its collaborative
features and the establishment of a methodology for data sharing (Mathews et al., 2017). The
substantial amount of information that is inputted into BIM suggests that a lot of the data is relevant
from a legal perspective. For this reason, it can be said that BIM also refers to the administration
of legally significant information that can be used in legal disputes with any of the numerous
associated parties. Noting this, it is suggested that legal and security issues are the main obstacles
to BIM adoption (Mathews et al., 2017). Other concerns with BIM relate to organizational issues
such as responsibility, ownership, traceability, and risk allocation. BIM provides an integrated

system that can be used to simulate the behaviour of buildings in a real-world system, provide
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information about quantities and properties of building elements and document design information

in an integrated database (Aina, 2015).

It is proposed that blockchain technology could be significant in addressing these issues (Turk &
Klinc, 2017);(Li et al., 2019). The integration of BIM and blockchain can have a significant impact
on construction activities and facilities management, especially where tracking of components
proves useful and where there is duplication of work (Li et al., 2019). Blockchain for BIM differs
from traditional blockchain applications such as bitcoin from a transactional point of view. Bitcoin
involves billions of 1-kilobyte transactions whereas blockchain for BIM comprises hundreds of
gigabyte transactions (Hargaden et al., 2019). Four potential architectural solutions for managing
building information were proposed (Turk & Klinc, 2017), the most promising of which is
‘Blockchain for BIM Transactions’. This scenario fully integrates blockchain’s decentralized,

immutable features within the BIM server.

It is the most beneficial solution proposed, as the amount of data stored within the blockchain
solution is significantly greater than the current BIM solution. This allows for a substantially larger
information share. Even though the solution requires far more data storage capacity, current
technologies allow for this (Turk & Klinc, 2017). A very significant advantage of using BIM for
cost is that it will provide accurate and reliable cost estimation based on the digital 3D model, and

eliminate errors caused by manual measurements or estimations (Ye et al., 2020).

The authors suggest that blockchain should be integrated within the transaction processing
component of the BIM server as well as the storage functionality. It should also trace all
information exchanges and communication between participants (Turk & Klinc, 2017). Similarly,

the potential of blockchain for BIM was observed by highlighting the aspect of the ‘value network’
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that the technology creates (Mathews et al., 2017). This intrinsic value, and the underlying
fundamental property that is data, lends itself to blockchain technology. By combining the
technologies, a consensus system can be built for any amount of ‘value transactions’ within the

construction supply chain network (Mathews et al., 2017).

The start-up Bimchain is currently developing a blockchain-based solution that claims to
revolutionize BIM into a collaborative, legally binding process. The ultimate aim of this platform
IS to create a decentralized version of BIM. The company is currently running proof-of-concept
trials which are intended to integrate its distributed ledger technology into BIM processes, tools,
and data. The company claims to have formed a link between 3D digital modelling and the formal
and legally binding paper-based processes related to project administration, building control,

insurance, and payment (Hargaden et al., 2019).

BIM adoption has significantly increased in recent years after mandatory BIM requirements
imposed by governments and large clients in different countries. For example, the UK government
will require BIM on all public sector projects by 2016, which has pushed the UK construction

industry to adopt BIM (Abdulrahman & Naim, 2018).

XXX



Figure 2.2: Image of 3D Model of a BIM

2.5  Distributed File Systems (DFS)

A file system is a subsystem of an operating system whose purpose is to organize, retrieve, store
and allow sharing of data files. A Distributed File System (DFS) is a distributed implementation
of the classical time-sharing model of a file system, where multiple users who are geographically
dispersed share files and storage resources. Accordingly, the file service activity in a distributed
system has to be carried out across the network, and instead of a single centralized data repository,

there are multiple independent storage devices (Suralkar et al., 2013).

A file system is a system that controls the way data is stored and retrieved. There are different
types of file systems. A file system can be used just as simply as a local storage device, but there
are also (distributed) network file systems. The latter uses network protocols in order to let
connected devices communicate with each other within a local area network. A file system differs

from a file synchronization protocol. Every storage device contains a file system. File
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synchronization happens between multiple file systems. In the case of a distributed (network) file
system, central storage servers (within the network) are used from which files are stored &
retrieved. File synchronization can then e.g. provide solutions to have some sensitive documents

synchronized between multiple (LAN) storage servers (Bruin, 2019).

In a traditional file system (TFS), data is organized by its physical location. Hard Drives, often
called shared drives, are attached to file servers and shared amongst multiple clients. Clients then
map the shared drives to their local network in order to see and access data on those drives. If a
client needs to access a file on drive F, the address is \\host-a\F\<file-name>. There are issues with
TFS that make it difficult to use in large-scale storage systems. One issue is that a TFS places the
responsibility of being aware of shared drives on the clients. If a new file server or shared drive is

added to the network, the client is unaware unless told about the new addition (Austria, 2020).

The DFS server allows the client users to share files and store data just as if they are storing the
information locally. However, the servers have full control over the data and give access control
to the clients. Traditional Peer-to-Peer (P2P) DFSs have inevitable drawbacks such as instability
and lacking auditing and incentive mechanisms. Inter-Planetary File System (IPFS), is one of the
representative DFSs which integrate with blockchain technologies (Huang et al., 2020). A
distributed file system is a physically distributed implementation of the classical time-sharing
model of the traditional file system, allowing users to manipulate, organize and share data
seamlessly, regardless of its actual location on the network. In this system, storage resources and
system clients are dispersed in the network. Each user is both a creator and a consumer of data
stored in the system. Thus, the challenge is to provide considerable incentives in an efficient,
secure, and practical manner (Huang et al., 2020). One of the most successful P2P distributed file

systems, BitTorrent has supported over 100 million online users (Pouwelse et al., 2004). The
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biggest distributed file system is HyperText Transfer Protocol (HTTP), which is a web server used
to upload data. Then, other peers can access particular data anywhere all over the world. To ensure
data accessibility in web servers, a maintaining cost needs to pay. Such maintaining cost increases
along with the growth of data popularity. Moreover, another problem is that there are very few
ways to share the burden of information dissemination with the clients directly. This is because
HTTP lacks upgrading design and thus fails to take advantage of the advanced file distribution
techniques proposed in the past few years. Meanwhile, the P2P technique had been gathering at a
great pace and soon dominated the majority of data packets on the Internet. Such P2P file systems,
like BitTorrent, optimize resources brilliantly by giving different pieces of popular data to clients
and enabling them to swap the missing parts with each other (Pouwelse et al., 2004). In this way,
the bandwidth consumption of hosts can be balanced and the overall cost of operational

expenditure (OPEX) can be also degraded.

Recently, blockchain has become a buzzword in both industry and academia, and the combination
of blockchain and the distributed file system is becoming a promising solution, where blockchain
is expected to provide incentives and security for the stored files in systems. Currently, the popular
blockchain-based distributed file systems include IPFS (IPFS, 2021), Swarm, Storj, and PPIO

(Huang et al., 2020).

IPFS is a peer-to-peer distributed file system for storing and accessing files, websites, applications,
and data. Concerning the combination with blockchains, IPFS adopted Filecoin as its incentive
mechanism; Swarm is a distributed storage platform and content distribution service based on
Ethereum. Concerning the combination with blockchains, Swarm adopted Ethereum as its
incentive mechanism; Storj is another peer-to-peer decentralized cloud storage platform that

allows users to share data without relying on a third-party data provider. Concerning the
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combination with blockchains, Storj adopted Metadisk as its incentive mechanism; PPIO is a
decentralized programmable storage network that permits users to store and retrieve any data from

anywhere on the web. PP1O exploits up to 4 proof algorithms (Huang et al., 2020).

IPFS and Swarm, as the representative DFSs which easily integrate with blockchain technologies,

are becoming a new generation of distributed file systems (Huang et al., 2020).

2.5.1 Inter-Planetary File System (IPFS)

Interplanetary File System (IPFS) is the modern approach to solve the above problems in the client-
server model and the HTTP web. IPFS is a peer-to-peer hypermedia protocol that stores the file in
a distributed manner. It uses content- addressing rather than location-addressing like in Hypertext
Transfer Protocol (HTTP). IPFS loads contents faster by using less bandwidth, and deduplication
data. This protocol uses Distributed Hash Tables (DHTSs) to coordinate and maintain metadata,
BitSwap data exchange protocol to distribute pieces of files to each other, a Version Control
System (Git) for representing immutable objects files as Merkle Directed Acyclic Graph (Merkle

DAG) and Self-Certified File systems (SFS) for distributing the trust chains (Alwis, 2020).



Applications > www (web)

. Namins | - SFS (Self-Certified File system)
Merkledag - git (Version Control System )
Exchange > BitTorrent (BitSwap protocol )

Routing | —~ DHT (Distributed Hash Tables)
Network

Figure 2.3: IPFS Structural Stack (Alwis, 2020).

The InterPlanetary File System (IPFS) uses a Merkle DAG (Directed Acyclic Graph) as its data
object model (IPFS, 2021). An object in IPFS is a structure containing two attributes: Data and
Links. Each Link structure includes three attributes: Name, Hash, and Size. Using this object
structure, IPFS can compose objects and build a directed acyclic graph. The IPFS structure stack
is shown in figure 2.3. In IPFS, Merkle DAG organizes the structure of a file or even a file directory
as shown in Figure 2.4. In figure 2.4, there are two files (example.js and hello.txt) and one file path
(dir) in the root path of this file directory, example.js is divided into three different data pieces and
file path dir has two files: other.txt and example.txt (here file content of example.txt in dir and
hello.txt in root path are the same therefore they are linked to the same object), each object derives

its value through computing its children’s value and the content of data.

In IPFS, data uploaded to the distributed file systems by users is divided into several pieces, which
are then stored in different peers. The data content stored in the network is accessible by every
peer (Huang et al., 2020). Besides, according to the design of IPFS, transactions that record the

developments of a peer can be easily collected. User information can be revealed through the graph



analysis of transactions. For example, according to (Yao et al., 2019), a client can be identified
through the peers it directly connects to. Thus, transactions stored in the blockchain behind

distributed file systems are publicly visible.

2.5.2 ldentity layer in DFS

To archive the content distribution between nodes in a P2P file system, each node has to be
identified by a unique identifier, which needs to ensure collision-free. It means that two different
data objects can never map to the same identifier. In IPFS, the encrypted hash (in multi-hash
format) of a public key, i.e., Nodeld, is used to identify each node. The format of multi-hash is
{hash function code} {hash digest length} {hash digest bytes}. Nodes periodically check public
keys and Nodeld when connecting. In SWAM systems, the node hash-address is generated by

Keccak 256 bit SHA3 using the public key of an Ethereum account (Huang et al., 2020).

QmbSwd ...

example.js
o dir
Qm8nok ... QmYdvd ... hello b
metadata
%\ other.txt example.ixt
Qm9Sky ... QmO4km ... Qm23dyv ... Qmwe89 ... Qm287n ..
Data piecel Data piece2 Data piece3 “other\n” “Hello\n"

Figure 2.4: Merkle DAG in IPFS (Huang et al., 2020).



2.5.3 Network Layer

Under the framework of IPFS, an advanced generic P2P solution, named libP2P (Huang et al.,
2020), is exploited as the network layer. libP2P is developed based on BitTorrent DHT
implementation. Based on libP2P, IPFS can use any network protocol to transfer data. If the
underlying network is not stable, IPFS can alter to choose UTP or SCTP. IPFS achieves this free
shifting mainly by using a multi-add formatted technique (IPFS, 2021), which combines addresses
and corresponding protocols. Swarm relies on the Ethereum P2P network, which is comprised of

three different protocols:

1. RLPx (Recursive Length Prefix) for node discovery and secure data transmission.
2. DevP2P for node session establishment and message exchange.

3. Ethereum subprotocol.

DevP2P is inspired by libP2P and has security properties that are beneficial to Swarm. When
discovering through RLPx, Swarm nodes establish TCP connections and send ‘““HELLO”’
messages including Nodeld, listening port, and other attributes based on DevP2P. Sessions start to
transmit data packets. Due to the ecosystem of Ethereum, Swarm has a large number of long-term

nodes, which support the robustness and stability of Swarm systems (Yao et al., 2019).

2.6  Data Encryption

With the increased usage of data exchange and communication through the Internet, it becomes
crucial to secure data from cyber-attacks (Alenezi et al., 2020). Nowadays, providing data
confidentiality and privacy has presented a significant challenge for researchers and professionals

in the realm of cybersecurity. Data confidentiality means protecting data against unauthorized



access or theft. It can be achieved with the help of cryptography through data encryption and
decryption. Cryptography aims to secure critical data or documents on a hard disk, or when it is
transferred through an insecure communication channel (Alenezi et al., 2020). Encryption
regarding data storage is a security method that transforms data such that the data becomes
unreadable. Only those in possession of the encryption key can decrypt and access the data

(Austria, 2020).

Data encryption is the art of securing messages by converting them to hidden texts, whereas the
inverse process of retrieving original texts from hidden texts is called decryption.
Encryption/decryption is made possible with the help of some keys. Every encryption algorithm
aims to make the decryption process as difficult as possible without the help of the key used in
encryption. The basic classification of cryptography has been summarized in figure 2.5 (Alenezi
et al., 2020). The types of cryptographic techniques we have include; Symmetric key encryption,

Asymmetric key encryption and Hashing (Alenezi et al., 2020).

2.6.1 Classical Ciphers

Classical ciphers are used to encrypt plaintext messages written in a natural language into
ciphertext based on a set of rules, i.e., the encryption algorithm, and a secret key only known to
the sender and intended receiver of a message (Kopal, 2018). Many classical ciphers can be broken
by brute-force search through the key-space. One of the pertinent problems arising in automated
cryptanalysis is plaintext recognition. The first Classical Cipher, Caesar Cipher, an ancient Cipher
deployed at the time of Julius Caesar that works with shift key 3 over modulo 26 where the plain
text is over alphabets A to Z. By the Brute force attack the Caesar is vulnerable (Education, 2021).

Classical ciphers, as well as ciphers in general, can be divided into two different main classes:



1. Substitution Ciphers: A substitution cipher replaces letters or groups of letters of the
plaintext alphabet with letters based on a ciphertext alphabet (Kopal, 2018). Substitution
ciphers can be furthermore divided into monoalphabetic and polyalphabetic ciphers
(Forsyth & Safavi-Naini, 1993). With monoalphabetic ciphers, only one ciphertext
alphabet exists. Thus, every plaintext letter is always replaced with the same letter of the
ciphertext alphabet. If there are more possibilities to choose from the ciphertext alphabet
the substitution cipher is a homophone substitution cipher (Forsyth & Safavi-Naini, 1993).
If there is more than one ciphertext alphabet that is exchanged after each encrypted letter,
the substitution is a polyalphabetic substitution, e.g., the Vigenere cipher. Substitution
may also not only be based on single letters but on multiple letters (Schrddel, 2008).

2. Transposition Ciphers: Transposition ciphers do not change the letters themselves but
their position in the text, i.e. plaintext alphabet and cipher text alphabet are equal (Kopal,
2018). Transposition ciphers change the positions of each letter in the plaintext based on a
pattern that is based on a key. The most used transposition cipher is the columnar
transposition cipher (Kopal, 2018). Here, the plaintext is written in a grid of columns. Then,
the columns are reordered based on the lexicographical order of a keyword written above
the columns. Finally, the ciphertext is read out of the transposed text column-wise.

Decryption is done the same way but in the reverse order.

2.6.2 Modern Ciphers

Modern cryptography is a cornerstone of computer and communications security, with end
products that are imminently practical (Bellare & Rogaway, 2005). Its study touches on branches
of mathematics that may have been considered esoteric, and it brings together fields like number
theory, computational-complexity theory, and probability theory. Modern cryptography addresses
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a wide range of problems. But the most basic problem remains the classical one of ensuring the

security of communication across an insecure medium (Bellare & Rogaway, 2005).

2.6.3 Symmetric Key Encryption

In symmetric key encryption, both encryption and decryption are done based on a single key called
a private key. It is also referred to as a secret key. Hence the key is in the sense of mystery (Princy,
2015);(Alenezi et al., 2020);(Hamza & Kumar, 2020). A secure channel is required for sharing
this private key between the sender and receiver. Symmetric algorithms have the pros of not taking
too much computing power and it works with a high level of speed in encryption. Symmetric key

cryptographic algorithms are divided into two types based on the input data:

1. Block Ciphers: In block cipher-based systems, data is processed or encrypted on a fixed-
length group of bits called a block (Alenezi et al., 2020). Input is caught as a block of the
plaintext of fixed size look upon the type of a symmetric encryption algorithm, a key of
lasting size is applied to the block of plain text and then the output block of the same size
as the block of plaintext is received. The key trick of a block cipher is the differing key
length, block size and a number of rounds (Hamza & Kumar, 2020). Allowing the plaintext
to be encrypted to ciphertextl than ciphertextl to encrypt again to ciphertext2 and so on.
A basic number of round and fix plaintext block sizes allow the block cipher to be stronger
than the historical counterpart's cipher techniques. Some used block cipher algorithms
include Data Encryption Standard (DES) and Advanced Encryption Standard (AES)
(Princy, 2015).

2. Stream Ciphers: In-stream cipher-based systems, data is processed on a stream of bits

(Alenezi et al., 2020). The bits used in sequence as keystream are generated & combined
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with the plaintext using bitwise exclusive-OR (XOR) (Hamza & Kumar, 2020). Where this
keystream could be generated independently from the plaintext (synchronous stream) or it
could be linked and dependent on the plaintext (self-synchronous stream). Allowing higher
performance in transforming the plaintext to ciphertext and via versa. Some most usable
Symmetric-key algorithms include Data Encryption Standard, 3DES, and Advanced

Encryption Standard (Princy, 2015).

The Key difference between the stream cipher and block cipher is Stream ciphers encrypt bits
individually. This is achieved by adding a bit from a key stream to a plaintext bit and Block ciphers
encrypting an entire block of plaintext bits at a time with the same key. This means that the
encryption of any plaintext bit in a given block depends on every other plaintext bit in the same

block (Hamza & Kumar, 2020).

2.6.4 Common Symmetric Encryption Algorithms

Many encryption methods are being used in cryptography. In this section, we detail a few common

encryption algorithms based on both stream and block ciphers.

1. Data Encryption Standard (DES): DES is one of the basic symmetric key block cipher
algorithms which takes plain texts as blocks each one carrying 64 bits and converts
ciphertexts using keys of 64 bits. Out of these 64 bits, 8 bits of the key are used for odd
parity which will not count in key length (Stallings, 2017). Therefore, there exist 256
possible ways to find the correct key. The DES algorithm performs two permutations
(initial permutation and final permutation) and 16 processing steps, each of which is called
a round, and for each round, a different key is used. DES is based on two cryptographic

operations: substitution and transposition (Alenezi et al., 2020). In each round of DES,
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3.

some substitutions and transpositions are performed. Before starting the first round, an
initial permutation is applied to the plain text. For example, an initial permutation replaces
the first bit of the plain text with the 58th bit, and the second with the 50th bit, and so on.
The resultant permuted block is divided into two halves, both having 32 bits and each one
going through 16 rounds of encryption processes. The final permutation is applied to the
combined block to get the ciphertext. DES has been reported as vulnerable and as such was
replaced with 3DES (Hamza & Kumar, 2020).

Triple Data Encryption Standard (3DES): Triple-DES is a block cipher encryption
algorithm. As its name indicates, 3DES applies DES three times to each data block to
enhance the security of the encrypted data. Since the security of 3DES is three times better
than that of DES, it is now considered preferable to DES (Ratnadewi et al., 2018).
However, it does consume a considerable amount of time in comparison with its
predecessor. 3DES works in the same way as DES, in a loop with length 3. Initially, the
original plain text is encrypted with one key, the resulting ciphertext is again encrypted
using another key, and finally, it is performed again with a third key (Alenezi et al., 2020).
Advanced Encryption Standard (AES): Advanced Encryption Standard (AES), is a
block cipher algorithm that came as a replacement for DES and Triple DES (Alenezi et al.,
2020). It encrypts and decrypts a 128-bit block of data. Based on the choice of key size,
128 bits, 196 bits, or 256 bits, AES can take 10, 12, or 14 rounds for encryption (Alenezi
et al., 2020). Each round consists of four operations: substitute bytes, shift keys, mix
column and add round key. However, the mix column operation is not performed in the
last round. Separate round keys generated from the given cipher key are used in each round

of encryption. Data to be encrypted is divided into blocks. Each block is represented as an
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array of data which is known as a state array. No cryptanalytic attack on AES has been
discovered so far. AES has flexibility over key size, which allows it to protect to a certain
point against the progress of the ability to run exhaustive searches for encryption keys by
an attacker (Boicea, 2019).

BlowFish: BlowFish is a block cipher-based encryption algorithm whose key length varies
from 32 bits to 448 bits. Each block handles 64 bits of data (Stallings, 2017). BlowFish
encrypts the data through 16 rounds of operations. At each round, data under- goes a key-
dependent permutation in the P-block and substitution in S-block. Each S-block carries 32
bits of data. BlowFish was made as a multi-purpose algorithm and to be an alternative to
DES (Boicea, 2019).

. Twofish: Twofish is also a block cipher-based symmetric encryption system that works in
a similar manner to BlowFish. Unlike BlowFish, however, Twofish is considered to be
flexible. Twofish allows users to customize encryption speed, key setup time, and code
size and works fast in an 8-bit CPU as well as in smart cards, embedded chips, etc. It is
freely available to use as it is unpatented, license-free software. Twofish encrypts the
documents of 128-bit block size with key sizes of 128, 198, or 256 bits in 16 rounds of
encryption (Alenezi et al., 2020).

. Threefish: Threefish is a tweak-able block cipher-based encryption standard that takes
three inputs: a key, a tweak, and plain text, to be encrypted. Threefish uses the same length
key as the data block size for encrypting a block of data. This encryption method is used
for data blocks of size 256, 512, and 1024 bits. Threefish scheme produces encrypted data
by repeating the same sequence of operations 72 times (or rounds) except for a 1024-bit

block of data, which takes 80 rounds. A 128-bit tweak value is used for all of these data
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block sizes. Operations of Threefish encryption standards are of three types: addition,
XOR, and rotations (Alenezi et al., 2020).

7. Rivest Cipher 4 (RC4): RC4 is a symmetric stream cipher algorithm in which each
character is encrypted one at a time, commonly used in wireless routers. The key length of
RC4 varies from 40 to 2048 bits. To get a more robust encrypted text, 16-byte keys are
preferred. Data blocks are XORed with keystream bytes one by one to encrypt the data.
The working of RC4 is mainly relayed on the creation of keystream bytes, which are
entirely independent of plain text (Alenezi et al., 2020). RC4 is very vulnerable to attacks

(Boicea, 2019).

2.6.5 Asymmetric Key Encryption

Asymmetric key cryptographic systems require two pairs of keys; a public key and a private key.
Encryption is accomplished with the use of a public key, whereas the secret key is used to decrypt
the encrypted text. Both of these keys are mathematically related. Although asymmetric systems
provide a higher level of security, they might not be well-suited for large-sized documents. This is
because the speed is slow compared with symmetric key-based systems and they also record a
huge overhead in terms of memory computation power and a higher rate of CPU utilization
(Senthil et al., 2016). Though the public key is broadcasted to every node, hackers will not be able
to retrieve private keys only with the help of public keys. Assume that message ‘M’ was encrypted
with the known public key. To decrypt the cipher text ‘C’ we need the private key. Occasionally

we prefer to encrypt using private keys and decrypt using public keys.
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2.6.6 Common Asymmetric Encryption Algorithms

There are few well-known algorithms in asymmetric encryptions. In this section, we detail a few

common asymmetric algorithms.

1. Rivest, Shamir, Adleman (RSA): RSA cryptography, can encrypt a message using both
the public and the private keys. The opposite key from the one used to encrypt a message
is used to decrypt it. This attribute is one reason why RSA has become the most widely
used asymmetric algorithm (Hamza & Kumar, 2020). It provides a method to assure the
confidentiality, integrity, authenticity, and non-repudiation of electronic communications
and data storage. RSA is used in software programs and browsers, as they need to establish
a secure connection over an insecure network, like the internet, or validate a digital
signature. RSA signature verification is one of the most commonly performed operations
in network-connected systems The RSA can be used to securely transfer and exchange the
symmetric encryption secret keys and validation of sender and receiver (digital signature,
non-repudiation) and symmetric encryption is used to encrypt data bulks (Hamza & Kumar,
2020).

2. Digital Signature Algorithm (DSA): The RSA cryptosystem implements the
Multiplicative Homomorphic encryption characteristics (Yang, 2022). For every 4096-byte
block (30+ piconets/bit), it roughly cost user 1M piconets to interpret the verification and
to protect the signature through a single hash-chain written in 1024-bit RSA, each one costs
twenty 4096-byte blocks 180+ piconets/bit. In a computer, a digital signature is represented
as a string of binary digits. By decrypting and using the client’s key, a digital signature
checks the integrity of the signed document as well as the identity of the signatory. A fresh

hash file of the received picture is constructed using the same algorithm, and both hash
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files are compared for signature validation; if they match, no harm has happened, and the
sender is an authentic user. The capacity to generate and verify signatures is provided by
an algorithm. There is a wide range of Digital signatures’ that are used to secure the
stability of common data or saved one, as well as to ensure recipients that the author is the
right one. American National Institute of Standards and Technology (NIST) considered
DSA as a general measurement of digital signatures (Yang, 2022)

Elliptic Curve Cryptography (ECC): ECC is a type of cryptography that works with dots
on an elliptic curve. An essential mathematical procedure is Modular integer
exponentiation. The action of scalar point multiplication, which measures Q = kP (a dot P
times k times ending in point Q on the graph), lies at the heart of elliptic curve arithmetic.
Point additions (joint two different points) and point doublings (plus two transcripts of a
point) are used to achieve scalar multiplication. Back 20 years before, Elliptic curves were
treated as the foundation for discrete logarithm-based cryptosystems, separately by IBM's
Victor Miller and the University of Washington's Neal Koblitz. Elliptic curves were
already in use in many cryptographic applications at the time. Elliptic curves are complex
numerical constructs that have demonstrated a wide range of applications (Yang, 2022).
Diffie-Hellman Key Exchange algorithm: Diffie-Hellman Key Exchange or Diffie-
Hellman Protocol were the names given to the first public key algorithms published in
Diffie and Hellman papers (Yusfrizal et al., 2019). The Diffie-Hellman Key Exchange
algorithm enables two users to exchange keys securely, and then encryption and decryption
of subsequent messages. The Diffie-Hellman protocol provided the first practical solution
to the key distribution problem, allowing two parties, never having met in advance or

shared keying material, to establish a shared secret by exchanging messages over an open
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channel. The key can then be used to encrypt subsequent communications using a
symmetric key cipher. The security rests on the intractability of the Diffie-Hellman

problem and computing discrete logarithms.

Hashing: In hashing, an input message is mapped into a compact fed-size bit string called a hash.
Hash functions are one-way functions which are mathematical algorithms that map the input
message of arbitrary size into a fixed-size hash or message digest. Hash functions are mainly used

for password storage and data integrity check. The most widely used hash functions include:

1. Secure Hashing Algorithm (SHA)
2. RACE Integrity Primitives Evaluation Message Digest (RIPEMD)
3. Message Digest Algorithm (MD)

4. Whirlpool
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Figure 2.5: Basic Classification of Cryptography (Alenezi et al., 2020)
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2.6.7 Cryptographic Benchmarks

Cryptographic benchmarks are a set of tests that measure the performance of cryptographic
algorithms, such as encryption and decryption, on a specific hardware platform. These benchmarks
can be used to evaluate the security and efficiency of cryptographic implementations, and to
compare the performance of different cryptographic libraries or hardware devices (Braga et al.,

2017). Some common cryptographic benchmarks include;

1. Advanced Encryption Standard (AES) benchmark: The AES benchmark is created to
replace the widely used Data Encryption Standard (DES). It was established by the
National Institute of Standards and Technology (NIST) in 2001 to set in motion a chain of
activities that promises to build a foundation for stronger and better cryptographic
standards for the 21st century, which is vital in this era of e-commerce and e-government
(Burr, 2003). It is widely used for secure data encryption and is the successor to the
previously used Data Encryption Standard (DES). AES uses a fixed block size of 128 bits
and supports key sizes of 128, 192, and 256 bits. It's widely considered a standard for
symmetric encryption and is used in various systems as standards such as TLS/SSL, VPNs,
disk encryption, etc. (Nechvatal et al., 2001). AES encryption is also commonly used in
benchmarks as a way to test and compare the performance of different processors and

devices (Burr, 2003).

2. Secure Hash Algorithm (SHA) benchmark: Secure Hash Algorithm (SHA) is a family
of cryptographic hash functions that are widely used for data integrity verification and
digital signatures (Sklavos & Koufopavlou, 2003). The most commonly used versions of

SHA are SHA-1, SHA-256, and SHA-3. SHA-1 is now considered a weak algorithm,
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which has been replaced by the more secure SHA-2 and SHA-3. SHA-256 and SHA-3 are
considered to be more secure and are currently recommended for use by NIST. SHA
functions are primarily used for the integrity check of data, like in digital signature
schemes, the most common usage of SHA-256 is in bitcoin mining (Dahal et al., 2013).
SHA can also be used as the benchmark, typically in performance tests of hashing

algorithms and is used to test the speed and efficiency of various devices and systems.

National Institute of Standards and Technology (NIST): The National Institute of
Standards and Technology (NIST) is a non-regulatory agency of the United States
Department of Commerce. NIST's mission is to promote innovation and industrial
competitiveness by advancing measurement science, standards, and technology (Barker et
al., 2012). The NIST provides guidelines and recommendations for cryptographic
benchmarks in order to help organizations choose and use cryptographic systems that
provide the level of security they require. NIST's guidelines for cryptographic benchmarks
include the selection of cryptographic algorithms, key sizes, and other parameters, as well
as the testing and evaluation of cryptographic systems (Sonmez et al., 2021). (Barker et
al., 2012) is a NIST cryptographic guideline that provides recommendations for the
selection, use, and management of cryptographic keys used in Federal information
processing. It also recommends the key sizes, cryptographic algorithm and protocol for
different levels of protection. (Barker et al., 2011) is another NIST cryptographic guideline
that provides guidelines for transitioning from cryptographic algorithms that are being
phased out to newer, more secure algorithms. It also recommends the cryptographic

algorithm and key size for use in the Federal government. These publications are subject
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to change, review and revision as the field of cryptography evolves, but they have become

widely referenced and considered a source of best practice in the industry.

4. European Union Agency for Cybersecurity (ENISA): ENISA is an agency of the
European Union (EU) that was established in 2004 to improve the EU's cybersecurity
capabilities. Its mission is to protect the EU's digital infrastructure and services against
cyber-attacks by providing technical and operational assistance to EU member states,
raising awareness of cybersecurity issues, and promoting cooperation between member
states and other stakeholders on cybersecurity matters (Brun, 2017). One of ENISA's main
areas of focus is cryptography, which it addresses through research, technical assistance,
and guidance to EU member states and other stakeholders. This includes analyzing the
latest cryptographic algorithms and technologies, providing recommendations for the
secure use of cryptography in various domains, and helping to develop EU-wide standards
and guidelines for cryptography. Additionally, ENISA collaborates with other international
organizations and experts to stay up-to-date on the latest developments in the field

(Kouroumbashev, 2019).

Cryptography brings about the provision of higher security levels for devices that are prone to
multiple threads and security risks through the implementation of symmetric and asymmetric
encryption and decryption algorithms (Boicea, 2019). However, these algorithms have
strengths and weaknesses, therefore, the existing cryptographic algorithms should be well
benchmarked in terms of efficiency and lack of vulnerabilities before use. Given the same file
size or string size, key length (if applicable) and the number of tests to be performed by the

algorithm, measure the time taken for the algorithm to encrypt and decrypt the file. Some key



terms in calculating benchmarks for testing the strength and weakness of a cryptographic

algorithm include:

1. Execution Time for both Encrypting and Decrypting
2. Data W.R.T.

3. Key Length

4. File Size

5. File Format

2.7 Related Studies

The research and integration of blockchain smart contracts in other domains have been on the high
side as the technology brings about a lot of possibilities, yet little research has gone into examining
the feasibility and applicability of this promising tool in Architecture, Engineering, and
Construction (AEC). Before the integration of blockchain into construction management, previews
research proposed measures to Improve construction contract management. For example, standard
construction contracts have been proposed by many countries and regions as references for
contract formalization for specific types of construction projects, such as the FIDIC contract (Nael,
G., 2005). However, standard construction contracts focus on the improvement of the contract
structure and are still difficult to interpret by individuals who are not lawyers by profession. To
simplify contract management, e-contracts were proposed. E-contracts are created by analyzing
relationships between the contract participants and contractual information, followed by modelling
traditional textual contracts in XML format (Cardoso & Oliveira, 2008). However, current

applications of e-contracts are mainly found in the electronics trade, where the complexity of



relationships between parties, obligations, and activities is simpler compared to that in construction

contracts.

Despite the availability of digitized progress data, payment automation in AEC is just beginning
to receive attention as projects still rely on traditional payment applications that are time-
consuming, information-intensive, and cannot support payment automation (Penzes et al., 2018).
Researchers over the years have tried to show how much impactful the integration of blockchain
into the AEC. (Hamledari & Fischer, 2021) who researched the role of Blockchain-Enabled Smart
Contracts could play in Automating Construction Progress Payments, due stated that progress
payment automation is still far from reality, the writer also presented the theory of social reality to
identify the underlying barriers that hinder the automation. The writer also argued that the reliance
on centralized control, execution mechanisms, and lack of guaranteed execution, the current
payment applications, and their supporting contract documents, even when computerized, cannot
support progress payment automation. The paper concluded that the introduction of blockchain-
enabled smart contracts could bring about the automation of payments by converting product flow
(the observation of as-built conditions) to cash flow (progress payments) without reliance on the

role of intermediaries.

Few research has tried to store and automate the payment of contracts using blockchain smart
contracts with reviews on how much impact blockchain will bring to the automation of payment
systems. (Nanayakkara et al., 2021) carried out a literature review using guestionnaires on an
expert forum of 24 members including the upstream and downstream of the construction supply
chain and university academics to identify the payment and related financial issues in the
construction supply chain and construction industry. Opinions were carefully compared and the

writers concluded that blockchain and smart contract technologies could assist in overcoming



payment-related issues, such as partial payments, payment delays, non-payments, cost of finance,

long payment cycle, retention, and security of payment issues, to a great extent.

In the implementation of blockchain-based smart contracts, (Guo et al., 2021) proposed a
blockchain-based smart contract to manage contract documents, monitor the signing process, and
provide automated contract execution and payment settlement. The system proposed will handle
the signing, verification, and validation of certificates and saving contract files using blockchain
smart contract technology. The system will ensure that the contracts are protected by digital
signatures and certificates. The system proposed cuts the time it takes to sign a contract from 55
to 190 hours (for a conventional paper-based contract) to 16-46 hours. Also, the cost of signing a
contract was reduced from RMB2363 to RMB229 per contract. (Ahmadisheykhsarmast &
Sonmez, 2020) took a step further by not only storing the information of the contract but also
automating the payment process. (Ahmadisheykhsarmast & Sonmez, 2020) proposed a system
using smart contracts to automate the payment of construction contracts from employers to
contractors. Using solidity as the smart contracts design language, the system's architecture
consisted of an add-on software developed in Microsoft Project 2019 to transfer the necessary
schedule and cost data to the smart contract via a project management software and a smart
contract-based decentralized application designed to be deployed on the Ethereum blockchain. The
system will ensure direct payments on fixed periods (weekly or monthly) from the employer's
wallet to the wallets of subcontractors and suppliers to improve cash flow and reduce payment

issues.

(Luo & Cheng, 2019) proposed a smart contract-based blockchain framework to facilitate the
automation of contract payment. The model was proposed to automate payments in the supply

chain of construction projects by formalizing construction contracts into smart contracts. The



contract logic formalization involved the contractor, inspector, quantity surveyor, engineer, and
employer. The execution of the smart contract was done through a permissioned blockchain-based
framework. Consists of an automated consensus process based on pre-defined conditions of the
smart contract, storing information in 2 different locations; Ledger and a data model for tasks

completed and payments, and a manual process that requires input from the authorized stakeholder.

The introduction of BIM in the construction sector brought about a huge turnaround. It is said to
be the most flourishing technology in the construction sector (Martinez-aires et al., 2018), and
integrating the technology with blockchain and smart contracts will significantly make a huge
impact. (Shojaei et al., 2019) proposed a system that was to integrate the BIM model into a smart
contract and create a cyber-physical space for administrating the project through the blockchain
network. This study was carried out to test the feasibility of blockchain technology as the link
between the BIM model and the physical world with the implementation of smart contracts as the
business logic of the blockchain network. The system used a private, permission-based blockchain,
using Hyperledger fabric due the cryptocurrency aspect of the blockchain was not used, monetary
compensations were executed through traditional channels such as electronic deposits. The system
used seven (7) participants (client, architect/engineer, General Contractor (GC), regulators,
inspectors, suppliers, and sub-contractors). The writers concluded that due the research method
used in the study is by no means optimal, and it is only adopted as a starting point to show the
feasibility of the approach. (Ye et al., 2020) proposed a framework for automated contract, invoice,
and billing management from a BIM model mapped in a blockchain-enabled smart contract. The
proposed system process payments automatically through the banks and use a Common Data
Environment (CDE) as off-chain storage that handles all the payment-related files for which a BIM

Contract Container (BCC) is used, which contains all payment-relevant data. The BIM model and
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a BoQ with QTO were used to create the billing model which is then automatically processed via
smart contracts for payments to be automated thereby completely simplifying the payment process

(Liu et al., 2019).

IPFS due to its limitations of not having content encryption has managed to be used by many
sectors in relation to the blockchain. The fact that IPFS is decentralized in nature and uses the

Distributed Sloppy Hash Table (DFSH), has brought about its popularity.

In the Identity management sector, (Liu et al., 2019) proposed an identity management system on
biometrics and blockchain/smart contracts to enable secure and privacy-preserving identity
management. The proposed system used both the IPFS well-known way hashing algorithm and

ground-truth information to verify an individual’s identity (Access control).

In the medical sector, (Jabarulla et al., 2017) proposed a secure sharing of medical image data
using blockchain and a distributed file system known as InterPlanetary File System (IPFS). The
system uses an image pre-processing layer that includes the steganography and encryption
techniques, a network layer used to upload encrypted images in IPFS and store user information
on the blockchain ledger, and finally, an authentication layer that performs decryption and verifies

the authenticity of the image.

In the auto insurance sector, (Nizamuddin & Abugabah, 2021) proposed a Blockchain for
automotive using IPFS. The system used an Ethereum-powered smart contract to control and
regulate all the entities involved in the insurance claim process and IPFS was used to store the

claim form submitted by the customer after reporting the accident.



In the data storage sector, (Kumar et al., 2019) proposed a system for the storage and retrieval of
data stored via IPFS through a locally created blockchain. The system uploads files on to Inter

Planetary File System (IPFS) and the IPFS generates a unique IPFS hash value.

In the document sector, (Vashistha & Ferdous, 2020) proposed a blockchain-embedded smart
contract document management system. The system used a truffle framework is used to implement
client applications and the document are encrypted by a symmetric key using the advanced

encryption standard (AES) cryptographic algorithm.
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2.7.1 Summary of Related work

The related study as captured in this research is summarized in table 1 as shown below.

Table 2.1:Summary of Related work

S/IN  Author/Year

Methodology

Contribution to Knowledge

Draw Backs of Research

1
Lingling Guo, Qingfu
Liu, Ke Shi, Yao Gao,
Jia Luo, And Jingjing
Chen (2021)
Salar

2

Ahmadisheykhsarmast,
Rifat Sonmez (2020)

3  H. Luo, M. Das, J.

Wang and Cheng
(2019)

Blockchain Smart Contract
Technology.

A Project Management
Software (Microsoft Project
2019) and a Smart Contract
(Ethereum Blockchain)

A permissioned blockchain-
enabled smart contract and
asymmetric encryption.

A Blockchain smart contract was
used to manage contract documents,
monitor the signing process, and
provide automated contract execution
and payment settlement.

Focus on integration of building

information modelling to the smart
contracts to enable automated smart
contract progress payment systems.

Automate payments in construction
projects by using smart contracts.

The system also used an encryption

Data contents stored in the
blockchain is visible to all
(No data Encryption)

Data contents stored in the
system are venerable to
confidentiality attacks. The
payment method is only
suitable for small and
medium-sized construction
firms.

Permissioned blockchains
are vulnerable to hacking.
Asymmetric encryption



Xuling Ye, Katharina
Sigalov and Markus
Konig (2020)

Alireza Shojaei, lan
Flood, Hashem lzadi
Moud, Mohsen Hatami,
and Xun Zhang (2020)

Liu, Yaoqing Sun,
Guchuan Schuckers,
Stephanie (2019)

Mohamed Yaseen
Jabarulla, Giljun Jung,
and Heung-No Lee
(2017)

Quantity Take-Off (QTO), Bill
of Quantities (BoQ) Building
Information Model (BIM),
Common Data Environment
(CDE) and a BIM Contract
Container (BCC).

A permissioned blockchain-
enabled smart contract.

InterPleneerary File System
(IPFS) and blockchain-enabled
smart contract (Ethereum)

Asymmetric encryption,
InterPleneerary File System
(IPFS), and steganography

mechanism for data confidentiality
and integrity.

Framework automation of payments
during the construction process by
combining the BIM contract
container (BCC) with smart
contracts.

Test the feasibility of blockchain
technology as the link between the
BIM model and the physical world
with the implementation of smart
contracts.

Developed an identity management
framework to integrate a user’s
transformed biometrical data into a
smart contract.

Eliminated third-party intermediaries
for image sharing by storing
encrypted images on a ledger.

takes a lot of time and
computational overhead

Data contents stored in the
system are vulnerable to
confidentiality attacks

Permissioned blockchains
are vulnerable to hacking.
Data contents passing
through the system are
venerable to confidentiality
attacks

Data contents stored passing
through the system are
venerable to confidentiality
attacks

Asymmetric encryption
takes a lot of time and
computational overhead
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11

Barbhuiya, Ferdous
Ahmed (2020)

Kumar Bhosale,
Kadaya Akbarabbas,
Jadhav Deepak, Awani
Sankhe (2019)

Raghavendra,
Marangappanavar
Kiran, M (2020)

Nizamuddin, Nishara
Abugabah, Ahed
(2021)

InterPlanetary file system
(IPFS) and a symmetric key
using an advanced encryption
standard (AES) cryptographic
algorithm

Inter Planetary File System
(IPFS)

Inter Planetary File System
(IPFS), symmetric key
encryption and Smart contract

Inter Planetary File System
(IPFS), Ethereum-powered
smart contract.

Transfer documents through a
network in a safe, secure and
immutable environment.

Transfer data to a secure and
immutable environment.

Develop a smart contract and an
access control mechanism to
effectively secure the data that can be
shared with patients.

Securely store the claim form
submitted by the customer via IPFS
after reporting the accident and an
Ethereum-powered smart contract
used to control and regulate all the
entities involved in the insurance

claim process.

Data contents stored in the
ledger are venerable to
confidentiality attacks

Data contents stored in the
ledger are venerable to
confidentiality attacks

Once there is access to any
doctor’s system, the
encrypted key can be gotten.

Data contents stored in the
ledger are venerable to
confidentiality attacks



After a critical study of related works on the automation of payments in relation to blockchain
smart contracts, it was observed that many researchers have made efforts to automate the payment
of contractors. However, most of the limitations is that data contents transferred in the existing

systems are vulnerable to confidentiality attacks.

This work aims to design a system to encrypt the data transferred through the inter-planetary file
system (IPFS) and blockchain-embedded smart contract using a multi-level authority and

encryption for enhanced data security.



CHAPTER THREE

3.0 METHODOLOGY

3.1  System Design

The system design is a three-unit tunnelling system by the IPFS. The encryption key used to
encrypt the data input by a supervisor is generated randomly by a key generator. The BIM, where
the degree of completion is confirmed, receives the encrypted data next via IPFS. The data is
further encrypted after verification, sent through IPFS, and then decrypted in the smart contract.
After decryption, the data is analysed by the smart contract, and once payment authorization has
been granted, the data is further encrypted before being sent to the payment portal via IPFS. Figure

3.1 displays the procedure.

Fandom
BIM " IPFS " Key - Data
Generator
> IPFS Smart
I Contract
Encryption
Cypher Decryption | Encryption
Cypher i Cvpher
q
w2
vy
Client +

Payment
Portal

Figure 3.1: System flow diagram
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3.1.1 Encryption Flow Diagram

The encryption flow is divided into seven (7) levels.
Level 1: At this level, the supervisor gets the access code from a random key generator.

Level 2: At this level, using the key generated for Level 1 the plan text is put into a
polyalphabetic encryption system to generate a cipher text

Level 3: At this level, the cipher text is divided into several segments based on the level of the

building, and then transposition encryption is performed.

Level 4: At this level, the cipher text gotten from level 3 is divided into 2; “A” and “B”. “B” is

sent to the smart contract.

Level 5: At this level, the cipher text received is decrypted and the smart contract authorizes a

payment amount.

Level 6: At this level, the payment order is then added to part “A” from level 4 and then a
transposed encryption is performed.

Level 7: At this final level, the final encryption is sent to the payment portal to pay the client.

A pictorial explanation of the proposed algorithm's operation is presented in the encryption flow

diagram as shown in figure 3.2.
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Figure 3.2: Encryption Flow
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3.1.2 Algorithm and Mathematical Model

3.1.2.1 Algorithm

ALGORITHM1: DATA ENCRYPTION

1
2
3
4
5
6
7
8

Input a: Plaintext

Input b: Building Level
P: convert a to its digital equivalent
R: Random string of 1 — 6 is generated without repetition
foreach
Z=%1__R
end foreach
Km: eliminate digits greater than b in R
using Km, transpose Z «Fx

Send Fx to Smart contract

3.1.2.2 Mathematical Model

A random code algorithm developed for the model is shown below;

Random code Algorithm

Random String (Count 1 — 6), Integer must be positive and no repetition allowed
Random Key = (R1, Rz, R3, R4, Rs, Re)

Encryption Level 1: Polyalphabetic Encryption

Plaintext = (P1, P2, P3, P4, Ps)

Ef(x) = (P1+R1, P2+R2, Ps+Rs, ..., Po+Ry)

= 2113_00 R =Y, Yo, Y3, vy Yh

Buildings are divided into levels; Level logged in by supervisor from levels 2 — 5. The number is

then used to divide cypher text into the count e.g.; If count is 3, Y1, Y2, Y3 = Y1i, Y22, Y38
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The key for this encryption is private and agreed on to the extent of levels 1 — 6, however,
sequences are put in levels available. If the Key is 3, 5, 1, 4, 2 and the current count is 3, then the

key will equal 3, 1, 2

Cipher Text2=Y3, Y1, Y2

Cipher text 2 is sent to the smart contract. After decryption, the smart contract adds another string

to the cipher text, Pn. Y3, Y1, Y2, Pn. The same key is then applied again.

Encryption Level 2: Transposition Encryption

Transposition Y3!, Y12, Y23, PN
3,5,1,4,2,6 - 3,1,4,2
Y2, Y3, Pn, Y1 — Final cipher text sent to payment portal

3.1.2.3 Simulation

Plaintext=FIRSTFLOORCOMPIETED=691819206121515183 151316 12

52054

Random Key =1, 3,6, 4,5, 2

‘ P Run H ™ Share

Command Line Arguments

®  The random Key is
& [1,3,6,4,5, 2]

&

»_  ** Process exited - Return Code: @ **

a Press Enter to exit terminal

4
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Figure 3.3: Random Key Generation

Ef)=GLXWYHMRUVHQNSRIYGE

| P Run || #* share | Command Line Arguments

L Ciphertext: GLXWYHMRUVHQNSRIYGE
&

& .
** Process exited - Return Code: @ **
»_  Press Enter to exit terminal

A
4

Figure 3.4: Polymorphic Encryption
Level logged in by supervisor = 4

From Key 136452, eliminate numbers greater than the Level logged in by supervisor = 1342

Cipher text 2 (Transposition Encryption)=GYUSGLHVREXMHIQ WRNYQ

Command Line Arguments

‘ P Run H * Share

- Ciphertext: GYSGLHVREXMHIOWRNYO

X
& . .
** pppcess exited - Return Code: @ **
»_  Press Enter to exit terminal
P
"

Figure 3.5: Transposition Encryption

The smart contract will now add “make payment” and add another level
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Final Ciphertextt=GLXWMATYHMRAYBUVHNKMBSRIYEEBGEQ Q

BN

‘ P Run ” r* Share

Command Line Arguments

I Ciphertext: GLXWMATYHMRAYBUVHNKMBESRIYEEBGEQOPHE
3

& . .
¥* ppocess exited - Return Code: @8 **

»_  Press Enter to exit terminal

F
o

Figure 3.6: Final Cipher

We now proceeded to encrypt the final cipher text “firstfloorcompletedmakepayment” using a

classical encryption method (transposition cipher) and a modern encryption method as well.
Transposition Cipher Text= rolamflmdafoeptiopmysreketcten

The key used was ZEBRAS

RSA Cipher Text =hT @€ ?@it4_@ % ENGD OOV} 9cOyH Q\TAIX,
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CHAPTER FOUR

4.0 RESULTS AND DISCUSSION

4.1 Evaluation Criteria

In order to extend IPFS with an access control mechanism, the following information security
requirements need to be considered. They are confidentiality, integrity, availability, non-

repudiation and authenticity.

Performance and cost testing were done on an HP Laptop machine. The specs of the machine are

listed below:

* Operating system: Windows 10
* Processor speed: 1.0 GHz, Core 15
* RAM: 8GB

» Hard drive: 500 GB solid-state drive (SSD)

4.2 Implementation and Results

The developed system was implemented using python 3 (codes in appendix). CrypTool 2.1 (Stable

Build 9481.2) was used to test for its performance as multilevel encryption.

CrypTool 2.1 was used because it is specially designed for both beginners and advanced users,
comparing encryption algorithms, and it provides a wide range of features for learning and
experimenting with encryption, decryption techniques and historical algorithms alongside its
support for a wide range of programming languages, including C#, Java, Python, and Visual Basics

(VB).
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In order to extend IPFS with an access control mechanism, the following information security
requirements need to be considered. They are confidentiality, integrity, availability, non-
repudiation and authenticity. The model proposed by this research; Multilevel and Multi authority
systems (MLMA) alongside two other cryptosystems; transposition cipher and RSA cipher

performances were tested against known cryptosystems, Dictionary and Brute force attacks.

Transposition cipher was used because of its simplicity and low computational requirements while
the RSA cipher was used because it is a modern cipher, with high security and Wide usage and
acceptance. A character placement accuracy and a word placement accuracy showing the results

of the tests are shown in table 2 and table 3 respectively.

Table 3.1: Character Placement Accuracy

Cryptosystem Crypto The text gotten from cryptanalysis Percentage
Analysis Used Character
Placement
_ Accuracy
MLMA Known WXLGTAMRMHYBYANHVUIMK 0%
Cryptosystem |IRSBEEYOIEG 21©14N
attack
Transposition Known amemtrcffkyiotolesoleemtrpanpd 13.3%
cipher Cryptosystem
attack
RSA Cipher Dictionary ©.990X909°9090/00100U® 00O 0%
Attack QOTANTI 0900090 07€ 1% @ @A
@byTHINt &\
Transposition Brute Force rpomlyasmrfelkmedtacftoeenptio 6.6 %
cipher
Transposition Dictionary Ifmoypareomtinteerkecomaldpstf 7%
cipher Attack
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MLMA Brute Force GMKB LRMG XABE WYSQ MBRQ AUIB 0%
TVYN YHEB HNE

MLMA Dictionary © G©® BOST YH WMAQBK AEX E@V 0%
Attack Hl € L€ GNRY @EN MRY @UM
RSA Cipher Brute Force btT@ 3 To- @ \@yQ49cTIU @@ @AY %Pl 0%
©OIHX2ING, n

Table 3.2: Word Placement Accuracy

Cryptosystem Crypto The text gotten from cryptanalysis Percentage
Analysis Used word
Placement
_ Accuracy
MLMA Known WXLGTAMRMHYBYANHV UMK 0%
Cryptosystem IRSBEEYOIEG 21©I24N
attack
Transposition Known amemtrcffkyiotolesoleemtrpanpd 3%
cipher Cryptosystem
attack
RSA Cipher Dictionary ©9000X900°090/00100U¢ 00O 0%
Attack QOTANTI99OOOO ©°€© %191
©@byTHINt @@\
Transposition Brute Force rpomlyasmrfelkmedtacftoeenptio 0%
cipher
Transposition Dictionary Ifmoypareomtinteerkecomaldpstf 0%
cipher Attack
MLMA Brute Force GMKB LRMG XABE WYSQ MBRQ AUIB 0%
TVYN YHEB HNE
MLMA Dictionary © GO BOST YH WMAQBK AEX E@V 0%
Attack Hl € L€ GNRY @ EN MRY @UM
RSA Cipher Brute Force btT€ %To: @\ @y 4€9eTIU € 99 9AH?%e 0 0%

©OIHX2ING, n
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4.2.1 Discussion of Results

The proposed system of this research ensures confidentiality through the cryptographic
mechanism. The system would have additional multi-level Authority and encryption. Brute force
was used to test the confidentiality of the system. The results of both the character placement
accuracy and the word placement accuracy shown in the table 2 and table 3, and graph in figure
4.1 revealed that the transposition cypher performed poorly, whereas RSA, Multi-Level and Multi
Authority both produced the same result and showed no similarities in deciphered text from

cryptanalysis or plain text.

The developed model “Multi-Level and Multi Authority” outperformed the transposition cipher in
known crypto, dictionary and brute force attacks. However, its performance matches that of RSA

in data encryption utilizing fewer resources.

Percentage Character Placement Accuracy

RSA Cipher (Brute Force)  0.0%
MLMA (Dictionary Attack) 0.0%

MLMA (Brute Force) 0.0%

Transposition cipher (Dictionary Attack ) 7.0% |

Transposition cipher (Brute Force) 6.6% |

RSA Cipher (Dictionary Attack) = 0.0%

Transposition cipher (Known... 13.3% |

MLMA (Known Cryptosystem Attack )  0.0%

0.0% 2.0% 4.0% 6.0% 8.0% 10.0% 12.0% 14.0%

Figure 4.1: Graphical Representation of Result
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4.2.2 Integrity, Non-Repudiation and Authenticity

IPFS is designed for the permanent web. It accesses the shared contents by the content hashes.
Once the content is changed; the hash of the content also has to be changed. IPFS assign a unique
node id for every node in the network and it verifies the sender of the data. Therefore integrity,
non-repudiation and authenticity are already implemented within the IPFS protocol. The E-IPFS

system also ensures these properties because it works on top of the IPFS (Alwis, 2020).

Ixxii



CHAPTER FIVE

5.0 CONCLUSION AND RECOMMENDATIONS

51 Conclusions

The use of BIM and IPFS in a smart contract allows for decentralized and distributed storage and
transfer of data, while the use of multi-level authority and encryption will provide additional
security measures to protect against eavesdropping, data tampering and theft. This research
proposed a cryptographic mechanism, which can be implemented within the IPFS distributed file
system. By the proposed mechanism it achieves the information security constraints which are
described in the evaluation. The algorithm developed from this research has the potential to
revolutionize the way data is transferred and stored, with applications in various industries and
contexts. For construction projects that require security but do not require the hassles of a complex
system, we would advise using our model rather than the more complicated and resource-intensive

RSA scheme.

5.2 Recommendations

some areas of research that can be further explore include:

1. Using the proposed model in this research to encrypt data in the BIM for more security on the
BIM.

2. Using the proposed model in this research in other sectors such as Healthcare, finance,

document management, etc.
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5.3  Contribution to Knowledge

In the context of secure data transfer in the Architecture, Engineering, and Construction (AEC)
Industry, this research added a multi-level authority and encryption model to IPFS, blockchain,
smart contracts to secure the end-to-end transfer of data between the system. This will provide a
robust and decentralized solution for storing, accessing, and transferring sensitive data ensuring
integrity, non-repudiation and authenticity. By leveraging the strengths of each of these
technologies, it may be possible to create a system that is resistant to tampering, censorship, or

unauthorized access.
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APPENDIX

Random Key Generator

import random

numbers =[]
while len(numbers) < 6:
new_number = random.randint(1, 6)

if
new_number not in numbers:
numbers.append(new_number)
print(numbers)
Polymorphic Encryption

import itertools

def encrypt(plaintext):

key = "136452"
key cycle =itertools.cycle(key)
ciphertext ="

for ¢, k in zip(plaintext, key _cycle):
ciphertext += chr((ord(c) + int(k)) % 256)
return ciphertext

def decrypt(ciphertext):

key = "136452"
key cycle = itertools.cycle(key)
plaintext ="

for c, k in zip (ciphertext, key_cycle):
plaintext += chr((ord(c) - int(k) + 256) % 256)

return plaintext

plaintext =" FIRSTFLOORCOMPLETED"
ciphertext = encrypt(plaintext)

print("Ciphertext: ", ciphertext)

Transposition Encryption

import itertools
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def encrypt(plaintext, key):
key = [int(d) for d in str(key)]

ciphertext =[] * len(key)
for col in key:
pointer = col - 1
while pointer < len(plaintext):
ciphertext[col - 1] += plaintext[pointer]
pointer += len(key)

return ".join(ciphertext)

def decrypt(ciphertext, key):
key = [int(d) for d in str(key)]
n = len(ciphertext)
r = len(key)
c=nllr
plaintext=["] * ¢
col=0
row =0
for i in range(l, r+1):
for j in range(i-1, n, r):
if key.index(i) < len(plaintext):
plaintext[key.index(i)] += ciphertext[j]

return ".join(plaintext)
key = 3142
plaintext = "GLXWYHMRUVHQNSRIYGE"
ciphertext = encrypt(plaintext, key)

print("Ciphertext: ", ciphertext)

Final Encryption

import math

def transpose_cipher(plaintext, key):
# Determine the number of rows and columns needed for the grid
columns = len(key)
rows = math.ceil(len(plaintext) / columns)

# Create an empty grid with the appropriate number of rows and columns
grid = [['_' for i in range(columns)] for j in range(rows)]

# Fill the grid with the plaintext
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current_char =0
for row in range(rows):
for col in range(columns):
if current_char < len(plaintext):
grid[row][col] =
plaintext[current_char] current_char
+=1

# Reorder the columns based on the
key new_order = [int(i) for i in key]
grid = [list(col) for col in zip(*grid) if new_order.index(i) in new_order]

# Read the message from the grid to create the ciphertext
ciphertext = ".join([".join(row) for row in grid])

IPFS Nodes

= IPFS ipfs refs local

QmdL9t1YP99v4a2wyXFY AQJtbD9zKnPrugFLQWXBXb82s
n
QmZTR5bcpQD7cFgTorgxZDYaewlWqgfbd2ud9QqGPAKK?2
\%
QmXggKThzdh83pQtKFb19SpMCpDDcKR2ujgk3pKph9aCN
F

QmS4ustL54u08FzR9455qaxZwuMiUhyvMcX9Ba8nUH4uVv
Qma4NNR8dUSDt2BvVLY YtgdMLF8J3usKrT9kDFhHzfpB70q
QmNCcNo8TXi92Da91fDfzCMbYF5ScaHEIMQG1jqCEbkS7K
t

QmY CvbfNbCwFR45HINP45rwJlgvatpiWw38D961L5gAhUMS
Y
QmejvEPop4D7YUadeGqgYWmZxHhLc4JBUCzJJHWMzdcM
e2y
QmPhk6cJKRcFfZCdYam4cOMKYjFGIOV29LswUnbrFNhtk2S
QmY5heUMb5qgRubMDD10og9fhCPA6QAkMp3QCwd4s7glsy
E7
QmSKboVigcD3AY4kLsob117KJcMHVMUuU6VNFgk1PQzYU
Pp
QmQ5vhrL7uv6tuoN9KeVBwd4PwWfQkXdVVmDLUZuUTNxqg
vm
QMZZRTyhDpL5JgiftlcHbAhexeEIm2HwW8x8g7rTcPahDvo
Qme7RW9zfGgYujJteCI5yKiMkvV9zPSSkbB4hgipee3j6S
QMY Qoke9bEqzBLWPGqyjhUY c3TwBEkn4wed2kUmAbxvL
Fu
QmdfTbBgBPQ7VNXZEYEj14VmRuZBkgFbiwReogJgS1zR1
n



import ipfsapi

if _name_ ==' main__"

# Connect to local

node try:

api = ipfsapi.connect('127.0.0.1', 5001)
print(api)

except ipfsapi.exceptions.ConnectionError as ce:
print(str(ce))



