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The Internet is a global network consisting of autonomous and interconnected computer networks. At its core are 

backbone protocols and infrastructures. Over the years, the Internet has become target of inappropriate behaviors by 

both state and non-state actors. It has been increasingly subjected to significant threats and disruption. This briefing 

presents a summary of the most significant risks to the stability and security of the Internet, and the existing 

mechanisms to mitigate them. The methodology combines the use of extensive literature survey and perception of 

relevant communities that manage the core infrastructure of the Internet. It suggests that the loss or degradation of 

the core systems that provide basic Internet services is bound to have severe consequences on the functionality of the 

Internet. Consequently, it becomes pertinent that the core Internet infrastructures should be safeguarded against 

threats and interventions that exploit, undermine or target them. 
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The Internet is a global network consisting of autonomous and interconnected computer networks. Over the years, 

significant evolution has been recorded in the technological, operations and management, social, and 

commercialization aspects of the Internet (Leiner et al. 2009). Essentially, it provides communication and information 

services (Maier and Wildberger 1994), supporting device to device, user to user, and user to device communication, and 

serving as a repository of information. Regular services provided by the Internet, under the two main categories, 

include, but not limited to, electronic mails, telnet, mailing list, chat, newsgroup, World Wide Web (WWW), file transfer 

protocol (FTP), and Gopher/WAIS/Archie/Veronica.  

The success of the Internet, to a large extent, has been due to the trust its users have placed on its availability, 

consistency, and integrity. At the root of this trust are core values of accessibility, universality, operational stability, 

reliability, security, resiliency, and global interoperability expected by users (ICANN 2014b; Broeders 2015a; Internet 

Society 2017a). 

 

1.1 THE CORE OF THE INTERNET 

At the core of the Internet are protocols and infrastructures. These are consisted in systems that make up the logical, 

physical, and organizational infrastructure, which provide core naming and forwarding functions (Broeders 2017), 

ensuring the functionality and integrity of the Internet. These key protocols and infrastructures include (as shown in 

Figure 1), among other things, DNS root zone; DNS root server; TLD name servers; communication protocols: TCP/IP; 

routing protocols (e.g. BGP); PKI and certificates; routing facilities: core routers and switches, backbone fiber cables, 

Communication satellite; service providers: ISPs, IXPs; Internet administration/maintenance: ICANN/IANA; Internet 

registration: RIRs, domain name registry and registrars; and Internet standards developer: IETF (Hall 2000; Lévy-

Bencheton et al. 2015; Bush et al. 2010; US GAO 2006; Internet Society 2017b; Biddle 2012). 

 

Figure 1. Some Internet core protocols and infrastructure 

 

OrganizationalPhysicalLogical

ICANN/IANADNS root name serverDNS root zone

RIR/NIR/LIRTLD nameserverTCP/IP

Domain name registry
Backbone router and 

switch
BGP

Domain name registrar
Backbone fiber optic 

cable
PKI and certificate

ISPIXPTrust anchor

SECTION 1: INTRODUCTION 



 

  
PROTECTING THE CORE  103 

However, over the years, the Internet has become target of inappropriate behaviors by both state and non-state actors. 

Its stability and security are continually subjected to significant threats and disruptions. In the past, Internet governance 

used to be the business of the technical community. Today, however, states are getting much more involved. 

Governance of the Internet has become more of governance using the Internet (Broeders 2015a).   

 

1.2 RESEARCH OBJECTIVES 

This research aims to present a summary of the most significant risks of global Internet disruption to the stability and 

security of the Internet and the corresponding mitigation measures. To achieve this aim, the specific objectives are to: 

i. Present a formal definition and taxonomy of disruption of Internet services. 

ii. Present significant risks to the core of the Internet. 

iii. Present existing techniques and recommended good practices for mitigating the risks. 

iv. Propose recommendations to enhance stability and security of the Internet. 

 

1.3 RESEARCH STRUCTURE 

The rest of the brief is organized as follows: chapter two focuses on defining and categorizing disruption to regular 

Internet services. The most significant risks to the core of the Internet are presented in chapter three. Chapter four 

discusses the risk mitigation mechanisms. Some recommendations towards enhancing stability and security of the 

Internet are presented in chapter five. The research concludes highlighting the implications of the foregoing on the 

definition of the public core of the Internet. 

 

1.4 RESEARCH METHODOLOGY 

This brief combines the use of extensive literature survey and perception of relevant community that manages the core 

infrastructure of the Internet. The research items were collated from relevant reports and literatures. The views of the 

expert were captured via email survey. Specifically, different questions sought their opinions on definition of disruption 

of Internet services; different threats, their respective level of impact and likelihood of occurrence; and level of 

effectiveness of existing risk mitigation techniques and recommended good practices. However, due to high variability 

in the perception of the experts on the aspects of threats and mitigation, only their views on Internet service disruption 

definition were considered.  
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This chapter defines the concept of Internet disruption and identifies different forms of disruption – both conventional 

and non-conventional. To formulate a definition for Internet services disruption, survey respondents were asked, via an 

open-ended question, to define the term “significant disruption of regular Internet services” on a national or regional 

scale. From the responses, most frequently occurring terms were identified. These formed the basis of the proposed 

definition.    

 

2.1 DEFINITION OF DISRUPTION OF REGULAR INTERNET SERVICES 

Disruption of the Internet, at the very least, impinges on its capacity to provide needed services. However, its scope (in 

terms of users affected), scale (magnitude of effect), and period (amount of time) must be significant. 

From the foregoing, the following definition of Internet disruption is proposed: 

A security breach that affects significant number of users, over a significant amount of time, causing significant 

impediment, interruption or retardation of access to, free flow of information through, or services provided by, 

the Internet.  

 

2.2 TAXONOMY OF INTERNET DISRUPTION 

The Internet was designed as a decentralized system, with its contents unregulated, and access to it unmonitored 

(Amichai-Hamburger 2013). By nature it is meant to be open, distributed and interconnected (Maurer et al. 2014). 

These properties are essential for the Internet to continuously guarantee the confidentiality, integrity, and availability of 

users’ information, and consequently maintain its indispensability in the foreseeable future. Therefore, any behavior or 

activity that negatively impacts these characteristics can be categorized as disruptive to the Internet.  

One potential impact of Internet disruption is countermining the functionality and integrity of the Internet (Broeders 

2015a). Some of the consequences are reduced users’ confidence in the Internet and Internet usage. Reports have 

shown that existing users already are increasingly becoming concerned about their privacy and security (Kende 2016). 

Broadly speaking, regular Internet services can be disrupted by either undermining/exploiting or attacking core Internet 

protocols and infrastructures. As a result of these, different forms of disruption can be identified, viz.  national or sub-

national (mobile) Internet shutdown (West 2016), national or sub-national Internet censorship/filtering, throttling 

(Deloitte 2016; Aydin 2016), and Internet balkanization (Kumar 2001; Van Alstyne and Brynjolfsson 1996; Flew 2017; 

Maurer et al. 2014; Chander and Le 2014; Chander and Le 2015). Each of these disruptions requires different 

techniques, activities or behaviors to undermine, exploit or attack core Internet protocols and/or infrastructures. Figure 

2 presents identified types of Internet service disruption, with the corresponding mechanisms used. 

Table 1 highlights the different types of Internet service disruption, technique employed, what is disrupted, who 

disrupts, and the incentives and disincentives for disrupting these services 

SECTION 2: DISRUPTION OF 
INTERNET SERVICES 
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Figure 2. A taxonomy of Internet services disruption 

 

 

(MOBILE) INTERNET SHUTDOWN 

This involves the temporary shutting down of the entire Internet or mobile Internet, and may cover the entire or certain 

regions of a country. A typical example is the shutting down by the Egyptian government, in 2011,  of the entire Internet 

for a period of 5 days, to stifle protest (West 2016). 

Techniques used by state actors include shutting down telecommunication infrastructures or BGP session, powering 

down core devices, or changing the routing tables (“digital kill”) (Wolchover 2011; Decraene et al. 2011; Van Beijnum 

2011). These would normally target core devices like routers, switches, and telecommunication infrastructures. Non-

state actors, on their own part, target fiber cables, and employ DDoS and other cyber attacks against the core devices 

(Sigholm 2013). 

Apart from separating Internet users from their online acquaintances, Internet shutdowns negatively impact economic 

activities (West 2016). The economic impact has been estimated at an average of $23.6 million per 10 million 

population for a highly Internet-connected country (Deloitte 2016). 
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INTERNET CENSORSHIP/FILTERING 

Internet censorship simply implies the control or stifling of contents on the Internet. This behavior is commonly 

employed by authoritarian governments, who enlist the service of service providers, to control the information 

accessible on the Internet (Leberknight et al. 2010; Broeders 2015b). The censorship could be applied nationally or 

limited to specific regions. Core Internet assets targeted includes gateway, domain name and web servers, and core 

routers.   

To censor the Internet, techniques commonly employed are DNS tampering, HTTP proxy filtering, IP blocking/filtering, 

keyword filtering, URL filtering (Terman 2012; Faris and Villeneuve 2008; Leberknight et al. 2010; Dutton et al. 2011); 

DDoS, web defacement, and other cyberattacks against websites and contents (Noman 2011; Colarik and Ball 2016; 

Schmidt and Cohen 2014). A case study of the use of DDoS to enforce censorship is the use of ‘the Great Canon’ by 

government of China (Essers 2015).  

 

THROTTLING 

Throttling can be described as disruptions implemented through reductions in speed of the entire or specific services 

of the Internet. This significantly elongates the average time it takes a user to access a resource on the Internet. In 

some cases, certain services on the Internet may be rendered unusable once the speed is reduced below a particular 

level  (Deloitte 2016).  

Regrettably, this form of disruption is increasingly gaining preference, due to its less detectability, among state actors 

who try to limit free flow of information (Kelley 2017). In 2017, to curtail the spread of rumours, the Indian government 

requested Telecom companies to downgrade 3G and 4G services to 2G speeds (Shashidhar 2017). 

Slowing down of the Internet can be implemented on core routers and servers, and other broadband infrastructure by 

regulating the rate of flow of packet to a certain quality level. This technique is known as traffic (or packet) shaping. It 

exists in the form of bandwidth throttling and rate limiting, depending on whether the regulation affect data transfer in 

or out of the network (TechTarget Network 2010).   

 

INTERNET FRAGMENTATION 

Internet fragmentation, also referred to as Internet balkanization (Maurer and Morgus 2014; Ma et al. 2010) or 

splintering the Internet (The Economist 2010), is the creation of “parallel Internets that would be run as distinct, private, 

and autonomous universes.” (Kumar 2001). Three forms of fragmentation have been proposed: technical, 

governmental, and commercial fragmentation (Drake, Cerf, and Kleinwachter 2016). This brief focuses on the 

governmental fragmentation, which essentially centers on Internet border controls established to keep data in 

(Chander and Le 2014). To actualize this, different recommendations have been tabled, viz. creation of national email, 

localization of data storage and routing, and construction of new undersea cables (Maurer et al. 2014).  

Fragmenting the Internet, for instance towards Internet/data nationalism, could require interfering with routing 

protocols (Broeders 2015b). This distorts the Internet’s architecture. Localized e-mail and data storage and routing, 

among other things, impose geographical boundaries on traffic. This undermines the open and interconnected 

structure of the Internet (Maurer et al. 2014). 
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INCENTIVES/DISINCENTIVES FOR DISRUPTING 

A close observation of the different case scenarios of disruption of Internet services reveals that authoritarian and 

repressive state actors disrupt mostly by undermining or exploiting core Internet protocols and infrastructures. On the 

other, non-state entities, perhaps due to lack of direct access to or control over those core infrastructures, primarily 

disrupt using attacking against the infrastructures. 

Both state and non-state actors have their respective reasons for disrupting the Internet. The incentives and 

disincentives for state actors to disrupt the Internet fall broadly under three categories: politics and power, social 

norms and morals, and security concerns. Thus, it is not uncommon to find governments citing national security, 

prevention of election fraud, false information during elections or examination cheating, maintenance of public order, 

preservation of social norms and morals, economic interests, or copyright protection in order to shut down, censor or 

throttle the Internet (Aydin 2016; Broeders 2015a; West 2016; Faris and Villeneuve 2008). For repressive governments, 

Internet censorship is another veritable instrument for political oppression and suppression (Schmidt and Cohen 

2014). 

In the case of Internet fragmentation, the incentives are similar. Apart from national security, others are technological 

sovereignty, protection against foreign surveillance, and of privacy and data (Maurer et al. 2014; Drake, Cerf, and 

Kleinwachter 2016). 

On the other hand, for non-state actors, their motives differ. Attacking Internet infrastructure, websites, or contents are 

motivated by economic/financial gain, revenge, grievance, sabotage, need for political or social change, propagation of 

propaganda, or patriotism (Sigholm 2013). 

 

2.3 OTHER INTERNET “MISUSE” THAT DISRUPT 

There are other activities that constitute a covert disruption of Internet services. They comprise of Internet abuse or 

misuse. In essence, these equally erode users’ trust and affect how they use the Internet.  

One of these is Internet surveillance. It requires exploiting core Internet protocols (Broeders 2015b) and infrastructure.  

Techniques used include bulk collection, illegal wiretapping, and packet sniffing. While it does not directly impinge on 

accessibility, it countermines confidentiality and integrity of data. When Internet users become aware that their 

conversations are under surveillance by the government, their willingness to express themselves freely and socially 

interact online might be stifled.  
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Table 1. Disruption techniques and actors, disrupted assets, and motivations for disrupting Internet services 

 

  

Type Technique Asset targeted Actor 
Incentive/ 

Disincentive 

National or sub-

national (mobile) 

Internet shutdown 

Shutting down mobile 

telecommunication 

infrastructure 

telecommunication 

infrastructure 

Governments, 

ISPs 

National security, election fraud, 

false information during 

elections,  public order, 

examination cheating 

prevention 

 

 

“Turning off,” e.g. powering 

down or unplugging 

interconnection 

infrastructures or network 

disconnection  

Servers, core routers, 

network switches 

“Digital kill,” e.g. changing 

routing tables 

Core routers 

BGP session shutdown BGP peering links, 

border router 

Disruption of fiber cables Undersea and land 

cables 

Terrorists Propaganda,  protest, revenge, 

sabotage,  political or social 

change, patriotism, 

economic/financial gain, 

grievance 

DDoS or other cyber 

attacks against the 

infrastructure of the 

Internet 

Servers, core routers Hackers, 

hacktivists, cyber 

terrorists 
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Type Technique Asset targeted Actor 
Incentive/ 

Disincentive 

National or sub-

national Internet 

censorship/filterin

g 

IP blocking/filtering Domain name, web 

servers, and core 

routers 

 

 Government, ISPs 

 Hackers, 

hacktivists, cyber 

terrorists 

 National security, social norms and 

morals, economic interests, 

copyright protection, political 

oppression and suppression.  

 Propaganda,  protest, revenge, 

sabotage,  political or social 

change, patriotism, 

economic/financial gain, grievance 

DNS tampering/poisoning 

and hijacking 

HTTP proxy filtering 

URL filtering 

Automatic connection reset 

Keyword filtering 

Portal censorship 

Port number blacklisting 

DDoS or other cyber 

attacks against specific sites 

or contents 

Throttling Traffic (or packet) shaping: 

bandwidth throttling and 

rate limiting  

Core routers, servers, 

broadband 

infrastructure 

Governments, 

ISPs 

National security 

Internet 

fragmentation 

National e-mail   Servers, core routers, 

fiber cables 

Governments, 

ISPs 

National security, Technological 

sovereignty, foreign surveillance 

prevention, privacy and data 

protection 

Localization of data storage 

and routing 

undersea cables 
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Extending the ICANN’s security, stability and resiliency (SSR) framework definition (ICANN 2013) to the entire Internet, 

stability can be said to be the capacity of the Internet to function as expected. This implies constancy in its character 

(performance). Security of the Internet, on the other hand, entails protection of the Internet against attacks and misuse. 

This guarantees confidentiality, integrity, and availability of users’ information. 

This chapter presents threats to the core Internet infrastructure that negatively impact the stability and security of the 

Internet. It also identifies systems whose loss or degradation is likely to have severe impact on the Internet.  

To identify the threats, relevant published materials were collated. The threats are sectionalized under different 

categories, viz. deliberate shutdowns; censorship; fragmentation; DNS threats; routing threats; certificate threats; 

physical attack/disaster; and error, malfunction, and compromise. 

 

3.1 RISK MODEL 

According to ISO/IEC 27005 (ISO 2011), information security risk is defined as: 

“Potential that threats will exploit vulnerabilities of an information asset or group of information assets and thereby 

cause harm to an organization.” 

Table 2 contains different threats to the Internet core, the asset targeted and real-life incidences (Lévy-Bencheton et al. 

2015; ICANN 2014a; Piscitello 2016; Turner, Polk, and Barker 2012).   

In addition to popular threat, new threats are emerging. An example is the BGP MITM attack. Even though its possibility 

has been demonstrated since 2009 (Hepner and Zmijewski 2009), it was not until 2013 that these attacks were actually 

discovered (Alaettinoglu 2015). Another emerging threat is domain shadowing (Team RiskIQ 2016; ICANN 2016). 

Criminals use stolen or phished registrant’s credentials and create large number of unauthorized subdomains, which 

are used for malicious activities. 

 

3.2 “SINGLE POINT OF FAILURE” 

The ISO guide (ISO 2011) described risk as “often characterized by reference to potential events and consequences, or 

a combination of these.” One of the potential events with Internet infrastructure is their loss (which may be due to theft 

or attack) or degradation. This potentially could constitute a single point of failure.  

A single point of failure (SPOF) is a component of a system which, if it fails, causes the entire system to stop functioning 

(Dooley 2009). To categorize a core Internet infrastructure as, potentially, a single point of failure, if lost or degraded, 

different perspectives could be considered. One perspective is to assess the criticality of such system to the stable and 

secure functioning of the Internet. It considers the questions: Can the Internet cope without the system? Are there 

alternative systems that perform the same functions? If a system is one alternative among systems that perform a 
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particular function or set of functions, the loss or degradation of that system cannot be expected to cause as much 

damage to the Internet as when such function or set of functions are performed solely by a single system.  

If this yardstick is used, the loss or degradation of any of the infrastructures used to provide or support basic Internet 

communication and information services could, in theory, constitute a single point of failure. These include the DNS 

root zone, DNS root name server, TCP/IP, BGP, TLD nameservers,  backbone routers, and the companies (as a whole) 

that manage core infrastructures of the Internet. If the DNS fails, there would be no way to find IP address. 

Consequently, Internet services become inaccessible (Cooper 2016). In the same vein, “killing” the BGP renders 

impossible routing of information. And needless to say, destruction of the entire organizations that manage those core 

infrastructures would inevitably lead to the destruction of the infrastructures too. 

The other perspective considers the likelihood of loss or degradation of a system – the effort, cost or time required to 

cause the loss or degradation – in determining whether a system could be categorized as a single point of failure. Going 

by this perspective, it will be tempting to conclude that it is near impossible to have any single point of failure. This is 

due to the existing resiliency level of the Internet. However, considering the increasing acquisition and proliferation of 

cyberweapons, especially by state actors (Dévai 2016; Hughes and Colarik 2016), the possibility of successfully bringing 

down a core system, regardless of its level of resiliency, might not be as remote as it is currently believed. Evidences 

attest to this possibility. Already, some actors (most probably state actors) seem to be mooting the idea of taking down 

the entire Internet (Paganini 2016; Schneier 2016). Schneier reported about calibrated attacks targeted against 

organizations that manage core infrastructures of the Internet. The attacks were aimed at determining the limit of their 

defenses. Another evidence: a group of researchers introduced a DDoS attack, termed Coordinated Cross Plane 

Session Termination (CXPST), capable of targeting all core routers on the Internet (Schuchard et al. 2010; Mohan 2011). 
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Table 2. Threat categories, types, assets targeted and real-life scenarios 

 

Threat Category Threat Asset Targeted Case Study 

Deliberate 

shutdowns 

Shutting down mobile 

telecommunication infrastructure 

Telecommunication 

infrastructure 

There were more than 50 Internet shutdowns 

in 2016 alone (Kamen 2017). 

“Turning off,” e.g. powering down or 

unplugging interconnection 

infrastructures or network 

disconnection  

Servers, core routers, 

network switches 

“Digital kill,” e.g. changing routing 

tables 

Core routers 

BGP session shutdown BGP peering links, border 

router 

Censorship IP blocking/filtering Domain name and web 

servers, core routers 

Iran is ranked 1
st
 in terms of Internet 

censorship. In China, using a 4-level filtering 

process, government block more than 1 to 4 

sites accessible via search engines (Gaille 

2017). 

HTTP proxy filtering 

URL filtering 

Automatic connection reset 

Keyword filtering 

Portal censorship 

Port number blacklisting 

Traffic (or packet) shaping: bandwidth 

throttling and rate limiting  

Core routers, servers, 

broadband infrastructure 

Iran in 2009 (Anderson 2013) and 2013 (Aryan, 

Aryan, and Halderman 2013). 

Fragmentation National e-mail   Servers, core routers, fiber 

cables 

Iran launched its own Youtube; Turkey intends 

to build a domestic search engine and email 

service (Clark et al. 2017). 
Localization of data storage and routing 
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Threat Category Threat Asset Targeted Case Study 

DNS threats Brute-force attack  Root zone KSK   

Substitution attack  Root zone KSK  

Pre-image attack  Root zone KSK  

Domain shadowing attack Domain registrant 

credentials 

Use of Angler Exploit Kit (Biasini 2015). 

DNS cache poisoning attack DNS resolvers Google Malaysian domain hit with DNS cache 

poisoning attack (Previous Contributors 2013) 

DNS hijacking attack DNS server Wikileaks site hacked via its DNS (Greenberg 

2017). 

“Exploit to own” DoS attack Name servers Attacker could execute arbitrary code (Manion 

2003). 

DDoS attack Core servers All 13 DNS root servers targeted (Roberts 

2002) 

DNS amplification attack Servers, end-user nodes An attacker sends at least 20Gbps against an 

end-user’s system 24 hours a day (Prince 

2012). 

Malware Core servers Malware-based DDoS attack against Dyn 

servers (Woolf 2016) 

Domain registration hijacking attack Registration account, Name 

servers 

PANIX became a victim of domain hijacking 

(SSAC 2005). 

DNS response modification DNS resolver  
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Threat Category Threat Asset Targeted Case Study 

Routing Threats BGP route leak Autonomous systems Misconfigured router caused Internet service 

degradation (Madory 2017) 

BGP (prefix) hijacking attack Autonomous systems Tens of prefixes originated from Rostelecom 

(Toonk 2017) 

BGP MITM attack Autonomous systems Traffic for major networks directed to an ISP in 

France (Toonk 2013) 

Certificate threats Impersonation Certificates   

Registration Authority compromise Certificates  

Certificate Authority system 

compromise  

Certificates, Certificate 

revocation lists (CRLs) 

DigiNotar CA breach (Hoogstraaten et al. 

2012). 

CA Signing key compromise CA signing key, certificates, 

CRLs 

 

Physical 

attack/disaster 

Vandalism/theft/loss Undersea and land cables 

and other core 

infrastructure 

Fiber cables in California attacked (T. Hughes 

2015) 

Natural/Environmental disaster Core physical infrastructure Under-sea cable damaged by powerful 

earthquakes off the coast of Taiwan (Lemon 

2006). 

Error, malfunction, 

compromise 

Root/TLD operator errors Root/TLD infrastructure  

Hardware failure Core physical infrastructure  

Registration services 

failure/compromise 

Services  

Service provider failure/operation 

disruption 

Hardware, software, services  



 

  
PROTECTING THE CORE  115 

This chapter focuses on highlighting some of the existing techniques and recommended best practices for mitigating 

risks to the core of the Internet.  

A number of the threats to the Internet, often employed by authoritarian or repressive state actors, are not direct 

attacks. Core Internet infrastructure are exploited or undermined. These equally destabilize and undermine the 

security of the Internet. For these threats, there are no formal recommended good practices. However, Internet users 

have devised different informal methods of dealing with them. One of these threats is censorship. Tools commonly 

used to bypass censorship include Virtual Private Networks (VPNs), custom DNS servers, web-based proxies, Tor 

browser, and SSH tunnels (Hoffman 2016). In 2014, an Android-based app, DNSet, was used by Turkish citizens to 

bypass censorship during the first months. The application enabled users who did not have administrative rights on 

their devices to alter, without difficulty, the DNS server imposed by 3G/4G providers (Di Florio et al. 2014). 

For threats like deliberate shutdown and Internet fragmentation, there are no technical countermeasures to mitigate 

them. new methods might be required to moderate them. 

Some of the existing recommendations for mitigating threats that target core infrastructure are presented in Table 3 

(Internet Society, n.d.; Lévy-Bencheton et al. 2015; Conrad 2016; IANA 2016; US-CERT 2013; Xu 2017; Manion 2003; 

SSAC 2005; SSAC 2008; Turner, Polk, and Barker 2012; Lewis 2017; Qamar 2014; Khanse 2015).  

 

4.1 GAPS 

Despite the array of techniques and mechanisms available to prevent and mitigate many of the threats to the core 

infrastructure of the Internet, there are issues that require attention. One of these is root zone KSK rollover. It was 

meant to take place on October 11, 2017, but had to be postponed. Some implementation and configuration bugs 

associated with RFC 5011, the mechanism which enables validators to automatically update their trust anchors, were 

discovered (Wessels 2017). 

Another issue is the limitation of the DNSSEC. It essentially addresses the aspect of integrity. Other aspects of 

information security, including confidentiality of the information inside the DNS and availability needs to be addressed. 

Much efforts are still required to ensure the network layer of the infrastructure are protected (Marsan 2010). 

Equally worthy of further attention are the emerging threats. While a number of mitigation mechanisms have already 

been proposed (Huston 2013; Oti, Bansah, and Adegboyega 2016), more research is needed to address issues that 

might arise during their implementation. 
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Table 3. Risk mitigation techniques and good practices 

Threats Mitigation Technique/Good Practices 

 

DNS Threats 

Brute-force attack Periodic changing of the root zone-signing cryptographic keys. 

Substitution attack  Distribute the public component of a Trust Anchor in a secure fashion. 

Pre-image attack  Implement a sufficiently resistant cryptographic hash function in conjunction with the signing 

algorithm during the time in which the signature is valid. 

Domain shadowing attack Check IP addresses against a reputation-based blacklist if it resolves to multiple names or IP 

addresses. 

Adopt heuristic behavioral analysis to identify potentially malicious network connections 

requiring further inverstigation. 

DNS cache poisoning attack Adopt DNS open resolver configuration. 

Deploy DNSSEC for securing DNS clients origin authentication of DNS data, authenticated 

denial of existence and data integrity. 

Utilize developed patches commonly adopted against Kaminsky Cache Poisoning. 

Restrict zone transfers to reduce load on systems and network. 

DNS hijacking attack Apply DNSSEC. 

Use good security software capable of preventing DNS-Changing malware. 

“Exploit to own” DoS attack Upgrade or apply vendor-specified patch. 

Restart dynamically linked processes and recompile statistically linked libraries. 

 



 

  
PROTECTING THE CORE  

Threats Mitigation Technique/Good Practices 

DDoS attack Apply BCP38 to mitigate DDoS attacks via IP Source Address Spoofing. 

Adopt source IP address verification at the edge of Internet infrastructure. 

Enable source address validation for at least single-homed stub customer networks, their own 

end-users, and infrastructure 

Disable open recursion on name servers and only accept DNS queries from trusted sources. 

Manufacturers and configurators of network equipment should take steps to secure all devices, 

e.g.  keep them up-to-date by patching flaws. 

DNS amplification attack ISP should reject any DNS traffic with spoofed addresses. 

Disable recursion on authoritative name servers. 

Restrict recursion to only authorized clients. 

Malware Use strong anti-malware software and also update your system and software periodically. 

Domain registration hijacking 

attack 

Registries should implement Registrar-Lock and EPP authInfo according to specification. 

Resellers and registrants should be provided with Best Common Practices by registries and 

registrars that describe appropriate use and assignment of EPP authInfo codes and risks of 

misuse. 

An emergency action channel should be provided by registrars. 

DNS response modification Inquiry should be made by registrants about the treatment of their unregistered subdomains 

by entrusted agents. 

Organization for which accurate NXDomain reporting is essential for operational stability 

should opt for entrusted agents that guarantee non-modification of DNS responses in its terms 

of service. 

Routing Threats 

BGP route leak Announce routes more preferable than leaked route to counter illegitimate routes. 
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Threats Mitigation Technique/Good Practices 

BGP route leak Entirely change prefix via modifying DNS records. 

Route Origin Authorizations (ROAs) should be published in the various RIRs. 

BGP (prefix) hijacking attack Apply cryptographic resource certification (RPKI) for the purpose of AS origin validation. 

Establish an Appropriate Use Policy (AUP) to promote rules to secure peering. 

Utilize resource information from databases such as IRR, APNIC, ARIN, and RIPE. 

Utilize prefix filtering and automation of prefix filters. 

Utilize prefix filters to facilitate validation of routing information on global scale. 

Utilize third-party BGP prefix hijacking detection service from which you receive notifications 

(please, note that this mitigation is under debate). 

BGP MITM attack Periodic changing of the cryptographic keys used to sign the root zone. 

Certificate Threats 

Impersonation RAs must ensure adoption of best practices for vetting certificate requests as documented in 

the certificate policies (CPs) associated with the CAs served by the RA. 

RA compromise RAs must implement security best practices. 

CA system compromise CAs must perform regular third-party audits and reviews. 

CAs must implement mechanisms for tracking and detection and perform regular manual 

operational sanity checks. 

CAs must revoke issued fraudulent certificates, when detected, and inform victim organizations 

and all potential relying parties. 

CA signing key compromise In the event of a signing key theft, CAs must revoke all certificates issued by the compromised 

CA and all necessary parties notified that they would require new certificates. 
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Previous chapters have discussed essentially various risks to the stability and security of the Internet and some of the 

existing strategies to mitigate them. The capacity of the Internet to sustain its underlying values of universality, 

interoperability, and accessibility is firmly hinged on continuous guarantee of the functionality and integrity of its core 

components (Broeders 2015a; Broeders 2015b).    

This chapter proposes some measures essential towards improving the stability and security of the Internet. 

 More efforts are required in the area of detection or/and mitigation of threats including BGP MITM, root zone KSK 

brute-force, and domain shadowing attacks. Existing solutions need further reviews. For instance, while it is 

certain the root zone KSK rollover is essential to mitigate brute-force attack against the KSK, further research 

could be commissioned towards identifying potential implementation and configuration issues.   

  The size and scale of recent cyberattacks are pointing to increasing involvement of state actors. When this is 

placed side by side the increasing critical role the Internet is likely to play in national development in the years 

ahead, the need for states to categorize security of the Internet as a national security issue, more than ever 

before, cannot be overemphasized. Hence, states should identify all core Internet infrastructures within their 

boundaries as critical national infrastructure (CNI). While some states, including UK (CPNI 2017) and US (DHS 

2017), have included communication sector or/and IT sector as CNIs, others, like Nigeria (Adepetun 2016; 

Onwuanumba 2017), are yet to.  
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This brief identifies the various categories of Internet disruption and risks which threaten the core infrastructure of the 

Internet. Existing risk mitigation mechanisms and good practices are explored; while some gaps, requiring urgent 

attention, are identified. Lastly, some measures essential to enhance the stability and security of the Internet are 

proposed. 

Using criticality to the stability and security of the Internet as a basis, this brief argues that the systems that support 

basic information and communication services on the Internet could, if lost or degrade, in theory, constitute single 

points of failure. These include the DNS root zone, DNS root name server, TCP/IP, BGP, TLD nameservers,  backbone 

routers, and the companies that manage core infrastructures. 

The future of the Internet rests primarily on its capacity to consistently guarantee the values of confidentiality, integrity, 

and availability. The arguments of this brief underline the urgent need for the core infrastructures of the Internet to be 

protected from belligerent state and non-state actors who undermine, exploit, and target them. This supports existing 

studies (e.g. Broeders 2015a), which recommend the designation of core Internet protocols and infrastructures as a 

global public good (as presented in Figure 3). The Internet affords many benefits to everyone. Hence, the core of its 

existence and survival should not be jeopardized. 

Figure 3. The Internet core as a global public good 
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