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d buld an cvidence graph” And the objecunves of ther
sorks were ~To achieve the sccuracy and completeness of the
cvidence graph. 0 corelse evidence by reasomng the

cagsaliry, and uwse an ant-foremsmics dazhase and a

SOVEMBER 4 -7, 2013

Counter-Anti-Forensic  (CAF) scenano™ The methodology
they employed was a theoreucal framework. based on
Dempster-Shafer Theory of Evidence. Their objecuves were
L Tosynerpically merge mformation provided by Image
Forensics (TF) wols and Counter Ant-forensics (CAF)

wols.
i To mveal waces introduced by anu-forensic

traces.
m_udmm-uumumunm
2ccount the following facts.
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compuier whom he had quarrel with recently, as a result of his
misconduct and hus unethical behavior toward work and other
staff. When his colleague caught hum, he denied it in the
presence of others and when his system was searched by the
rest colleagues they found nothing incriminaung or any
unauthorized file in his possession pertuning to FUTMinna,
and now a forensic invesugator has being brought 1o the scene
to help out, with the analysis

Virtual environment would be used to simulate this cnme,
and the target offender’s machine would be assumed to be
running window 7, any windows operating system would
work just fine as some of the tools used has also been tested
with window 8 and window XP they all work fine. most of the
tools used to carry out the analysis are opcraling sysiem
independent — meaning Linux. Solanis or apple 10§ are not
exceptional, the sharp difference between them boils downs 0
the their differences in File Systems, network configuraion
and their memory management. Th:mthmlngmudjmm
work will be broken down into: Volatile data analysis and
Non-volatile/persistent data analysis.

Before conducung forensics operauion there arc lots of

i usng
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sophisticaled [orensic tools would not be able (o access. As

computer forensic invesugalors, the invesugators must be
aware of this areas, this process of data hidden is one of the
many anu-forensic processes. Forensic examiner has w be
aware of anu-forensic processes. Every anu-forensic effont or
approach is being built toward countering phases of forensic
analysis either 1o delay the forensic processes or (0 even make
il impossible.

C. Tools Employed
a Installation of Virtual Machine(VMware workstauon
10 0 as the virtual environment)
b Installation of Guest Operating sysiems on the
VMware's
i Kah Linux (test board)
. Window 7
iin. Forensic Investigation Tools (FTK)
iv. AccessData FTK Imager

v. Dumplt
vi. WinHex. OSForensics (OSFclone. OSFmount,
OSFPassMask)

vii. Autopsy (Forensic suit), :
wiii. SIFT (SAN Investigatory Forensic Tool)
i SecreielLayer
x. Time Siomp
x1.  Slackerexe
xu FOCA
Guymager.

Iv. mmmmmn:w
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EXPERIMENTAL WORK 3 :

— Fig. 3: Dumplt seeking (o proceed (o the RAM
After the text edit has been compleled, the paper 1s ready imaging

The experimental framework comprises the use of open

forensic and anu-lorénsic tools and !L.'L'hI'IJLlUL"- o demonstrate . o R

ho i I"l =¢ ) | j gEEY  REASE ASLRE - T, -

vow digital forensic analysis could be achieved using one of i =R i

the numerous open source Forensic and Anu-forensic Tools, it B2 O e

involves the installation and setting up of test bed, the tes! bed SEEIIEz Izii: - o

or lab used here is on virtual machine which help to utilized
the efficiency but yet less expensive forensic operation =
VM ware workstation 10 was used and window 7 ulumale was

installed as guest operaling Ssystem (OS) on the virtual

machine, other forensic tools (FTs) were installed on the host
OS while the Anu-Forensic tools (AFT) was ran on the guesl : =
OS. The figure below shows the different interface of the g ==
experimen =
vy memary Gumper I“-lg 4 ‘\'Inl‘ll‘\ refwming VAIOUS passw ord hashes
baty
Vi RESULTS AND DISCUSSION
A Valanle Data Analvsis
The following lorensic coltware where used and thewr res
and impact are discussed below
PDumpht
Dumpli 15 a volatile data imaging tools Lthat has
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The” WinHex, was used 10 analyze the image of the raw
memory dump generated by the Dumplt Tool. and as the
||"|"|ng|: WS hashed with a -"llt‘-!-agl: Digcq 5 |_\1D5. SHAl and
SHA126 algonthm and o was compared before and afier
forensic operation (o make sure iis integnily was intact. When
the content was searched for passwords WinHex returned
various password hashes as show in Fig. 4 After the analysis
of the image with WinHex it was able to get vanous
passwords, and file logs such as the type of filer and thewr
extensions thal was running and the resource they were using
And all this information was documented AccessData FTK
was also used to hash and compare hashes in relauve w
WinHex and exactly the same was generaled. and when
AccessData FTK Imager was used w do the raw dump
memory analysis the same resull was gotien.

msymmuuuw_w-g-
bit different It involved imaging the virual machine Hard
Disk Drive (HDD) instead of the host machine or the physical
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will mever reveal the presence of files on bad sectors, many <<yt 7

forensic software would not even be able 1o search there for
hsdden files, when most forentic software comes across bad
sector during scanmng. they skup it and continue with the rest
sectorv/clusters. From the result gotien from analyzing hus
system RAM with Dumpli one incredible observation is the
presence  of suspiious  programs  found., which was
Slacker exe. Slacker exe is a command line anu-forensic tools
used 0 hude files o slack space and also TimeSiomp was
found - TimeSwomp 15 a metasplont tools used lor
manipulating MACB Table | below is a fast representation
of the meaning of MACB broken down by type of file system

Tablel Show the Meaning of MACB on Vanous File System

Fille Sysiem | M A C B
FAT Wrmen | Accemed | Changed

NTFS Modiicd | Accessed | MFT Modified | Cremed
Eu 27 Modilied | Accesed | Changed :
(Eud Modified | Accessed | Changed Crested
urs Modified | Accesed | Changed 3
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The image that was golten from Guymager imaging tool was
loaded into Autopsy for case analysis, In the analysis of non-
volatile data. the onginal image of the extracted system should
be forensically clone or duplicated reason been that once the
original image 15 contaminated, the evidence defimitely would
be doubtful or questionable. Because of the advancement n
anu-forensic operation, like the use of logic zip or logic bomb,
before trying to crack some of the file precaution must be
taken reason been that there are some encryption algorithm
that has more than two encrypuon key and decrypuon key
One of the key would be meant 1o alter 1o the bil of the file
into another file entirely, some might even delete the file was
used to access some of the criminal’s pnivate document. Cases
of such have been reponed recently.

A

A}:!::npaimnypumﬁmnmcuwwrudm
Autopsy for analysis it showed all visied URL. deleted
folders. directones, the content of the recycling bin. the
MACE of each of the files, bookmarks, browsing history.

s
mumu-mmﬂxrdﬂ:’:
Phpns ymber and his password
wuﬁ#ﬂ-ﬁ'
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mvestigaion. Other traces the forennic examiner may use is
the browsing history, remembered password and bookmarks:
il this anefacts are cleared 11 will harden the forensic
investigaliom. Sume dubious criminals that suspects forensic
mvestigation might do the following to cover track
i Change file extension and header belore deletion
1] Alter the MACB file attributes
i Over slack spaces and unallocated spaces

Foca

When FOCA was used o query Federal Umiversity of
Technology. using Google query option in FOCA search
options, lots of information was harvested, but the one that
mpdudqu\‘ufFUTMuuummmd:m;nmhu
own inclusive. From his CV, his sctive emails wncluding
Gmaul account name, and phone number was found

Most of this tools used (o do this forensic anal ysis have almost
exactly the same features (0 carry oul basic forensic analysis,
uﬂlynﬂnuﬂdl)ﬂumﬂm‘:wuﬂpﬂﬁlﬂdm

information the forensic investigator may find interesting
mﬂldﬁmhwhumyu—dmh“

purpose. For example;
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