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To cmhf‘d the cipher lext using the leasl s
; réflsioe 3 the least significant bit tech

: Selecl proper image cover file echniques, the following steps are taken

i, Perform the scan of the image row by row so thal it can be encode in binary manner

1 Encode the secrel message inside the binary notalion

v Calculate the size of the secret message and image

v Consider one pixel of the image selecled

vi Perform the segmentation of the image into Red, Green and Blue pars (RGB)
Hide the secrel message two by two inside each position of the pixel al the sig
of the lasl two
viil Sel the image with the newly values thal has be consider

X Set and save the image

nificant position

7. EXPERIMENTAL FRAMEWORK

odel was experimenled using Microsoft visual studio The plaintext was encrypled

technique The cipher lexi generaled after the encryplion was
he encryplion and message

The proposed m
using data encryption standard
embedded using leasl significant bit method Figure 51 below shows 1
hiding interface while figure 5.2 shows the Exlracling and decrypling interface
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Figure 5

8. RESULTS AND DISCUSSION

8.1 Encryption and Hiding
In this seclion we discuss how the software can be used o encrypl message and hide the ¢ phertext

inside an image file. From figure 5 1 above, we first upload our image from our system folder ini5 12
Picture Box Once the image is uploaded we can now type the message we want 10 hide s g (-
Data TextBox, type the password inside the Password TextBox then click on the Encrypt Chec ha‘c S
After that, click on HIDE INFO Button The Steganography-Cryto software will encrypt the messaae
and then hide it inside the image A Message Box pup up tell us that the message has pe h-;c
successfully We then SAVE the new image called stego image in another folder T

8.2 Extracting and Decrypting
In this section we explained how we can use the software 1o extract the Cipher text of the messace

and decrypt it back to plaintext
From figure 52, we first upload the SIego image into the Picture Box Afer that we o

Passworg used to hide the message inside the Password T
pas : ext Box and click on Extract button the
ipher text will displace on the Data Text Box To decrypt the cipher text we Cick on the Decryp!

Check Bo
x and chck on the Extract button We have the message in plaintext and QuUr mage back
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Figure 6 and 7 shows the image before and after embedding. They is no significant difference

between the two image to the human eye and as such it will be difficult for an attacker o know 1S
carrying a message.

9. CONCLUSION

In conclusion steganography and cryplography have played a major role in the security of sensitive
information communicated via internet. This work have successfully examined how message secunty
can be enhanced using Least Significant Bits embedding method and Data Encryption Standard

method to secured the secret message. One key (stego key) is used by the software 10 perform both

the encryption and the embedding. The advantage is that the available space for hiding the written

[ imi icati tego image. We
message on the image can be maximize by the application due 10 thebsur_e of @he s
recomr%end that compression should be incooperated before embedding. 1t will help to reduce the
size and enhance better security of the message.
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