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Abstract: Data privacy is being breached occasionally whether in storage or in transmission. This is due to the spate of 

attack occasioned by the movement of data and information on an insecure internet. This study aimed to design a 

system that would be used by both sender and receiver of a secret message. The system used the combination of 

Steganography (MSB) and Cryptography (RSA) approaches to ensure data privacy protection. The system generates 

two keys: public and private keys, for the sender and receiver to encrypt and decrypt the message respectively. The 

steganography method used does not affect the size of cover image. The software was designed using python 

programming language in PyCharmIDE. The designed system enhanced the security and privacy of data. The results of 

this study reveal the effectiveness of combination of steganography and cryptography over the use of either 

cryptography or steganography and other existing systems. 

 

Index Terms: Steganography, cryptography, Data privacy, Data Security, Encryption 

 

 

1.  Introduction 

Information is the new gold and power to succeed in any developed organization or industry. Industries are rising 

and falling solely on their ability to collect, maintain and derive competitive value from their data stores. Users are often 

the focus of these data sets - streaming video providers which collect consumer film desires, social media firms that 

track the company tastes of users, insurance agencies that collect information on the risk profiles of users, or transport 

companies that store travel patterns of users. Properly analyzed data can provide information that add quality to 

businesses, social services, and the research community. However, these data also contain sensitive personal 

information whose privacy may be compromised [1], this research is a survey study. There is, according to [2], an 

increase in the number of attacks reported during the electronic exchange of information between sender and receiver, 

which has in turn called for a more reliable method to secure data transfer. Cryptography and Steganography are 

methods that are well-known and widely used to manipulate information in order to encrypt or conceal it. Such two 
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approaches share common objectives and programs to protect data from unauthorized access, privacy, honesty and 

availability. 

Cryptography is the study of technique that involve encryption and decryption of message to ensure its security 

and privacy. This study is basically divided into symmetric and asymmetric cryptography. The symmetric cryptography 

involves use of only one private key by the sender and receiver of the message for encryption and decryption. The 

asymmetric cryptography, also known as public key cryptography, adopts the use of two keys (private and public keys) 

for encryption and decryption where sender use private to encrypt the message while receiver decrypts the encrypted 

message using public key. This form of cryptography allows everyone to verify the integrity of transactions, protect 

funds from hackers and much more. A public key can, for instance, be a username, available to everyone, it can be 

shared with everyone and everybody can view the history of the account with that username. The username is tied to a 

password (private key), but there is no way a password (private key) can be derived from the username. A private key 

can be seen as a password to an account with a certain username. It is not publicly available and should not be shared 

with anyone. The private key is used to authorize actions on the accounts, to access the account or to authorize any 

action on the account. The asymmetric cryptography working involves sending a message to somebody securely with 

the sender encrypts the message with the public key of the receiver and the sender can send the (encrypted) message 

safely. The only way to view the message is to decrypt it by using the corresponding private key which only the 

receiver has. The receiver then receives the message and is able to decrypt it using the private key. 

Steganography is the technique of hiding data or information in an image, audio, or video. The two basic methods 

of implementing steganography are Least Significant Bit (LSB) and Discrete cosine transform coefficient technique. 

The LSB is a simple technique that changes the last few bits in a byte in order to encode a message. The 

steganography technique is relevant when concealing image, where the colours' values of each pixel are represented 

by eight bits ranging from 0 to 255 in decimal or 00000000 to 11111111 in binary. For example, the change in the  

last two bits of black pixel from 00000000 to 00000001 only changes the black value from 255 to 251. This change 

in colour to an open eye was unnoticeable but allows encoding of data within the picture. Discrete cosine transform 

coefficient technique is an approach that slightly changes the weights (coefficients) of the cosine waves that are 

used to reconstruct a JPEG image.  

This research combined cryptography and steganography to ensure the security of data in transits on the insecure 

communication network. Through this technique, the privacy of data would also be adequately ensured. The objectives 

are to ensure the protection of user’s data against unwanted and unauthorized access and modification. The existing 

solutions used either cryptography or steganography to ensure privacy of data but not combined. The results of this 

algorithm provide the best complexity in terms of memory and time. The remaining parts of the article is arranged as 

follows; the related literatures to this research are discussed in section two while proposed method is examine in section 

three of this article. The implementation of this research is discussed in section four while section five is used to present 

the results of the research. The conclusion is giving in section six while future work is suggested in section seven. 

2.  Related Works 

Efficient Data Hiding System using Cryptography and Steganography [2] involves using cryptography (Data 

Encryption System) and Least Significant Bit (LSB) steganography approach to ensure data privacy and it is based on 

audio steganography, this research is limited to encoding audio file. Public–Key Steganography Based on Matching 

Method [3] is a system uses a matching method in public stenographic protocol. It utilizes Diffie Hellman key exchange 

for key distribution and LSB for the hiding process. This technique is limited to key exchange system. In Securing Data 

by Using Cryptography with Steganography [4], author proposed system utilizes Blowfish Encryption Algorithm and 

Least Significant Bit Injection Steganography to secure the privacy of secret data by hiding the encrypted format of the 

secret message behind an image and it was implemented using JAVA programming language. Regrettably, this research 

did not provide adequate academic results to understand its contributions.  

Information Hiding using Least Significant Bit Steganography and Blowfish Algorithm [5] is another technique of 

securing information and proving privacy by developing a system  using C#.net language and implemented it using 

Blowfish for encryption and LSB for hiding process. The demerits of [4] and [5] are that blowfish algorithm is 

symmetric cryptography, which requires exchange of key through insecure communication network. Author in [6] 

proposed an Information Hiding Using Least Significant Bit Steganography and Cryptography. The system implements 

data privacy using LSB steganography and RSA (with Diffie Hellman) cryptography, it was experimented using 

MATLAB 7.01. The weakness of [6] lies in the less efficiency of Least Significant Bit. Xiao Steganography by [7] can 

be used to hide secret files in the image as well as audio files using LSB. It uses file format BMP for Images and WAV 

for audio files and used the following algorithms for encryption: DES, DES 112, RC2. The hashing includes SHA, 

MD4, MD2, and MD5. 

Cryptography dated back to circa 1900BC. when an Egyptian scribe used non-standard hieroglyphs in an 

inscription [8]. It refers to set of techniques and algorithms for protecting data [9]. According to [8], Cryptography 

defines the art and science of transforming data into a sequence of bits that appears as random and meaningless to a side 

observer or attacker. Cryptography is accomplished through the implementation of several factors which include 
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encryption, decryption, ciphertext, plaintext and key. The plaintext represents the secret message to be secured, 

ciphertext represents the encrypted format of the plaintext, encryption represents the process of converting plaintext to 

ciphertext using the appropriate key, decryption represents the process of converting the cipher text to plaintext with the 

corresponding key.  The key represents a set of string or element used in the cryptographic process and known only to 

the sender or/and receiver. There are various methods based on this scheme like Secret key cryptography (Symmetric), 

Public key cryptography (Asymmetric), Digital Signatures, Hashing, Digital Certificate and Message Authentication 

Code (MAC)  [9]. Some of the schemes based on cryptography are explained as follows: Secret Key Cryptography 

(Symmetric). This technique uses a single key for both encryption and decryption process [8]. The Secret key is sent 

through a secure channel and is known only to the sender and the receiver of the message. If the secret key is discovered 

by a third party, the integrity and confidentiality of the message is tampered with. And with that, this method is not an 

efficient one. Examples of the cryptography which utilizes Secret Key are, DES, 3DES, Blowfish, CAST5, IDEA, TEA, 

AES (aka Rijndael), Twofish, RC6, Serpent and MARS [10]. The disadvantages of most of the above-mentioned 

existing privacy provision techniques lie in the use of symmetric cryptography for encryption and decryption functions. 

Public Key Cryptography (Asymmetric) is an asymmetric key algorithm also known as public key encryption is a 

crypto-system type in which encryption and decryption processes are carried out mathematically using two different 

keys, one of which is referred to as a public key and the other as a private key [10]. Some popular examples of 

asymmetric algorithms include PGP (Pretty Good Privacy), Diffie-Hellman keys, RSA, SSH (the secure telnet 

alternative) and SSL (used for data encryption between a web browser and a web server). 

Hashing is another method of cryptography that uses a mathematical transformation to irreversibly "encrypt" 

information is Hash function [8]. This technique uses mathematical function to convert data of any arbitrary length to 

data of a fixed length. And the output of the function is Hash value (or Message digest). Digital Signature (Merkle, 

1990 ) was described as a "system whose security would be" pre-certified "to the degree that the underlying encryption 

feature had been certified." To create a unique signature, digital signature is determined from the combination of a 

data's hash value and the private key of the signer. 

Digital Certificates. In order to promote electronic commerce, digital certificates are issued. Digital certificates are 

issued files containing identification and other data, providing a level of security and authentication that provides 

comfort to vendors, suppliers and others as they increasingly engage in e-commerce  [11]. According to this research, 

digital certificates provide electronic verification of a potential customer or other user's identity Searching to access a 

service or process a payment. The access to specific transactions or information is also regulated. Digital Certificates, 

for example, may differentiate transaction classes (A, B, C, and D) within a website based on credit card or other 

information contained in a digital certificate or directory. The purpose of cryptography is to provide security and data 

privacy, and some of the security requirements include Authentication, Privacy, Integrity, and Non-repudiation. 

Authentication is the process whereby the communicating parties identify themselves. Privacy/Confidentiality ensuring 

third party is not able to access the shard information. Integrity assures the information shared have not in any way 

altered or tampered with by unauthorized party while non-Repudiation is a mechanism to prove that the sender of the 

message really sent this message and cannot deny it.  

Steganography is simply the method used to hide behind another object (file) a secret or private message. The term 

Steganography derives from the Greek word "Stegos," meaning cover and the Greek word "Grafia" means writing It can 

be explained away as "hidden writing" [12]. There are many methods for steganography such as Least Significant Bit 

Insertion (LSB), Most Significant Bit Insertion (MSB), Algorithms and Conversion, Redundant Pattern Encoding and 

Spread Spectrum, but Least Significant Bit (LSB) and Most Significant Bit (MSB) are the main methods of data 

shielding. In the past, to convey steganographic content, people used hidden tattoos or invisible ink. Computer and 

network technologies today provide steganography with easy-to-use communication channels. Essentially, in a 

steganographic method, the information-hiding process begins by finding redundant bits of a cover medium (those that 

can be changed without losing the integrity of that medium). Through replacing these redundant bits with information 

from the hidden message, the embedding process creates a stego media. Recent steganography’s objective is to keep the 

presence of the information unnoticeable from an illegal access [2]. 

This research adopts the steganography (Most Significant Bit (MSB)) and RSA encryption techniques to ensure 

privacy of data in transit. The expressions given below represent the above defined data and information preservation 

techniques. 

 

Plaintext + Key (secret key) = Cipher Text  Encryption 

Cipher text + Key (secret key) = Plaintext  Decryption 

Plaintext + Key(public key) = Cipher Text Encryption 

Cipher text + Key (private key) = Plaintext Decryption 

Message + Hash Function = Hash ValueHashing 

Data+ Hash Function = Hash Value Hashing 

Hash Value + Key (Signer’s Private key) 

= Signature   Signature Algorithm 
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3. Proposed System 

The proposed system uses a combination of Cryptographic technique, namely Rivest Shamir and Adleman (RSA) 

and Steganographic technique, namely, Most Significant Bit Insertion (MSB). According to [5], “steganography is 

chosen because this system includes not only imperceptibility but also un-delectability by any stegoanalysis tool”. 

 

 

Fig. 1. Sender section of the proposed system architecture   

 

Fig. 2. Receiver section of the proposed system architecture 

3.1 RSA 

Regardless of the efficiency of symmetric key cryptography, it has fundamental limitations which are the 

establishment of shared secret key [13] and inability to provide non-repudiation. These limitations are readily solved by 

asymmetric key cryptography such as RSA. 

RSA was discovered in 1977 as an asymmetric cryptographic algorithm named after its founders Ron Rivest, Adi 

Shamir and Leonard Adelman. [14]. RSA algorithm involves these steps: Key Generation, Encryption and Decryption 

[15]. 

3.1.1 RSA Key Generation: 

RSA algorithm generates two keys; Public key for encryption and private key for decryption, and the keys are 

generated as follows: 

1. Choose two distinct prime numbers p and q. 
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- For security purposes, the integers p and q should be chosen at random, and should be of similar bit-length. 

Prime integers can be efficiently found using a primality test. 

2. Compute n = p * q. 

 

- n is used as the modulus for both the public and private keys. Its length, usually expressed in bits, is the key 

length. 

 

3. Compute φ(n) = φ(p)φ(q) = (p − 1) (q − 1) = n - (p + q −1), where φ is Euler’s totient function. 

4. Choose an integer e such that 1 <e < φ(n) and gcd (e, φ(n)) = 1; that is, e and φ(n) are coprime. 

 

- e is released as the public key exponent. 

- e having a short bit-length and small Hamming weight results in more efficient encryption – most commonly 

2
16

 + 1 = 65,537. However, much smaller values of (such as 3) have been shown to be less secure in some 

settings. 

 

5. Determine d as d ≡ e
−1

 (mod φ(n)); i.e., d is the multiplicative inverse of e (modulo φ(n)). 

 

- This is more clearly stated as: solve for d given d⋅e≡ 1 (mod φ(n)) 

- This is often computed using the extended Euclidean algorithm. Using the pseudocode in the Modular integers 

section, inputs a and n correspond to e and φ(n), respectively. 

- d is kept as the private key exponent. The public key consists of the modulus n and the public (or encryption) 

exponent e. The private key consists of the modulus n and the private (or decryption) exponent d, which must 

be kept secret. p, q, and φ(n) must also be kept secret because they can be used to calculate d. 

3.1.2 RSA Encryption 

The encryption process used a mathematical computation to convert plaintext to cipher text using the public key 

generated by the receiver. The receiver transmits the public key (n, e) to the sender and keeps the private key d secret. 

The computation is done through the following formula: 

 

𝑐 = 𝑚𝑒(𝑚𝑜𝑑 𝑛)                                                                             (1) 

3.1.3 RSA Decryption 

The receiver can recover m (the secret message) from c (the cipher text) by using the private key exponent d via 

computing: 

 

𝑚 = 𝑐𝑑(𝑚𝑜𝑑 𝑛)                                                                            (2) 

 

3.2 Most Significant Bit (MSB) 

Most Significant Bit (MSB) is a substitution method popularly used for embedding secret message [16]. It is 

known that in 8 bits the first bit is Most- Significant-Bit (MSB) and the last bit Least-Significant-Bit (LSB) [5]. Images 

created from pixels, i.e. if any pixel created by using these three colours red, green and blue, are called RGB. Each 

colour of a pixel is one-byte information that shows the density of that colour.  

MSB involves the following steps. 

 

 Convert text into binary equivalent.  

 Get pixel value of each pixel one by one.  

 Replace each bit of cipher text with first bit of each pixel in image 

4. Implementation 

The proposed system was implemented using Python. The system first generated public and private key pairs for 

the receiver after which the public key was published to the general public. The sender inputs the public key of the 

receiver and also supplies the secret message. After that, new layer of security called steganography was added to 

further enhance the security of communication process. 
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Fig. 3. The encryption interface from sender 

 

Fig. 4. Ciphertext Interface after a successful encryption and encoding 

 

Fig. 5. The sender side after decryption and decoding 
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5. Results 

The result in table 1 shows the memory consumption of the new model (RSA-MSB) is the least among the existing 

systems. The result also shows the capacity of new model (RSA-MSB) as the model with highest capacity of 38.5%. 

The result further demonstrates there is no change in the size of the cover image and the stego image during the whole 

process making the new system better than existing. 

Table 1. Capacities, Memories and Images Sizes of Algorithms 

 

6. Conclusion 

This research has developed a data privacy system using the combination of cryptography and steganography. The 

designed system improves the security and data privacy preservation. The size of an encrypted message did not increase 

despite the combination of security techniques. The memory consumption of the new model is the least among existing 

others while the capacity is the highest. This makes the overhead of the system considerably satisfied. The results of this 

study could be used by the researchers, users, security administrators, developers and network security engineers. In 

addition, the new system would protect information against data privacy breaches and ensure secure key management 

along with non-repudiation (through the implementation of asymmetric encryption). 

The existing systems are characterized with security challenges due to the Symmetric nature of cryptography that 

they all employed. Other existing system possesses the inability to provide non-repudiation and key management issue 

in symmetric encryption.  This study provided solution to the problems users faced during information sharing by 

developing a data privacy system and software application using Python programming language. The software 

combined Most Significant Bit (MSB) steganography and RSA cryptography, where the users can encode a RSA 

encrypted message to a cover image provided by the sender with a public key and decrypt the decoded encrypted 

message from the stego image by the receiver. The results show the new model RSA-MSB is better than existing 

systems in terms of capacity and memory consumption. Part of the limitations of this system is that it can only be used 

or implemented on text messages and BMP format images. Features of the implemented software include; good 

interactive user interface, easy response to user’s request, automatic generation of key pair files, automatic file naming 

and flexibility. 

7. Future Works 

Further research could be done on the design and development of similar system for other operating systems. Other 

asymmetric cryptography could be used to replace RSA. Finally, other image formats could be used to test the 

compatibility, efficiency and effectiveness of the system. 
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