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ABSTRACT

The adaptive nature of unsolicited email by the use of huge mailing tools prompts the need for spam
detection. Implementation of different spam detection methods based on machine learning techniques
was proposed to solve the problem of numerous email spam ravaging the system. Previous algorithm used
in email spam detection compares each email message with spam and non-spam data before generating
detectors while our proposed system inspired by the artificial immune system model with the adaptive
nature of negative selection algorithm uses special features to generate detectors to cover the spam
space. To cope with the trend of email spam, a novel model that improves the random generation of a
detector in negative selection algorithm (NSA) with the use of stochastic distribution to model the data
point using particle swarm optimization (PSO) was implemented. Local outlier factor is introduced as
the fitness function to determine the local best (Pbest) of the candidate detector that gives the optimum
solution. Distance measure is employed to enhance the distinctiveness between the non-spam and spam
candidate detector. The detector generation process was terminated when the expected spam coverage
is reached. The theoretical analysis and the experimental result show that the detection rate of NSA-PSO
is higher than the standard negative selection algorithm. Accuracy for 2000 generated detectors with
threshold value of 0.4 was compared. Negative selection algorithm is 68.86% and the proposed hybrid
negative selection algorithm with particle swarm optimization is 91.22%.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

is the collection of data and email message representation. Second
task is the selection of a email feature and dimensional reduction of

Email is now part of millions of people’s life in the world today.
It has changed the way man collaborates and works by being the
most cheapest, popular and fastest means of communication [1].
Though, it recorded success in a lot of human activities, improv-
ing group communications, its impact was felt on the growth of
business and also leads national development in a positive path. It
is one of the technologies that has a direct impact on human life.
The major short-coming of this technology is the increase in unso-
licited email messages that a recipient receives. One significant and
growing task that resulted from unsolicited email is the classifica-
tion of email. This poses a problem among cooperate organizations
and individuals trying to solve this menace called email spam. The
task of email classification is shared into sub-tasks. The initial task
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features [2], and the final task is the mapping of both training and
testing set for classification of email. The essence of classification is
to distinguish between spam and non-spam email. The problem of
email spam is a global issue and is often encountered by all email
users. It is defined as an unwanted junk email delivered to services
on Internet mail. The amount of email spam has skyrocketed due
to bulk mailing tools, this annoyed the receivers the more and the
Internet service providers (ISP) are constantly under great pressure
and complain on the problem of unsolicited email messages. Dif-
ferent techniques has been proposed in dealing with unsolicited
email spam; the very first step in tackling spam is to detect spam
email, this brought about the constant development of spam detec-
tion models; the models has two main approaches: the statistical
and the non-statistical techniques. The statistical approach is a lot
more effective than the non-statistical approach. Most of the sta-
tistical models in existence normally search for a specific keyword
pattern in emails.

Quite alot of machine learning techniques for email spam detec-
tion model have been proposed with little work on the negative
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selection algorithm. Research on the negative selection algorithm
mainly focuses on anomaly detection, fault detection, malware
detection and intrusion detection. Most work on negative selection
algorithm (NSA) and particle swarm optimization (PSO) solves the
problems of anomaly detection and intrusion detection. The imple-
mentation of particle swarm optimization with negative selection
algorithm to maximize the coverage of the non-self space was pro-
posed by Wang et al. [3] to solve the problem in anomaly detection.
The research of Gao et al. [4] focuses on non-overlapping detectors
with fixed sizes to achieve maximal coverage of non-self space; this
is initiated after the generation of detectors by negative selection
algorithm. There are few researches on the construction of email
spam detection model with mammalian immune system functions;
though, several immune system models are applied to virus detec-
tion [5], intrusion detection [6], anomaly detection [ 7] and malware
detection [8]. If considerable effort is not made to find a techno-
logical solution to the menace of spam, the Internet email is in
danger as an important medium of communication; in same way
that the virus tried to disable the revolution of personal computers.
The understanding of the artificial immune system based on the
mammalian immune system is very vital in this study. The main
goal of the immune system is to distinguish between non-self and
self-element which is the basis for our implementation with neg-
ative selection algorithm, one amongst the algorithm of artificial
immune system (AIS). This research will replace self in the mam-
malian immune system as non-spam in our system and non-self
in the mammalian immune system as spam in our system. Details
of negative selection algorithm (NSA) and its implementation will
be discussed in Section 3. A battle against spam is a very difficult
one; therefore, it makes for all a lot of sense to fight an adaptive
pathogen with an adaptive system. This brought about the study
of negative selection algorithm which is an adaptive algorithm in
the fight against spam. The adaptive nature of the negative selec-
tion algorithm makes it able to supersede every other algorithm for
email spam detection. The algorithm is able to learn from a previ-
ous attack, which is used to protect the system against the same
attack in the future. Most models make emphasis on applying and
designing computational algorithm and techniques with the use
of simplified models of different immunological processes [9,10].
A review of machine learning approach for email spam classifica-
tion was presented by Guzella et al. [11], the work discusses most
of the techniques adopted in email spam classification like naive
Bayes (NB), support vector machine (SVM), artificial neural network
(ANN), logistic regression (LR), lazy learning (LL), artificial immune
system (AIS), boosting ensembles and other related approach. This
paper proposes an improved solution for email spam detection
inspired by the artificial immune system by the adoption of spam
detection generation techniques with negative selection algorithm
and particle swarm optimization. The particle swarm optimization
(PSO) was implemented to generate detectors for training of neg-
ative selection algorithm to cover the spam space instead of the
original random generation of detector use by negative selection
algorithm. The paper is organized in to six sections. Section 1 is the
introduction. Section 2 discusses the related work in negative selec-
tion algorithm. The proposed improved model and its constituent
framework are discussed in Section 3. Empirical studies, results and
discussion are in Section 4 and Section 5 discusses the experimental
results. Model implementation and its advantages are presented in
Section 6. Conclusion and recommendation is in Section 7.

2. Related work
Artificial immune system (AIS) is a new mechanism imple-

mented for the control of email spam [12], it uses pattern matching
in representing detectors as regular expression in the analysis of

message. A weight is assigned to the detector which was decre-
mented or incremented when observing the expression in the
spam message with the classification of the message based on
the threshold sum of the weight of matching detectors. The sys-
tem is meant to be corrected by either increasing or decreasing
all the matching detector weights with a 1000 detector generated
from spam-assassin heuristic and personal corpus. The results were
acceptable on the basis of the few number of detectors used. A com-
parison of the two techniques to determine message classification
using spam-assassin corpus with 100 detectors was also proposed
by [13]. This approach is like the previous techniques but the dif-
ference is the increment of weight where there is recognition of
pattern in the spam messages. Random generation of the detector
does not help in solving the problem of the best-selected features;
though, feature weights are updated during and after the match-
ing process of the generated detectors. The weighting of features
complicates the performance of the matching process. In conclu-
sion, the present techniques are better than the previous due to
their classification accuracy and slightly improved false positive
rate. More experimentation was performed by [14] with the use
of spam-assassin corpus and Bayesian combination of the detector
weight. Messages were scored by the simple sum of the message
that was matched by each non-spam in the detector space and also
by the use of Bayes scores. Words from the dictionary and patterns
extracted from a set of messages are considered in detector genera-
tion besides the commonly used filters in order to be assured of the
message classification. It was finally observed that the best results
emerged when the heuristic was used with similar performance
of the other two techniques. The approach of scoring features or
feature weighting during and after the matching process does not
help in the selection of important features for spam detection due
to its computational cost.

Artificial immune system (AIS) collaborative filter that seems to
learn the signature of a typical pattern of spam message with the
aim of sampling words randomly from a message while removing
words that exist in the non-spam message was proposed by [15].
This resulted in a robust system of obfuscation with respect to ran-
dom words. Signatures that are to be distributed to other agents
were selected with care in other to avoid the use of unreliable
features. Spam-assassin corpus was used for the implementation
of the experiment with promise of good result when there are
few collaborated servers. Supervised real valued antibody network
(SRABNET) that evolves detector population was also proposed by
Bezerra et al. [16]. The sizes of the network are adjusted dynam-
ically based on training data with the use of total cost ratio (TCR)
as the training stopping criteria. The representation of messages
are a bag of words (BoW) with features in binary, with a process
of taking away words that appears below 5% in excess of 95% in all
messages. The experiment adopts PU1 corpus with a 10 fold cross-
validation. A genetic optimized spam detection using AlS algorithm
was proposed by Mohammad and Zitar [17]. The genetic algorithm
optimized AIS to cull old lymphocytes (replacing the old lympho-
cyte with new ones) and also to check for new interest for users
in a way that is similar. In updating intervals such as the number
of received messages, the interval is updated with respect to time,
user request and so on; many choices were used in selecting the
update intervals which was the aim of using the genetic algorithm.
The experiment was implemented with spam-assassin corpus with
4147 non-spam messages and 1764 spam messages. The imple-
mentation of different pattern recognition scheme inspired by the
biological immune system in order to identify uncommon situa-
tions like the email spam [17-20], unfortunately, has not been able
to produce outstanding result.

It is quiet desirable to determine quantitatively the coverage of
certain negative selection algorithm or make a conclusion on how
detectors are distributed and their coverage in the spam space. The
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work of D’'Haeseleer [21] proposed a statistical technique as used
in several other researches. The work analyses the probability of
detecting random anomaly and also a survey on the relationship
between the quantities of detectors was also analyzed while eval-
uating the number of detectors with a matching probability. The
research of [22,23] work on the negative selection algorithm with
similar analysis to support their theoretical findings while Wierz-
chon [24] uses statistic but emphasizes on different aspects such
as lower bound for fault probability. In the case of finite binary
or finite alphabet string representation, NSA’s main focus is on
different representation of data which becomes an extension for
NSA, making it difficult to compute probability by a straightfor-
ward combination. An application that cannot be represented in
its binary form makes use of real valued representation which is
also vital for applications. The search space for real valued rep-
resentation is continuous and hard to analyze, that is why the
coverage in this case is less explored. Detectors are represented as
hyper-spheres or hyperellipsoids in a real valued negative selection
algorithm. These are generated through original generation elim-
ination techniques or a host of other techniques. Fabio et al. [25]
tried to minimize overlapping by implementing a random proce-
dure to generate and redistribute detectors. Generation of detectors
with genetic algorithm was implemented by Dasgupta and Gonza-
lez [26], the detectors are represented in a multi-dimensional real
space or as per rules.

For the binary matching rules commonly used in negative selec-
tion algorithm (NSA), Balthrop et al. [27] first proposed the r-chunk
matching rules which is an improvement over the r-contiguous
matching rule originally proposed by Forest et al. [28]. The per-
formance of the matching is evaluated by the number of detectors
generated by the r-chunk matching rule over the binary repre-
sentation. An evaluation of NSA with r-chunk and r-contiguous
detector generation was also presented by Textor [29], this was
achieved by making comparison against other methods based on
kernels, finite state automata and n-gram frequencies. The evalu-
ation confirms that NSA performed competitively by yielding an
average better performance. The research of Chen and Yang [30]
implement the generation of detectors in three main processes
after listing and analysing the binary matching rules. The process
includes gene library, clone selection and negative selection. Sev-
eral new techniques are adopted to improve the performance of
negative selection algorithm while constructing a co-evolutionary
detector generation model. An improved negative selection algo-
rithm by introducing a novel training is also proposed by Gong
etal.[31]. The technique was implemented in the training phase to
generate self-detectors to cover the self-region.

Major work implemented in the combination of two different
algorithms in email spam was a hybrid model of AIS based on
module, whose extracted features was designed by Sirisanyalak
and Sornil [32] and further used for logistic regression model. A
set of detectors was initially generated with the use of terms that
are extracted from the training message, and also data on matched
detector use in regression model. Spam-assassin was used for the
experimental work. Rough set theory which is a mathematical
approach for approximate reasoning in other to group messages in
three class was proposed by Wenqing and Zili [33], targeting low
false positive. The selection of feature, spam, non-spam or suspi-
cious, was first implemented on the training set after which genetic
algorithm was implemented. The universe of message is divided
into three regions based on some induced set of rules. The exper-
iment used only 11 features of the UCI corpus. It was concluded
that the techniques are very efficient in reducing the number of
non-spam message that are blocked and superior to naive Bayes
classifier. A data compression model operating at raw message
level was proposed by Bratko et al. [34] making consideration for
spam and non-spam class as a source of information. The message

that was used for the training of the representative of each of the
spam and non-spam class is made from a sample of generated data
by each source. The compression model of each of the source is
then built and used in the analysis of the incoming message. Eval-
uation was implemented using Ling-spam, PU1, PU3 dataset and
10-fold cross validation with online settings while comparing with
other techniques. It was observed that the algorithm attains a high
classification rate and was also superior to other techniques. A hid-
den Markov model was applied to the problem of finding observed
words by Gordillo and Conde [35], with the assumption of a black
list that is made up of words that are related to the spam messages.
By a given list of variance for each model, a model is trained for
each of the forbidden words. A word extracted from the message
can be an input to each of the model, making sure it is a variant
of the corresponding words. The techniques were discovered to be
able to identify about 95% of the variant of words without result
of classification. A combination of a support vector machine (SVM)
and a artificial immune system (AIS) was proposed by Guangchen
and Ying [36], with the use of binary features with same feature
selection in [16]. The support vector acquired after training SVM is
implemented in the generation of ainitial detector set of the AIS and
then the AIS was used in classification. During classification with
AlS, detector with the smallest Euclidean distance to the message
is added to the committee set with the major voting of detector in
the set as the classification. PU1 and Ling-spam corpora are used
for the experiment in an online fashion.

3. The proposed improved model and its constituent
frameworks

Improved systems in recent times have extensive success in
many real world complex problem solving. The importance of a
combined system is not negotiable, based on the fact that a indi-
vidual system has its weakness, and a improved system is meant
to compliment the weakness of these individual intelligent sys-
tems. A smart combination of negative selection algorithm and
particle swarm optimization is investigated in order to compli-
ment the parameters of each component of the system by using
the advantages of an individual system against its disadvantages
while elevating each weak component member of both systems
to achieve stability, consistency and an accurate intelligent sys-
tem extendable for usage in classification. The proposed improved
system is composed of negative selection algorithm and particle
swarm optimization combined uniquely to form a better-improved
system with local outlier factor (LOF) as fitness function.

3.1. The original negative selection algorithm (NSA)

Negative selection algorithm (NSA) has been used successfully
for a broad range of applications in the construction of the artificial
immune system [27]. The standard algorithm was proposed by For-
est et al. [28]. The algorithm comprises of the data representation
phase, the training phase and the testing phase. In the data repre-
sentation phase, data are represented in a binary or in a real valued
representation. The training phase of the algorithm or the detector
generation phase randomly generate detector with binary or real
valued data and then they are consequently used to train the algo-
rithm [37], while the testing phase evaluates the trained algorithm.
The random generation of detectors by a negative selection algo-
rithm makes it impossible to analyze the type of data needed for
the training algorithm. Figs. 1 and 2 show the training and testing
phase of NSA.

The main concept of the NSA as developed by Forrest et al.
[28] was meant to generate a set of candidate detectors, C, such
that Vx; € C and Vzp €S, fmarcn(xi,2p) <r where x; is a detector, zp
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C Start ) Let counter, n. , be the number of self detectors to train;
Let C be an empty set of self detectors;

Let r be the affinity threshold,;

Create a training set, Drga;y, made up of self patterns;

While /C / # n. do

Randomly generate a detector, x; ;
> Generate random candidate [ Matched: = false:

For each self pattern, z, € Drga;y do

If fuarch (xiﬁzp) <7 then
Matched:= true;

Break;
y Match non-spam sample end
| end
If matched = false then

No No

l Add x; to C;

end
Accept new detector end

Fig. 3. Original negative selection algorithm.

is a pattern and fyatcu(Xi,2p) is the affinity matching function. The
algorithm of NSA as given by Forrest et al. [28] is presented in Fig. 3.

The original NSA uses binary r-contiguous bits (RCBITS) rules in
conjunction with a global affinity threshold, r for each detector in
population of detectors, C. The determination of the affinity thresh-

Enough detector

yes old is by try and error, because the threshold value that gives the
best system performance is selected as the target affinity threshold.
AlS researchers have shown that the affinity matching distance is
( End ) important and has an impact on NSA performance [27,38].

Fig. 1. Detector generation of negative selection algorithm. 3.1.1. Implementation of negative selection algorithm
The proposed spam base dataset for the research is in real val-
ued representation. The real value negative selection algorithm is
encoded in real value for classifying non-spam and spam. In the case
of real value, there is need to define the non-spam and the spam
C > space. The non-spam space is the normal state of a system while
Start

the spam space is the abnormal state of a system. The candidate
detectors are randomly generated and then compared to the non-
spam samples. Candidate detectors that do not match any sample
of the non-spam set are accepted as viable detectors. Candidate
detectors that match the sample of the non-spam set are discarded
4 as unwanted detectors. The generation of detector continues until
the detector set attains the required coverage of the spam space.
After the generation of detectors in the spam space, the generated
detectors can then monitor the status of the system. If some other
new (test) samples match at least one of the detectors in the sys-
tem, it is assumed to be spam which is abnormal to the system;
but if the new (test) sample does not match any of the generated
detectors in the spam space, it is assumed to be non-spam. The
non-spam sample in a real value negative selection algorithm is

Input new email sample

represented in N-dimensional points and a non-spam radius Rs, as
Match any detector? Non-spam — L
training dataset. In clearer terms, let Eq. (1) represent the non-spam
space.
yes S={Xjli=1,2,...m; Rs=r} @)
X; is some point in the normalized N-dimensional space.
Spam Xi = {Xi1, Xi2, Xi3, - -, Xin}, 1=1,2,3,...,m 2)
The entire normalized sample is space!'<!% 11" the spam space
can then be represented as S=1— NS where S is spam and NS is
y non-spam.
4\ No
< |
End dj = (G, RY) (3)

Eq. (3) denotes one detector where Cj={Cj;, Cjp, Gj3, ..., Gin}
Fig. 2. Testing of negative selection algorithm. is the detector centre and R; is the detector radius. The Euclidean
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distance is used as the matching measurement. The distance
between non-spam sample X; and the detector d; can be defined
as:

0K ) = /(i — G 4+ Gty — G @

L(X;,d;) is compared with the non-spam space threshold Rs,
obtaining the match value of «.

X= L(X,‘,dj)—RS (5)

The detector d; fails to match the non-spam sample X; if o> 0;
therefore if d; does not match any non-spam sample, it will be
retained in the detector set. The detector threshold R]‘.i of detector
d; can be defined as:

Rjd =min(x), if x<0 (6)

Also, if detector d; matches the non-spam sample, the detector
will be eliminated. The generation of detectors continues until the
number of detectors needed to cover the spam space is attained.
After the generation of detectors in the spam space, the detectors
are then used to monitor the system status. If the testing dataset
matches any detector in the spam space, it is labelled as spam but
if the testing dataset set does not match any detector in the spam
space, it is labelled as non-spam.

3.2. The proposed improved negative selection algorithm model

The detector generation as shown in real valued negative selec-
tion algorithmin Section 3.1.1 is vital in enhancing the performance
of the negative selection algorithm. Random generation of detec-
tor by the real value negative selection algorithm was improved
with the introduction of particle swarm optimization (PSO) with
local outlier factor (LOF) as fitness function. These are as a result of
the quest for efficiently trained negative selection algorithm model
for purely normal detectors. The fitness function calculates the dis-
tance between the candidate detector and the non-spam space to
generate the reach-ability distance. The best reach-ability distance
of each candidate detector was then used to calculate the distance
between the individual candidate detectors to generate the best
detector known as the local outlier factor (LOF). The approach will
model the data point by the implementation of stochastic distri-
bution [39] using local outlier factor. The proposed technique is
able to improve the traditional random generation of detectors in
real value negative selection algorithm and optimize the generated
detectors in spam space at the same time. The following sections
explain the processes in its implementation.

3.2.1. Definition of spam and non-spam space

In the case of real value negative selection algorithm, there is a
need to define the non-spam and the spam space. The non-spam
space is the normal state of a system while the spam space is the
abnormal state of a system. This is important so that the system
will have a non-spam space that will be used to learn the generated
detectors on the algorithm in the spam space.

Let us assume the non-spam space to be S

S is defined as follows:

S11 - Sim

s=(s1...5n) = (7)
Sm Snm

Sjek™, i=1,--.n; j=1,...,m

S is normalized as follows:
Si
(1!l

i (8)

Therefore, s; is the ith-non-spam unit; and s;; is the jth vector of
the ith non-spam unit.

We obtain the non-spam data from the training dataset that is
used to train the system, the same number of the non-spam set is
used as the normal state of the system while the other part of the
training set which is the spam and the non-spam set of the dataset
is used to train this system.

3.2.2. Generate random candidate detector

The random generation of a candidate detector helps in the
selection of data in negative selection algorithm, required in the
process of generating detectors. In this scenario we generate ran-
dom candidate detector as follows.

M - T'im

r=(r..m)=| ;- (9)
k1 -+ Tnm

rij€(0,1)m, i=1,--k; j=1,.--,m

r; is said to be the ith detector and rij is the jth feature of the ith
detector.

3.2.3. Generation of candidate detector with particle swarm
optimization (PSO)

Detector generation was implemented with particle swarm
optimization instead of the traditional random generation of detec-
tors. The modification of particle swarm optimization (PSO) was
implemented in this research by eliminating the global best (Gbest)
since the proposed system requires one optimum solution to cover
the spam region. Therefore, the local best (Pbest) solution becomes
the optimum solution for the system. The framework of the hybrid
systemis presented in Fig. 4. It shows the detector generation phase
of the real valued negative selection algorithm with the use of Par-
ticle swarm optimization in the generation of detectors.

3.2.3.1. Detector generation parameters and implementation. Parti-
cle is made up of 57 features {f57} while the accelerated constant C
value is 0.5.

The position and velocity of particle swarm optimization are
represented in the N-dimensional space as:

Pi(p!.p?,....p}) (10)
Vil vz, o) (11)

where pj4 is the binary bits, i=1, 2, ..., m (m is set to be the total
number of particles), d=1, 2, ..., n (n is the dimensionality of the
data). Each particle in the generation updates its own position and
velocity based on Eqgs. (10) and (11).

The initialization of the real value particle swarm optimization
is established by the population of particles (non-spam and spam).
All particles move in the problem space in other to find the optimal
solution in individual iterations. Given n-dimensional space, the
particles exhibit a potential solution while each particle possesses
direction and position vector for its movement and direction.

To determine the best particles we use local outlier factor (LOF)
as fitness function for our system. The proposed particle swarm
optimization requires one best optimum solution, and each gener-
ated candidate detector (Pbest) is used as the optimum solution in
the spam space; the global best (Gbest) solution is eliminated since
our solution need not jump from one optimum solution to another
and all candidate detectors are potential optimum solutions in the
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Fig. 4. Framework of proposed improved NSA-PSO detector generation model.

swarm and each local best (pbest) particle is the optimum solution
reached after comparing all particles in the swarm. We do not have
a unique optimal solution in our problem that will require using
Gbest to determine it. The global best (Gbest) solution takes us to
cover another space instead of covering the immediate position or
space. Therefore, the movement that was attained using Gbest is
too long compared with the movement that is required to cover
the spam space in the cause of detector generation.

In generating a random initial velocity matrix for random can-
didate detectors we define v (0).

v11(0)

v1m(0)

v;1(0) v;,(0)

Egs.(13)and (14)updates the new velocity and particle position:

Vig(t + 1) = vjg(t) + c(Pbestig(t) — xiq(t)) (13)
Xig(t = 1) = x;4(¢) + vyt + 1) (14)
where i=1, 2, 3, ..., n, n is said to be the number of particles in

the swarm. For instance v;(t) and x;(t) are the velocity and position
of particle i respectively. The value r! and 2 are the random vari-
ables which are generated in each update process in velocity. c is
the user-supplied coefficients parameter. The velocity formula is
made up of three terms. Each term has the specific role in the PSO
algorithm. The first term Vj(t) is known as the ‘inertia’ component.
It is responsible for keeping the particle moving in the same direc-
tion. The second and third terms are known as the ‘cognitive’ and
‘social’ component. According to experience, cognitive component
responsibility is to return the research space with high individual
fitness. And, the social component is responsible for the particle
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//PY s the local best

//18Y is the global best

//LOF g the local outlier factor
//P is the population size

[1] Initialize all particles

[2] Initialize

[3] Repeat

[4] For each particle  in p do

[7] //Update each particle best position
(8] If f(x;) < f(pb;) then

[9] pb; = x;

[10] End if

[11] //Since we need pbest as the optimal
[12] //Update local best position ®d;)

[13] If fF(pb;) = f(gb) then
[14] pb; = gb

[15] End if

[16] End for

for each particle ! in p do
[18] For each dimensional € in D do

[20] ¥ie = Xie + Via
[21] End for
[22] End for

[5] Compute the fitness function as shown in equation (11) and (12) with LOF
[6] If fitness value better than best fitness *:

solution

[17] //Update particle velocity and position

[19] Via = Vi,a + Cy = Rnd(0,1) = [pbs¢ — x:,a] + Cz « Rnd(0,1) = [pba — x;.4]

[23] While maximum iteration or stop criteria reached.

Fig. 5. Particle swarm optimization algorithm.

moving to the best area in the search space. The velocity of a par-
ticle is limited to [—Vmax, Vmax]; the purpose of setting Vax is to
provide a mechanism to avoid the excessive.

The process of the methodology can be explained in the follow-
ing steps:

Step 1: Define a stable behaviour and activities of a system as non-
spam space (normal pattern) as shown in Eq. (8).

Step 2: From the population of spam and non-spam data, gener-
ate training and testing profile with random candidate detector as
shown in Eq. (9).

Step 3: Eqgs. (10) and (11) initializes both position and velocity of
particle swarm optimization.

Step 4: Calculate both reach-ability distance and the local outlier
factor for each candidate detector as shown in Egs. (26) and (27).
Step 5: Update each candidate detector position and velocity with
Egs. (13) and (14).

Step 6: Implement the distance measure in Eq. (4) and thresh-
old value in Eq. (5) to determine the pbest similarity in the
non-spam space region S. If pbest did not match S, it is a valid
detector.

Step 7: Continuous generation and matching of pbest against S is
observed for changes, deviation of the system may occur if pbest
matches S. Pbest is not meant to match S.

Step 8: After maximum coverage in the spam space, the testing
set is employed for evaluation (Fig. 5).

3.2.3.2. Model computation. We consider the movement of I parti-
cles in the space R3. The ith particle position is presented as:

x()=x(t)i=1,...,1) (15)
And the velocity is presented as:

Vi) =Vi(t)i=1,...,1) (16)
Therefore,

dx; = Vidt + 6;dB; (17)

. p r q
r p r q
_,3 v |:|:XU:| — |:XU:| :| VU +fl(t, X,’,U,’)} dt (18)

where Xjj =x; —x; and Vjj =x; —v;

Eq.(17)is a stochastic equation for x; while Eq. (18) is the deter-
ministic equation for V;. The term 6;dB; is the overlapping that exists
between two particles during detector coverage of the ith particle
where §; is the coefficient.

{Bi(t), t>0}(i=1, ..., I) defined an independent movement of
particles on a probability space with filtration (£2, F, {F¢};0, P).

Therefore, a function of the form in Eq. (19) is taken by,

fi=—cvi — yVf(x;) (19)
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where, —cv; represents a resistance for motion while —y V f(x;) rep-
resents an external force that is determined by a potential function
f:R3 >R

We assume f(x) to be a real valued function defined by x e RP
with positive integer D. The optimization problem is considered in
Eq. (20):

minf(x;) (20)
xeRD

Eq.(20) presents an optimization problem with respect to Eqs. (17)
and (18).

Since Egs.(15)and (16) represent the position of I particles mov-
ing about the space RP and their velocity respectively, we set 8=0
(ignore the overlapping of particles) and then take the function
fi(tx;,v;) in (18) in the form (19). This is then represented as:

xi(t + At) = x;(t) + v;(t + At)At+8§i(At) (21)

i(t"l‘At)_W(At)bi(t)_{—O( E i A|:|:x :|
v, #1 ij

q
- [;}] ] X~ J/Af[x,-(t)]} At (22)
where x;;(t) =x;(t) — x;(t).

Ei(At)=Bi(t+ At)—By(t), i=1, ..., I is a family of indepen-
dent random functions that is defined on a probability space
(82, F, {F}¢=0, P) with values in RP and the distributions are a nor-
mal distribution with mean 0 and variance At and w(At) is given
by w(At)=1—cAt.

On setting the initial position and velocity we then have:

Xo = (%1(0), ..., X;(0)) e RY! (23)

vp = (11(0), ..., 11(0)) = 0 e RY! (24)
The algorithms (7) and (8) defines a discrete trajectory,

xn = (X1(tn), . . .. Xi(tn)) e RY! (25)

wheren=0,1,2,..., N, tp=nAt.
In each n step, the minimal value is computed f;, = minf|[x;(t;)]
1<i<I

while memorizing its value together with the point x, € RP attained.
iefi= 0min 7 is an approximate value of Eq. (20) and X while f(X) =
<ns

f is an approximate solution of the scheme.

Since X is a member of swarm x1, . . ., x; having interaction on one
another, the approximate solution X may not be satisfactory to the
condition Vf(X) = 0. This means that there is a point X in the neigh-
bourhood of X that attains a local minimum of f{x), i.e., Vf(x) = 0.In
this scenario, X which can easily be obtained by classical methods
produces a good approximation solution of (20) than x.

3.2.3.3. Fitness function. The local outlier factor (LOF) was
employed to calculate the fitness function in quest for a purely
normal data that will efficiently train our model. An outlier can be
defined as a data point that is not the same as the remaining data
with respect to some measure. It is employed as a fitness func-
tion for the generation of unique features in the spam space. The
technique will model the data point with the use of a stochastic
distribution [39] and the point is determined to be an outlier base
on its relationship with the model. The outlier detection algorithm
proposed as fitness function in this study of spam detection gen-
eration is very unique in computing the full dimensional distance
from one point to another [40,41] while computing the density of
the local neighbourhood.

e Let us assume k distance (i) to be the distance of the candidate
detector or particle (i) to the nearest neighbourhood (non-spam).

e Set of k nearest neighbour (non-spam element) includes all par-
ticles at this distance.

e Set S of k nearest neighbour is denoted as N (i).

e This distance defines the reach-ability distance.

¢ Reach-ability-distance(i,s) = max{k — distance(s), d(i,s)}.

The local reach-ability distance is then defined as:

(26)

[Nk

Ird(i) = 1/ ( Xsen, (i)reachability — distancey(i, s))

Eq. (26) is the quotient of the average reach-ability distance of
the candidate detector i from the non-spam element. It is not the
average reachability of the neighbour from i but the distance from
which it can be reached from its neighbour. We then compare the
local reach-ability density with those of its neighbour using Eq.
(27):

> seN(i) g _ Y seN(iirds
INL(D)] INk (D)l

Eq. (27) shows the average local reach-ability density of the
neighbour divided by the particle’s own local reach-ability density.
In this scenario, values of the particle as approximately 1 indicates
that the particle is comparable to its neighbour (not an outlier),
value below 1 indicates a dense region (which will be an inlier)
while a value larger than 1 indicates an outlier. The major idea of
this technique is to assign to each particle the degree of being an
outlier. The degree is called the local outlier factor (LOF) of the par-
ticle. The methodology for the computation of LOF's for all particles
is explained in the following steps:

LOFk (i) = ) /lrd(i) (27)

Step 1: For each particle i compute k distance element in non-spam
space (distance of k — the nearest neighbour is non-spam space s)
as shown in Eq. (28)

Step 2: Eq. (29) computes reach-ability distance for particle i with
non-spam space as: Reach-dist.,(i)=max{k — distance(s),d(i,s)},
when d(i,s)is the distance from particle i to non-spam spaces.
Step 3: computation of the local reach-ability density of particle
i as inverse of the average reachability distance based on Minpts
(minimum number of non-spam space) nearest neighbour of par-
ticle i in Eq. (30).

Step 4: Eq. (31) computes LOF of particle i as average of the ratios
of the local reach-ability density of the neighbours in non-spam
space divided by the number of the objects own local reach-ability
density.

Let us assume G as the population of particles, S is the non-spam
space and i is the ith particle in G,

Foreach particleiwe haveie G. Max (k — dist.(s) (28)
|Reach-dist G|" max(dist(s, i)) (29)
|GI*(Minpt(s, i)) (30)
|G|*(similarity (i, G)) (31)

The algorithm is represented in Fig. 6.

3.2.3.4. Computation of fitness function. The proposed computa-
tion uses direct(x) to denote the mean value of direct,;,(x) and
directmax(x). Also, indirect(x) is used to denote the mean value of
directin(x) and directmax(X).
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Algorithm LOF

Input: G //Random particle population
S //Non-spam space
i //i"particle in G
Output: The degree of local outlier factor for all record of i particle.
1. Begin
2. Population of random dataset G
3. Reach-dist: k = dist (G, i)

4. For each i in G do begin

5. Reach-dist i = max (dist(s, 1))

6. |G|" (Minpt (s, G))

i Max — dist (i) € (G)

8.  Find population G with max reachability distance with s
9. Max (dist(i, s))

10.  Find population ¢ with maximum similarity with i

11. end

12.  Return |Gpqy|" similarity (i, Gpqy)

13. end

Fig. 6. Algorithm for fitness function.

For any particle, let direct;;z(x) denote the minimum reach-
ability distance that is between x and a MinPts-nearest neighbour
of x.

distance(x, y)

direct i, (x) = Min {reach - € NM,»nptS(x)} . (32)

Also, let directqx(x) denote the corresponding minimum;

directmax(x) = Max{reach — distance(x, y)/y € Npjinpes(X)} (33)

In order to further generalize the definitions of the
MinPts — nearest neighbour y of x, let indirecty;,(x) denote the
minimum reach-ability distance between y and a MinPts — nearest
neighbour of y.

indirecty,;;(x) = Min{reach — dist(y, z)\y € Nyjinpts(X)

andzeNMinPts(y)} (34)

Let, indirectmgx(x) denote the corresponding maximum, there-
fore, x's MinPts — nearest neighbour is referred to as x’'s indirect
neighbour, wherever y is a MinPts — nearest neighbour of x.

Theorem. Lets assume x as an object from the database D, and
1 <MinPts < |D|, we then have

directinin(x) _ directmax(x)

indirect(x) — OF(x) = indirect i (x) (35)
Proof:
_directiin(x) < LOF(x) (36)

indirectmax(x)

VZz € Npinpts(X) : reach — dish(x,
directin(x)

z) > directyin(x). By the of

zeN . reach — dist(x, z
1/ < ZMmPts(x) ( ) < — 1 (37)
[Nmin pes (%) directmin(x)
1
Ird(x) = directpin(x) (38)
VY € Nminpts(2) : reach — dish(z,  y)>directpn(x). By the of
indirectmax(x)
1/y €N > MinPts(z)reach — dish(z, y) . 1 (39)
INminpes(2)l indirectmax(x)
1
lrd(z)> indirectmax(x) (40)

We then have:
1
indirectmax(x)
irdz) ZEN) i o —
LOF(x) = zeN ZMinPts(x) rdGx) ZMmPtS(X) dim,lnm(x)
INMinprs(X)| - INMinprs(X)]
_directyn(x) (41)
" indirecCtmax(x)
LOF(x) < relmin()  poueg (42)

~ indirectmax(x)

3.2.4. Implementation model
The N-dimensional points and a non-spam radius Rs represent
the training dataset.Let Eq. (21) represent the non-spam space.

S=Xi=1,2,...,m; Rs=r (43)
X; are some points in the normalized N-dimensional space.
Xi = {Xi1, Xi2, Xi3, - -

LXNY, 1=1,2,3,...,m (44)

Each of the particles were initialized at a random position in the
search space. The position of particle i is given by the vector:

Xi = X1, Xi2, - - -» XiD (45)

where D is the problem dimensionality with velocity given by the
vector:

Vi = Vi1, V2, - -+, Uip (46)

The movement of the particles was influenced by an implemented
memory, in the cognitive memory:

-+ Pip) (47)

The best previous position visited by each individual particle i is
stored.

pi = (Pi1, Piz>» - -

) pbes[D) (48)

The vector in Eq. (48) contains the position of the best point in the
search space visited by all the particles.

At each iteration, each pbest is used to compute the density of
the local neighbourhood.

Pbest = (pbestl > Dbest2 - -

=1/ > s e N(i)reachability — distance(i, s)
- INk (1)

After which the local reach-ability density is compared with those
of its neighbour’s reach-ability distance

Ird(i

(49)

SoseNDigy S seNg(ird(s
[N (1) - INi ()]

Given each particle a degree of being an outlier each iteration of
pbest velocity were updated according to Eq. (51).

LOF,(i) = ) Jird(i) (50)

vi(t+ 1) = w - v;(t) + nqri(p; — x;(t)) + nar2(Ppest — Xi(t)) (51)

where w is the local outlier factor for each particle of the veloc-
ity, n1 and n, are positive constants called “cognitive” and “social”
parameters that implements the local outlier factor of two different
swarm memories and r; and r, are a random number between 0
and 1. The proposed procedures does not require the swarm to per-
form a more global search with large movement, it only requires
a small movement and fine-tuning in the end of the optimization
process. After calculating the velocity vector, the position of the
particles is updated based on Eq. (52).

Xi(t+])=Xi(t)+Ui(t+]) (52)
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Fig. 7. Data flow diagram of proposed NSA-PSO improved model.

In the normalized samples space/1%-11" the spam space is rep-
resented as S=1— NS where S is spam and NS is non-spam.
dj = (G, RY) (53)

We then employ a maximum number of iteration as termination
condition for the algorithm based on the task.

Eq. (53) is a representation of one detector d; with centre
Ci={G1,GCp, Gy, . .., Civ} as the detector centre with respect to num-
bers of detector d;, while R; is the detector radius of each detector d;
with respect to diameter RY. The Euclidean distance is used as the
matching measurement. The distance between non-spam sample
X; and the detector d; can be defined as:

L0 d) = 4/t = G -+ G — G)? (54)

A comparison of L(X;,d;) with the non-spam space threshold Rs
result in the match value « where,

o= L(X;, dj) — Rs (55)

The detector d; does not match the non-spam sample X; if oc>0,
therefore if d; does not match any non-spam sample, it is accepted
in the detector set. The detector threshold R, j of detector dj is
defined as:

RY j=min(x), if x<0 (56)

If detector d; matches the non-spam sample, it will be discarded.
This will not stop the generation of detector until the required
detector set is reached and the required spam space coverage is
attained. After the generation of detectors in the spam space, the
generated detectors can then monitor the status of the system. If
some other new email (test) samples matches at least one of the
detectors in the system, it is assumed to be spam which is abnormal
to the system but if the new email (test) sample does not match any

of the generated detectors in the spam space, it is assumed to be a
non-spam email.

3.2.5. Flow of proposed model.

The data flow diagram for the NSA-PSO hybrid model is pro-
posed in Fig. 7. This becomes imperative in others to make clearer
steps that are followed to attain the proposed model. The flow
depicts the standard training and testing procedures with strict
adherence. The diagram shows how the training set is kept sep-
arately from the testing set without any known knowledge of the
testing set. After training, the testing set is used to evaluate the new
model. This work follows the implementation of a improved model
in a sequential manner in lure of respect to standard practice.

Though, the proposed improved model works at the very heart
of negative selection algorithm as particle swarm optimization
is initialized in the detector generation phase of the algorithm.
Several research has proved that the effectiveness of any computa-
tional algorithm depends on how effective the data is represented
for the learning process [31]. This is the main reason we choose
to explore the combination of negative selection algorithm at
the detector generation phase. When compared with other com-
bined techniques in the field of hybrid computational system, most
research implement the two systems separately by feeding the out-
putdata of one model as an input data of the next model. This makes
the proposed model different from other models as the computa-
tional model was implemented at the detector generation phase of
negative selection algorithm.

Fig. 7 shows the input data (sample dataset) divided in to
training and testing set. The training set was used as a prospec-
tive detector (candidate detector) by implementing particle swarm
optimization with local outlier factor (LOF) as a fitness function to
generate detector by acquiring the local best (Pbest) of the candi-
date data. Euclidean distance with threshold value was further used
to measure Pbest in order to generate detector in the spam space.
If Pbest matched with the non-spam space, it is discarded but if
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it among those that do not match with non-spam, it is accepted
as a valid detector. The iteration process continues until the maxi-
mum coverage area of the spam space is attained. As represented,
the testing set is separated from the training set. The testing set
attributes were used in the NSA-PSO model for testing; at the end
of the testing, a final output is generated through the classification
of the combined scheme.

4. Empirical study, results and discussion

To carry out an empirical study, spam base dataset was acquired.
The entire dataset was divided using stratified sampling approach
into training and testing set in order to evaluate the performance
of negative selection algorithm and the proposed improved model.
70% of the entire dataset was used for training and construction of
the proposed implementation model while 30% of the remaining
dataset was used for testing and validating the model. For effective
comparative study of testing and validating negative selection algo-
rithm and the newly proposed model, the commonly used standard
statistical quality measure used in data mining and machine learn-
ing journals was adopted in this research. They are discussed briefly
in Section 4.2.

4.1. Spam base dataset analysis

The corpus bench-mark is obtained from spam base dataset
which is an acquisition from email spam message. In acquiring this
email spam message, it is made up of 4601 messages and 1813 (39%)
of the messages are marked to be spam messages and 2788 (61%)
are identified as non-spam and was acquired by [42]. The non-spam
message was contributed by Forman; this was acquired from a sin-
gle mail box. Acquisition of this corpus is already pre-processed,
unlike most corpuses that come in their raw form. The Instances or
features are represented as 58-dimensional vectors. In the corpus
of 57 features, 48 of the features of the corpus is represented by
words generated from the original messages with the absence of
stop list or stemming and they are considered and enlisted as most
unbalanced words for the class spam. The remaining 6 features is
the percentage of manifestation of the special characters “;”, “(”, “[”,
“17“$” and “#”. Some other 3 features are a representation of vari-
ous measure of manifestation of capital letters that exist in the text
of the messages. Lastly, it is the class label in the corpus; it gives the
condition of an instance to be spam or non-spam by 1 and O repre-
sentation. Spam base dataset is among one of the best test bed that
performs good [43] during learning and evaluation techniques.

4.2. Criteria for performance evaluation

Different measures can be used to evaluate the accuracy and
performance of NSA and NSA-PSO model. To evaluate and com-
pare performance and accuracy of both models, statistical quality
measure used in machine learning and data mining journals are
employed. They are Sensitivity (SN), Specificity (SP), Positive pre-
diction value (PPV), Accuracy (ACC), Negative prediction value
(NPV), Correlation coefficient (CC) and F-measure (F1). See [44] for
a more detailed mathematical formula. Though, they are briefly
discussed below.

(i) Sensitivity (SN): The SN measures the proportion of positive
pattern that are correctly recognized as positive.

TP

SN=7pTFN

(57)

(ii) Specificity (SP): The SP measures the proportion of negative
pattern that are correctly recognized as negative.

N

P= "
SP= NP

(58)

(iii) Positive prediction value (PPV): PPV of a test gives a measure-
ment of the percentage of true positives to the overall number
of patterns that are recognized to be positive. It measures the
probability of a positively predicted pattern as positive.

TP

PPV = 15+ P

(59)
(iv) Negative prediction value (NPV): NPV of a test also gives the
measurement of percentage of true negative to the overall
number of patterns recognized to be negative. It measures
the probability of a negatively predicted pattern as negative.

N

NPV:FN+TN

(60)
(v) Accuracy (Acc): Acc measures the percentage of samples cor-
rectly classified.

TP + TN

ACC = TP IN T N+ FP

(61)

(vi) Correlation coefficient (CC): is used as a measure of the quality
of binary (two class) classification in machine learning.
- [(TP)TN) — (FP)YEN)]

- 62
/(TP + EN)(TP + FP)(TN + FP)(TN + FN) (62)

(vii) F-measure (F1): It is a measure that combines both positive
predictive value and sensitivity. The positive predictive value
and sensitivity are evenly weighted.

Positive prdictive value - sensitivity

F1=2. — — ——
Positive prdictive value + sensitivity

(63)

(viii) Statistical T-test: Looks at the t-statistics, t-distribution and
degrees of freedom to determine the p value (probability) that
can be used to determine whether the mean population differ.
It is a hypothesis test.

X|— X2

T= (64)

(Siz/ﬂl + 522/"2)

In the evaluation equation (64), TP is the number of true
positive, TN is the number of true negative, FN is the number
of false negative and FP is the number of false positive.

4.3. Experimental settings and implementation

The evaluation of the NSA model and the proposed NSA-PSO
improved model was implemented by the division of dataset using
a stratified sample approach with 70% training set and 30% test-
ing set to investigate the performance of the new model on an
unseen data. The training set was used in the construction of the
model by training the dataset on both models while evaluating
the capability of the model with the testing set. The process of
implementation did not use any ready-made code and all func-
tions needed are coded using Delphi 5 platform. The evaluation of
both NSA model and its improved model are implemented with a
threshold value of between 0.1 and 1 while the number of generated
detector is between 100 and 8000. The different threshold value
and the number of detector generated has tremendous impact on
the final output measure.
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Fig. 9. Accuracy of NSA, PSO and NSA-PSO models.

5. Experimental results and discussion

The evaluation of NSA, PSO and its improved NSA-PSO model
is implemented with a threshold value of between 0.1 and 1 while
the number of generated detectors was between 100 and 8000. The
different threshold values and number of detectors generated has
tremendous impact on the final output measure. The comparison
between the standard NSA and PSO model and proposed improved
NSA-PSO model using validation of an unseen data is summarized
in Figs. 8-11. The performance of improved NSA-PSO model out-
performs the standard NSA and PSO model while the PSO model
performs better than the NSA model. The proposed model shows
an improved accuracy when compared with the standard models.

Fig. 8 presents the threshold value with the best accuracy and
number of generated detectors with the NSA, PSO and NSA-PSO
models. The threshold value is best at 0.4 and the result of all the
number of generated detectors are displayed at this value. It shows
the accuracy at 68.86% for the NSA, 81.31% for the PSO and 91.22%
for the improved NSA-PSO. The results in Figs. 9-11 present the
average of each generated detector with its threshold value for
accuracy, f~-measure and negative prediction value.

Fig. 9 shows the average accuracy of each number of generated
detectors for negative selection algorithm (NSA), particle swarm
optimization (PSO) and negative selection algorithm-particle
swarm optimization (NSA-PSO). The proposed improved model
performs better than the NSA and PSO model with the average
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Fig. 10. F-measure of NSA, PSO and NSA-PSO models.
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Fig. 11. Negative prediction value for NSA, PSO and NSA-PSO models.

accuracy of the proposed NSA-PSO model as shown in the graph
aboveisat73.61%, 66.29% for the NSA and 71.02% for the PSO model.

Fig. 10 shows the average f-measure of negative selection
algorithm (NSA), particle swarm optimization (PSO) and negative
selection algorithm-particle swarm optimization (NSA-PSO). The
proposed improved models perform better than the NSA and PSO
model with average f-measure of the proposed NSA-PSO model at
51.95%, 26.94% for the NSA model and 45.60% for the PSO model.
F-measure at 100 generated detector with threshold value of 0.4,
NSA-PSO model is 74.95%, 36.01% for the NSA, and 71.83% for the
PSO model.

Fig. 11 shows the average negative prediction value of nega-
tive selection algorithm (NSA), particle swarm optimization (PSO)
and negative selection algorithm-particle swarm optimization
(NSA-PSO). The proposed improved models perform better than
the NSA and PSO model with average accuracy of the proposed
improved NSA-PSO model at 72.27%, 64.89% for the NSA and 70.46%
for the PSO model. Negative prediction value at 6000 generated
detectors with threshold value of 0.4, NSA-PSO model is 83.15%,
66.24% for the NSA and 80.41% for the PSO model. The NSA and PSO
model performs lower when compared with the improved model.
The improvement is on a very big scale and it shows the relevance
of particle swarm optimization in improving the detector genera-
tion phase of negative selection algorithm. This practically solves
the problem of detector generation and reduces the false rate as
more reliable features are generated, making the standard model a
robust and more effective model (Table 1).

5.1. Statistical T-test

The p value (probability) is used to determine if the populations
mean differ or not. T-test examines the t-statistic, t-distribution
and the degree of freedom in order to establish this fact. The anal-
ysis presented in Table 2 indicates a high correlation between the
mean of negative selection algorithm, particle swarm optimization
and improved negative selection algorithm-particle swarm opti-
mization at 0.05 alpha levels.

Table 1
Summary and comparison of results in percentage for NSA, PSO and NSA-PSO model
at 5000 generated detectors with threshold value of 0.4.

Model ACC CcC F1 SN PPV SP NPV

NSA 68.86 48.33 36.01 22.24 94.53 99.16 66.24
PSO 81.32 60.95 71.84 60.48 88.44 94.86 78.69
NSA-PSO 91.22 63.37 74.95 65.99 86.72 93.43 80.86

Note: ACC, accuracy, CC, correlation coefficient, F1, F measure, SN, sensitivity, PPV,
positive prediction value; SP, specificity and NPV, negative prediction value.

This shows that there is a mutual unity between negative
selection algorithms, particle swarm optimization and improved
negative selection algorithm-particle swarm optimization among
their variables. This is corroborated by the mean of each of the
negative selection algorithm, particle swarm optimization and
improved negative selection algorithm-particle swarm optimiza-
tion ranges between 65.1477, 69.3828 and 70.4763, respectively
for accuracy and also the standard deviation indicated that there
is a deviation between 0.98, 1.40 and 1.89, respectively. Other
evaluation measure analysis is represented in Table 2. There is
significant correlation between the mean of negative selection
algorithm, particle swarm optimization and improved negative
selection algorithm-particle swarm optimization. This also shows
a high level of accuracy between them.

5.2. Computational complexity of NSA, PSO and NSA-PSO

The analysis of the sensitivity of different configurations is pre-
sented for NSA, PSO and NSA-PSO to determine the complexity of
each algorithm in terms of its run time, change in population and
the inertia weight during the computation of fitness function. All
algorithms were run with the same training and testing sample over
all test problems. For the run time of each algorithm, we assume
T, to be the random variable describing the time needed for each
algorithm to find solution of quality q.

The cumulative distribution functions RTJ(t) of T¢ is called the
run time distribution based on detector number d and it is defined
as:

RT4(t) = P(TY < t) (65)

P(T¢ < t)is the probability that T¢ takes a value that is less than
orequaltot

In order to estimate the run time for each of the algorithms, it
is based on the number of generated detectors at each run time
and the termination criteria for each run time is also based on the
number of generated detectors assigned to each run time. The algo-
rithms are run various times with different threshold value and
a number of detectors. Information on solution improvement is
recorded. In every run, we need to record the time or the num-
ber of critical operations and the best quality solution wherever
the algorithms found a new best solution.

For each of the algorithms n run time, we compute the empirical
run-time distribution as:

RT(0 = 3 Mtd(g) < ) (66)
i=1
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Table 2
T-test for negative selection algorithm, particle swarm optimization and improved negative selection algorithm-particle swarm optimization.

Measure Algorithm t Df(n—1) Mean SD Sig (2-tailed) Comment

ACC NSA 273.003 16 65.1477 0.9840 0.000 Higher correlation
NSA-PSO 153.264 16 70.4763 1.8960 0.000
PSO 203.56 16 69.3828 1.4053 0.000

F1 NSA 22.385 16 22.0938 4.0694 0.000 Higher correlation
NSA-PSO 23.774 16 43.5390 7.5510 0.000
PSO 27.304 16 38.9436 5.8809 0.000

PPV NSA 229.009 16 85.0243 1.5308 0.000 Higher correlation
NSA-PSO 73.737 16 81.3664 4.5497 0.000
PSO 93.457 16 81.7766 3.6078 0.000

CC NSA 40.210 16 23.2112 2.3800 0.000 Higher correlation
NSA-PSO 40.390 16 36.4570 3.7216 0.000
PSO 49.363 16 33.6978 2.8146 0.000

SN NSA 17.166 16 13.6344 3.2748 0.000 Higher correlation
NSA-PSO 15.450 16 32.3162 8.6248 0.000
PSO 17.468 16 28.6430 6.7610 0.000

SP NSA 778.802 16 98.6269 0.5221 0.000 Higher correlation
NSA-PSO 142.088 16 95.2780 2.7648 0.000
PSO 166.871 16 95.8612 2.3686 0.000

NPV NSA 309.986 16 63.8717 0.8496 0.000 Higher correlation
NSA-PSO 113.600 16 69.0260 2.5052 0.000
PSO 145.310 16 68.0587 1.9311 0.000

Note: ACC, accuracy; CC, correlation coefficient; F1, F measure; SN, sensitivity; PPV, positive prediction value; SP, specificity and NPV, negative prediction value.

where I denotes the indicator function which is defined as:

1 if, indeed, x <y
I = 67
(x=y) { 0 otherwise (67)

rtl!i(q) is the time required by the ith run with d number of detec-
tors to find a solution of quality at least as good as g. A maximum
time limit is set based on the number of detectors that is required at
each run time. The system presents a number of detectors for each
stop time from 100 to 8000 generated detectors. This determines
the time each algorithm will take to reach its maximum time limit.

The population of the data required to run the system also
affects the output of the systems. The number of generated detec-
tors at each run time has tremendous effect on the output of the
algorithms. An increase in the number of generated detectors at
each run time increases the estimated processing time of the algo-
rithm and also increases the performance of the algorithm; and a
decrease in the number of generated detectors at each run time
decreases the estimated processing time of the algorithms and
also its performance. Assigning inertia weight to each candidate
detector results in a run time complexity, thereby increasing the
algorithm estimated run time. The best-ranked generated detectors
have a maximum inertia weight during computation with fitness
function. The best inertia weight during computation of reach-
ability distance is compared with the inertia weight of its neighbour
in order to attain the local outlier factor. This generates the best-
ranked detectors. The computational complexity increases the run
time of the algorithm.

The graph below presents a run time analysis for NSA, PSO and
NSA-PSO at 1000-5000 generated detectors.

The graph in Fig. 12 shows the run time algorithm as a function
of NSA, PSO and the NSA-PSO represented as f{x), g(x) and h(x) on
some subset of real valued data.

We have

f(x) = O(g(x)) = O(h(x)) (68)

Or (f{x))=0(g(x))=0(h(x)) for x — oo to be exact, iffV constant N
and C such that
[fx)I < clg(x)| < [h(x)| for all x> N

This means that f does not grow faster than g and g does not
grow faster than h as observed in the graph.
If a is some real value number, we then have

f(x)=0(g(x)) = O(h(x)) forx — a (69)
If and only if, there exist constants d >0 and c such that
IF(x) < clg(x)| < clh(x)| forallxwith |x —a| < d (70)

The graph shows the time t in seconds it takes to generate 100
to 8000 detectors for NSA, PSO and NSA-PSO. The graph explains
the run time complexity based on the number of generated detec-
tor. The NSA algorithm at 100 generated detectors has a running
time of 0.764 s, at 1000 generated detector has a running time of
1.202 s and it is increased to 6.334 s at 5000 generated detectors.
The PSO algorithm at 100 generated detectors has a running time
0f 0.935s, at 1000 generated detector has a running time of 2.358 s
and it is increased to 12.865s at 5000 generated detectors while
the NSA-PSO algorithm at 100 generated detectors has a running
time of 1.365s, at 1000 generated detectors has a running time of
4.893 s and it is increased to 17.876 s at 5000 generated detectors.
The difference in computational time of NSA, PSO and NSA-PSO is
due to the computational complexity during the generation of the
inertial weight by the fitness function. The graph also shows the
increase in the running time of the system as the number of gener-
ated detectors increased. At 8000 generated detectors, which is the
highest number of generated detectors, the running time of NSA is
9.2825,PS0Ois 18.023 s and NSA-PSO is 24.031 s. The run time of all
generated detectors with threshold value of 0.4 is represented in
Fig. 12.

5.3. Result comparison of NSA, PSO, NSA-PSO and other scheme

The result obtained from the proposed NSA-PSO model is
compared with NSA, PSO and other standard machine learning
algorithms in this research. The enhanced models will be compared
against support vector machine (SVM) proposed by Fagbola et al.
[45], distinguishing feature selection and support vector machine
(DFS-SVM) proposed by Uysal and Gunal [46], artificial neural net-
work proposed by Ozgiir et al. [47], naive Bayes (NB) proposed
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Fig. 12. Run time analysis for NSA, PSO and NSA-PSO.

by Zhang [48] and interval type-2 fuzzy set proposed by Ariaeine-
jad and Sadeghian [49]. These standard machine-learning tools are
used for comparison with our proposed model. The proposed model
shows high accuracy in detecting email spam. Table 3 shows in
summary the result analysis of all the models. The discussion of
the result on the individual model is presented shortly.

Though, the difference in performance between the proposed
NSA-PSO model with the NSA and PSO models are very significant,
the best accuracy of the proposed model is 91.22%, while the NSA
model is 68.86% and the PSO model is 81.32% respectively. In gen-
eral, the proposed model outperforms the standard NSA and PSO
models. The comparison of the proposed model with the state of the
art machine learning models shows that our model performs better
than all the models listed in Table 3 as shown above. The proposed
model outperforms the standard naive Bayes models proposed by
Zhang et al. [48,50] with accuracy of both models at 78.8% and 79.3%
respectively. The model also performs better than the support vec-
tor machine (SVM) proposed by Fagbola et al. [45] with accuracy
of 90% and the distinguishing feature selection and support vector
machine (DFS-SVM) proposed by Uysal and Gunal [46] with accu-
racy of 71%. The accuracy of artificial neural network (ANN) model
proposed by Ozgiir et al. [47] is 86% while accuracy of interval type-
2 fuzzy set proposed by Ariaeinejad and Sadeghian [49] is 86.9%
when compared to the proposed model.

6. Model implementation and advantages

The amount of email spam spreading across the networkis a crit-
ical problem in today’s world. Different means have been devised in
the propagation of email spam and network security [51]. Despite
the improvement in technology, the spammers adapt to new tech-
niques. The proposed algorithm compares the NSA, PSO and the
NSA-PSO models. The models were evaluated with statistical tools

Table 3
Testing results comparison for NSA, PSO, NSA-PSO and other scheme.

Classifier Accuracy (%)
NSA-PSO 91.22

PSO 81.32

NSA 68.86

NB [48] 79.3

SVM [45] 90

DFS-SVM [46] 71

ANN [47] 86

Type-2 Fuzzy Set [49] 86.9

to determine the best model to be used for email spam detection.
From our analysis, the NSA-PSO model performs better than the
NSA and the PSO models. Therefore, the proposed spam detection
architecture is constructed based on the NSA-PSO model. The algo-
rithm can be considered as a powerful approach in the detection
of email spam due to its adaptive nature. The spam and non-spam
email can be separated based on the adaptation of the email spam
detector; the probability of spam future occurrence is based on the
spam best occurrence. If there is a frequent occurrence of any part
of the email in the spam email and not in the non-spam email,
it is prone to be identified as spam. There is a certification of the
content of the email by the NSA-PSO model against the informa-
tion exchange in the database. With respect to the information, the
bounded knowledge of spam is deleted. Messages used in an email
could be spam in a database and non-spam in another database.
The proposed algorithm makes verification with reference to the
number of times it occurred in a database and detect spam base on
probability ratio. The importance of the proposed model is that it
computes the detection of spam based on patterns [52]. The blocked
messages are identified against its spamicity rather than the respec-
tive messages for a better and more efficient detection of spam
contents in an email [53].

The tool represents a client and server connection in an organi-
zation. As shown in Fig. 13, client 1 and 2 are able to communicate
in and outside a network. The sent and received messages by the
client to other machines are routed through server 1. The server 1
sent the email and detects spam’s that are sent by the client. The
server receives the email and delivers it to the corresponding des-
tination nodes if the email is spam free. The spam is detected by
the server software based on NSA-PSO spam detector model [54]
which differentiates between the spam email and the non-spam
email.

The proposed architecture with the NSA-PSO implementation
model is important in securing the system based on its adaptive
nature. Existing problems of email spam detection where spam-
mers are able to manipulate the spam messages that are sent to the
system through obfuscation of messages is eliminated due to the
adaptive nature of the proposed model. Messages that pass through
the proposed model are recognized by this model through adap-
tation as spam or non-spam. A frequent occurrence in the spam
email on the database of the model that is not in the non-spam
email allows for the system to be identified as a spam email. The
memory of the spam and non-spam detector in the database of the
proposed model is able to learn and keep records of the previous
spam or non-spam email message.
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7. Conclusion and recommendation

In this research, a new improved model that combines negative
selection algorithm (NSA) with particle swarm optimization (PSO)
has been proposed and implemented. The uniqueness of this model
is that PSO was implemented at the random generation phase of
NSA. The detector generation phase of NSA determines how robust
and effective the algorithm will perform. PSO implementation with
local outlier factor (LOF) as fitness function no doubt improved
the detector generation phase of NSA. The proposed improved
model serves as a better replacement to NSA model. Spam-base
dataset was used to investigate the performance of NSA and PSO
model against improved NSA-PSO model. Performance and accu-
racy investigation has shown that the proposed improved model
is able to detect email spam better than the NSA and PSO model.
In totality, the empirical report has shown the superiority of the
proposed NSA-PSO improved model over the NSA and PSO model.
The proposed improved systems will be useful in other applications
since negative selection algorithm solves a vast number of complex
problems. This research should be viewed as an improvement in the
field of computational intelligence. Based on the promising result
generated from the research; as future work, it is suggested that
this research should be considered as a viable tool for any newly
proposed system in email spam detection problem that is based on
detector generation. Future work will be a parallel hybridization of
the two evolutionary algorithms to perform a single task of detector
generation.
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