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KEYWORDS Summary This paper investigates security and inter-node transmission energy for biosensors
Biosensor; in a wireless body area sensor network (WBASN) system. Existing security solutions in WBASN
Security; have been observed to employ the pre-deployment of static authentication keys, which are
Energy; unsecured and energy intensive. Electrocardiogram (ECG) biometric-based security scheme was
Algorithm; developed using the peak location index (PLI) and inter-pulse-interval (IPI) of the heart beat.
WBASN The fast Fourier transform method was used to process individually selected ECG datasets of

diabetic patients and the differential equation method was used to extract the ECG biometric
features (PLI and IPI). Energy model of Chipcon CC2420 specification was used to evaluate
inter-node energy consumption performance. The research results showed that different PLI
and IPI features were extracted from the ECG datasets and unpredictable authentication keys
were generated. Node energy consumption performance evaluation showed a 25% reduction in
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energy consumption for successful inter-node transmission. The ECG feature keys generated
were different and unpredictable at every instant, providing for inter-node communication
security. Non-additional node energy for processing the authentication acknowledgment packets
provided for inter-node energy consumption reduction. The developed algorithm has provided
for secured inter-node communication with a 25% energy efficiency in node transmission energy
consumption for a WBASN system.

© 2016 Elsevier Masson SAS. All rights reserved.

Résumé Cet article examine la sécurité et "énergie de la transmission inter-nceuds pour
biocapteurs dans un systéme réseau de capteurs de surface corporelle sans fil (WBASN). Les
solutions de sécurité existantes dans un systeme WBASN ont été observées pour recourir a un
pré-déploiement de clés d’authentification statiques qui sont non sécurisées et a forte inten-
sité énergétique. Un régime de sécurité a base biométrique pour électrocardiogramme (ECG)
a été développé en utilisant ’indice de position de pic (PLI) et Uintervalle entre les impulsions
(IP1) des battements du coeur. La méthode transformée de Fourier rapide a été utilisée pour
traiter des ensembles de données ECG de patients diabétiques choisis individuellement et la
méthode d’équation différentielle a été utilisée pour extraire les caractéristiques biométriques
ECG (PLI et IPI). Le modeéle énergétique de spécification Chipcon CC2420 a été utilisé pour éval-
uer la performance de consommation énergétique inter-noeuds. Les résultats de la recherche
ont montré que différentes caractéristiques PLI et IPI ont été extraites des ensembles de don-
nées ECG et que la production de clés d’authentification était imprévisible. L’évaluation de
la performance de la consommation énergétique des nceuds a montré une réduction de 25 %
de la consommation énergétique pour la réussite de la transmission inter-noeuds. Les touches
de fonction ECG générées étaient différentes et imprévisibles a chaque instant en fournissant
la sécurité de la communication inter-nceuds. L’énergie non supplémentaire des nceuds pour
le traitement des paquets d’authentification d’accusés de réception a fourni une réduction
de la consommation énergétique inter-nceuds. L’algorithme développé a fourni une communi-
cation inter-nceuds sécurisée avec une efficacité énergétique de 25 % dans la consommation
énergétique de la transmission des noeuds pour un systeme WBASN.

© 2016 Elsevier Masson SAS. Tous droits réservés.

Introduction

Wireless Body Area Sensor Network (WBASN) is an evolving
technology in the field of bio-medical engineering. Miniature
wireless biosensors are strategically implanted on/inside
the human body to create a wireless network of biosensors
within the human body [1]. This network allows for monitor-
ing of different essential biological signals within the host
[2]. The measured body parameters include: the heart rate,
body temperature, blood glucose level, and a prolonged
electrocardiogram (ECG) recording. These can be done over
a long period [2] to improve the quality of the measured
data, which may not be properly ascertained within few
physical visitations. Security is a major challenge in the
development of a WBASN system. Sensitive medical data
and node communication require reliable energy efficient
security [3].

Any security breach (e.g. improper/unauthorized change
of drug dosage, treatment procedures or emergency
response) could be of adverse effect or result in the death
of the host.

Notable application areas of WBASN are in the field of
remote and mobile health care delivery. These include:
measuring essential body parameters/signals; diagnosis of
illness; transfer of medical data and records; monitoring
patient rehabilitation or treatment procedures. These allow
for sharing of medical records and provision of remote medi-
cal monitoring and support [4].

This research is focused on security and node energy
conservation. An efficient biometric security scheme based
on the human ECG features has been developed. This
scheme is self-protective, explores the unique nature of
peak location index (PLI) and inter-pulse-interval (IPl) of
ECG waveform to generate authentication keys that can be
used to secure node communication within the WBASN sys-
tem. Performance evaluation of the systems shows a 25%
reduction in energy for successful inter-node transmission.

Fig. 1 shows the architecture for a mobile health care
system for telemedicine. Medical information from the
biosensor implants on humans could be accessed as a cloud
hosted service by health care professionals though any third-
party network provider (external networks).
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Figure 1. System Architecture of WBASN for mobile health care.
Architecture du systeme du WBASN pour soins de santé mobiles.

Literature survey

In this work, a literature survey was carried out within the
context of security and energy conservation. Some of the
literatures reviewed presented diverse security and energy
conservation methods from different researches.

Latré et al. [4] presented a security review at sen-
sor detection level using the message authentication code
(MAC). Prior to node deployment, all sensors were identi-
fied and their distinct MAC addresses stored in the gateway
device (GW). MAC authentication is done at this level to
permit communication between the biosensors and the GW
device. Although MAC is distinct for every node, it can be
copied and compromised, and as such, does not offer reli-
able security in this regard.

The methodology presented in Surfi et al. [5] employed
the use of a multi-scroll chaos application on the GW device
to encrypt ECG packets at the sensor nodes. Although the
technique achieved end-to-end security, it was observed
that the chaos-based encryption is software-based installed
on a hardware device that is vulnerable to security breach.

The work presented by Poon et al. [6], studied the use of
IPI and photoplethysmography (PPG) as biometric features
in generating unique keys. The key generation algorithm
used in the methodology accounted for accurate inter-node
synchronization and authentication. Although security was
achieved, computational complexity was a major drawback
as more energy and power were needed to implement the
technique in WBASN.

Ramli et al. [7] designed a biometric security scheme
using Message Authentication Protocol (MAP). Detection of
R-Peak and Heart Rate Variability (HRV) estimation for each
ECG measured was established and used for authentication
between the nodes. Although security was achieved with less
complexity in key generation and authentication between
the nodes, it was observed that the methodology used did
not account for the energy consumption level at the nodes.

Wang et al. [8] used non-fiducial-based features to
remove key distribution problems and overhead as a result
of time synchronization for ECG features used in WBASN.
The result showed that the changing nature of human body
resulted to reduced chances of physiological features being
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Figure 2. Methodology block diagram.
Schéma fonctionnel de la méthodologie.
alike. The research work did not account for the energy
consumption.
In the aforementioned research works, the use of security
methods that employ pre-deployment of static keys on the E
nodes making inter-node transmission vulnerable to attacks (8 2R )i
has been observed. In the case where human physiological
traits and biometric features (PPG, ECG, IPI, HRV) were used Siiccaseril Dats
to achieve security, it has been observed that complex key
generation schemes were used that resulted in high node
energy consumption. Figure 3.  Successful inter-node transmission.

This research has developed an energy efficient secu-
rity scheme for inter-node transmission using the dynamic
changes in IPl and PLI of the human heart beat through the
following objectives:

e to extract unique ECG features (PLI and IPIl) for diabetic
subject using the differential equation method;

e to develop an ECG feature-based key generation algo-
rithm;

e to evaluate the algorithm performance in terms of inter-
node transmission energy conservation.

Materials and methods

The block diagram of the research methodology is presented
in Fig. 2.

ECG data gathering

Five diabetic patients’ ECG data was downloaded from the
Physionet database as the selected input dataset.

ECG data processing

Using the fast Fourier Transform tool in MatLab, the ECG
waveform was processed in frequency domain to filter out
noisy signals; the Inverse Fourier Frequency Transform tool
was used to revert the ECG signal back to time domain. Using
first order linear difference equation method, ECG biometric
features (PLI and IPl) were identified and extracted.

Succes de la transmission inter-nceuds.

Using Matlab, the ECG feature key generation algorithm
was developed. The algorithm identifies and extracts PLI and
IPI features from the ECG dataset. The features are used
to generate unpredictable authentication keys for secure
inter-node transmission.

Methodology for energy consumption
evaluation

Energy conservation was evaluated using the energy model
of Chipcon CC2420 specification [9] as mostly used in
low rate wireless personal network (LR-WPAN). The work
in Gutierrez [10] on LR-WPAN was reviewed and likened
to WBASN. Chipcon CC2420 energy consumption model as
derived and used in Howitt et al. [11] and Zhang et al. [12]
were adopted.

Fig. 3 illustrates a successful packet transmission
between nodes S and R. Energy evaluation was based on
inter-node transmission scenario where data packets and
authentication acknowledgment packets were successfully
transmitted from node S to node R.

Using the CC2420 specification as presented in [9], Zhang
et al. [12] and as can be seen in Table 1, Chipcon CC2420
specification supports eight different transmit power levels
ranging from 0 dBm to —25 dBm and eight different transmit
current levels ranging from 8.5mA to 17.4 mA.
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Table 1 Chipcon CC2420 Specification.
Spécification Chipcon CC2420.

Index (i) Transmission Transmission
power current
Pt(i) [dBm] 1£(i) [mA]

1 —25 8.5

2 —15 9.9

3 —10 11.2

4 —7 12.5

5 =3 13.9

6 =3 15.2

7 —1 16.5

8 0 17.4

It has a transmission rate-Rb of 250kbps. A supply
current-Ir of 19.7mA is needed to receive packets. It also
makes use of supply voltage-Vs of 1.8 V.

For any given transmit power level index Py, the trans-
mitter is needed to be supplied with an electrical power
given by:

Petectyiiy = 1iiy < Vis) (1)
Pirecy = Iy x Vis) @)

Inter-node transmission of a unit packet in a LR-WPAN
takes a transmission period given by:

L

- 3
Ry ()

T(pZm =
where L is the packet length and R ) is the transmission rate.
The LR-WAN is characterized by variable length data
packet: L-Ack and L-Pack [11]. These are used to represent
the number of bits in the authentication acknowledgment
packet and data packets respectively.
L-Ack and L-Pack are respectively made up of three major
components:
¢ L _oh: length of the header field=11 bytes;
L_add: length of the address field =4—20 bytes;
L_data: variable length data payload = 15—133 bytes;
L-Ack = 8X11(bits) =88 (bits);
L-Pack=8 X (Loh+L-add+L.data)=8 X (11+4+15)=
240(bits).

For successful transmission of variable length data and
acknowledgment packets, the peer-to-peer LR-WPAN energy
model at any given transmit power level index i, is given by:

[Eqs2ry, (Lpackiiy|success) |
= [E(TLD)(,-)(Lpack(i))] + [E(Rxﬁ)(f,(Lpack(i))]
+ [Eear (Lackin)| + [Erxarg (Lacka)] (4)

where Lpqcki) is the packet length, Ery pg;) is the energy used
to transmit packet by the transmitter. Eg, pg;) is the energy
used by the receiver to receive the packet. Lag), length of
acknowledgement packet, Ery 4 is the energy used by the
receiver to transmit the acknowledgment packet. Eg, 4 is
the energy used by the transmitter to receive the acknowl-
edgment packet.

From Eq. (1), (2) and (3), Energy used to transmit packet
length Lyqcx from node S to node R is.

E(TX)(szR) = p(t)(i, X L(gack) (43)
(b)

Energy used by node R to receive packet length Ly from
node S is.

E(RX)(R) = p(rec)(i) X L(;?Jack) (4b)
(b)

Energy used by node R to transmit acknowledgment
packet of length L) from node R to S is.

E(Tx)(Ack)m) = Prec)) X Liack) (4c)
Ry
(b)

Energy used by node S to receive acknowledgment packet
of length L) from node R is.

E®nng = P> oo (4d)
(b)

Taking into consideration that the nodes are on the same
body generating the same authentication keys, for every
inter-node transmission, energy that would have been used
in transmitting and receiving authentication acknowledg-
ment packet is conserved. Eq. (4) can be reduced to:

I:E(SZI’)(,') (Lpack(i) |SUCC€SS)]

(loyVis)) L@y +  Lipack)

R

()

+ (I(r)v(s)):|

For a zero authentication acknowledgment packet, Eq.
(5) reduces to:

(6)

Vis) iy Lipack) + Iin)
Ry

[E(SZr)m (Lpack(i) |$UCC€$S)] = |:

Eq. (5) has been used to calculate the inter-node trans-
mission energy consumption at different transmitting power
level index for:

e n2n LR-WPAN;
e S2R-WBASN (the research work).

Results

Using the developed algorithm, the research results
obtained are presented. Figs. 4 and 5 are the results of the
generated ECG waveform for diabetic patients 1 and 2 show-
ing the original noisy waveform and the filtered waveform.

Table 2 presents the result on respective ECG features
extracted from diabetic patients 1 and 2 and the corre-
sponding ECG key generated using the extracted features.
The result as shown in Table 3 is the calculated values of
the inter-node transmission energy consumption for n2n LR-
WPAN and S2R-WBASN.

Fig. 6 is the result of inter-node energy consumption plot
(graph) showing different node transmission energy utilised
at different transmitting level index for n2n LR-WPAN and
S2R-WBASN.
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Création du tracé ECG pour le patient diabétique 2.
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Table 2 ECG features extracted from diabetic patients 1 and 2.
Caractéristiques ECG extraites des patients diabétiques 1 et 2.

Heart Beat Index (i) Diabetic Patient 1

Diabetic Patient 2

PLI1 (i) IP1 1(f) ECG Key 1 (i) PLI 2 (i) IPI 2 (i) ECGKey 2 (i)
1 206 - - 170 - -
2 629 423 301.4526 537 367 532.7415
3 1047 418 243.0976 922 385 40.939
4 1459 412 854.5833 1343 421 2.0888e + 003
5 1895 436 —2.0008e +003 1726 383 —1.0673e +003
6 2339 444 1.34E+03 2133 407 750.801
2759 420 —2.4168e + 003 2573 440 —2.8043e + 003

Table 3 Node energy consumption values for N2N LR-
WPAN and S2R-WBASN.

Valeurs de consommation énergétique des nceuds pour
N2N LR-WPAN et S2R-WBASN.

Trans. Level E(S2R) WBASN(J)  E(n2n) LR-WPAN(J)
Index (i)

1 14.82984 20.21544

2 17.24904 23.52168

3 19.49544 26.59176

4 21.74184 29.66184

5 24.16104 32.96808

6 26.40744 36.03816

7 28.65384 39.10824

8 30.20904 41.23368
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Figure 6. Inter-node energy consumption graph for n2n LR-WPAN
and S2R-WBASN.

Graphique de la consommation énergétique inter-nceuds pour n2n
LR-WPAN et S2R-WBASN.

Discussion

Figs. 4 and 5 present the results of the generated noisy
and filtered ECG waveform. For every peak-point on the fil-
tered ECG waveform, there is a corresponding PLI feature

for each patient extracted on the sample index (x-axis). For
every two successive peak-points, respective IPI features for
the two patients are extracted. These are time variant fea-
tures used to generate the authentication keys. The keys are
observed to be dynamic for every successive beat and are
also unpredictable.
From Table 2, at heart beat index 1, it can be seen that
the ECG of diabetic patients 1 and 2 only generated respec-
tive PLI features; there is no IPI and there is no ECG key
generation. At heart beat index 2, the patients’ ECG gen-
erated respective PLI and IPI features and also different
unpredictable ECG authentication keys. For every heart beat
index in the two diabetic patients’ ECG data sampled, there
are unique time variant PLI and IP| features extracted and
corresponding unpredictable ECG key generated.
The time variant ECG features (PLI and IPI) are biomet-
ric in nature, originating from the patient’s physiological
body signals. These features are different for each individ-
ual. Using these extracted biometric features to generate
unpredictable authentication keys for inter-node transmis-
sion, the body can be said to be self-protective and WBASN
security achieved.
Table 3 shows that inter-node transmission energy con-
sumption for secured S2R-WBASN achieved a 25% energy
reduction at every transmitting level index and can be said
to be more energy efficient than n2n LR-WPAN. Twenty-five
percent of node consumption energy was conserved for suc-
cessful inter-node transmission in WBASN.
The results as presented in Fig. 6 show the inter-node
energy consumption plot (graph) for n2n LR-WPAN and S2R-
WBASN. From the results, the following has been observed:
¢ the energy consumption for successful n2n LR-WPAN at
every transmitting level index is observed to be 25% higher
than the energy consumption for successful S2R-WBASN.
This is accounted for by the additional energy used by the
nodes in n2n LR-WPAN to transmit and receive the authen-
tication acknowledgement packets at every transmitting
level index;

¢ the energy consumption for a successful S2R-WBASN at
every transmitting level index is observed to be 25%
lower. This energy reduction is accounted for by non-
authentication acknowledgement packet considering that
the nodes are on the same body generating the same
authentication keys;

e the 25% reduction in energy consumption for S2R WBAN
is also accounted for by non-additional energy used
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by the nodes to transmit and receive the authentica-
tion acknowledgment packets at every transmitting level
index;

e the energy plot in Fig. 6 can also provide the best
transmitting level index for optimum node energy con-
sumption. It can be seen from the graph that for the least
energy consumption level at the nodes, the transmitting
level index must not exceed index 1. At transmitting level
index 1, the least energy is consumed for secured inter-
node transmission. Node life span can be extended.

Conclusion

In this work, ECG feature biometric key generation algorithm
was developed. Individually select ECG datasets of diabetic
patients acquired from Physonet were processed using the
fast Fourier transform method and noisy ECG signals were
filtered out. Using a differential equation method, peak
location index (PLI) and inter-pulse-interval (IPl) features of
the heart beat were identified and extracted. Results of the
research work showed extracted time variant ECG features
for each selected dataset and unpredictable authentication
keys for secure inter-node transmission. Using the energy
consumption model of LR-WPAN Chipcon CC2420 specifica-
tion, the performance of the algorithm was observed to
be 25% energy efficient in terms of reduction in inter-node
transmission energy consumption.
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